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Forew ord

From  the authors: W illis W are kindly w rote the forew ord that w e published in
both the third and fourth editions of Security in C om puting. In his forew ord he
covers som e of the early days of com puter security, describing concerns that are
as valid today as they w ere in those earlier days.

W illis chose to sublim ate his nam e and efforts to the greater good of the
projects he w orked on. In fact, his thoughtful analysis and persuasive leadership
contributed m uch to the final outcom e of these activities. Few  people recognize
W illis‒s nam e today; m ore people are fam iliar w ith the European U nion D ata
Protection D irective that is a direct descendant of the report [W A R 73a] from  his
com m ittee for the U .S. D epartm ent of H um an Services. W illis w ould have
w anted it that w ay: the em phasis on the ideas and not on his nam e.

U nfortunately, W illis died in N ovem ber 2013 at age 93. W e think the lessons
he w rote about in his Forew ord are still im portant to our readers. Thus, w ith
both respect and gratitude, w e republish his w ords here.

In the 1950s and 1960s, the prom inent conference gathering places for practitioners and
users of com puter technology w ere the tw ice yearly Joint C om puter C onferences (JC C s)
‍ initially called the Eastern and W estern JC C s, but later renam ed the Spring and Fall
JC C s and even later, the annual N ational (A FIPS) C om puter C onference. From  this
m ilieu, the topic of com puter security‍ later to be called inform ation system  security and
currently also referred to as ―protection of the national inform ation infrastructure‖‍
m oved from  the w orld of classified defense interests into public view .

A  few  people‍ R obert L. Patrick, John P. H averty, and m yself am ong others‍ all then
at The R A N D  C orporation (as its nam e w as then know n) had been talking about the
grow ing dependence of the country and its institutions on com puter technology. It
concerned us that the installed system s m ight not be able to protect them selves and their
data against intrusive and destructive attacks. W e decided that it w as tim e to bring the
security aspect of com puter system s to the attention of the technology and user
com m unities.

The enabling event w as the developm ent w ithin the N ational Security A gency (N SA ) of
a rem ote-access tim e-sharing system  w ith a full set of security access controls, running on
a U nivac 494 m achine, and serving term inals and users not only w ithin the headquarters
building at Fort G eorge G . M eade, M aryland, but also w orldw ide. Fortuitously, I knew
details of the system .

Persuading tw o others from  R A N D  to help‍ D r. H arold Peterson and D r. R ein Turn‍
plus B ernard Peters of N SA , I organized a group of papers and presented it to the SJC C
conference m anagem ent as a ready-m ade additional paper session to be chaired by m e. [1]
The conference accepted the offer, and the session w as presented at the A tlantic C ity (N J)
C onvention H all in 1967.



Soon thereafter and driven by a request from  a defense contractor to include both
defense classified and business applications concurrently in a single m ainfram e m achine
functioning in a rem ote-access m ode, the D epartm ent of D efense, acting through the
A dvanced R esearch Projects A gency (A R PA ) and later the D efense Science B oard (D SB ),
organized a com m ittee, w hich I chaired, to study the issue of security controls for
com puter system s. The intent w as to produce a docum ent that could be the basis for
form ulating a D oD  policy position on the m atter.

The report of the com m ittee w as initially published as a classified docum ent and w as
form ally presented to the sponsor (the D SB ) in January 1970. It w as later declassified and
republished (by The R A N D  C orporation) in O ctober 1979. [2] It w as w idely circulated
and becam e nicknam ed ―the W are report.‖ The report and a historical introduction are
available on the R A N D  w ebsite. [3]

Subsequently, the U nited States A ir Force (U SA F) sponsored another com m ittee
chaired by Jam es P. A nderson. [4] Its report, published in 1972, recom m ended a 6-year
R & D  security program  totaling som e $8M . [5] The U SA F responded and funded several
projects, three of w hich w ere to design and im plem ent an operating system  w ith security
controls for a specific com puter.

Eventually these activities led to the ―C riteria and Evaluation‖ program  sponsored by
the N SA . It culm inated in the ―O range B ook‖ [6] in 1983 and subsequently its supporting
array of docum ents, w hich w ere nicknam ed ―the rainbow  series.‖ [7] Later, in the 1980s
and on into the 1990s, the subject becam e an international one leading to the ISO  standard
know n as the ―C om m on C riteria.‖ [8]

It is im portant to understand the context in w hich system  security w as studied in the
early decades. The defense establishm ent had a long history of protecting classified
inform ation in docum ent form . It had evolved a very elaborate schem e for
com partm enting m aterial into groups, sub-groups and super-groups, each requiring a
specific personnel clearance and need-to-know  as the basis for access. [9] It also had a
centuries-long legacy of encryption technology and experience for protecting classified
inform ation in transit. Finally, it understood the personnel problem  and the need to
establish the trustw orthiness of its people. A nd it certainly understood the physical
security m atter.

Thus, the com puter security issue, as it w as understood in the 1960s and even later, w as
how  to create in a com puter system  a group of access controls that w ould im plem ent or
em ulate the processes of the prior paper w orld, plus the associated issues of protecting
such softw are against unauthorized change, subversion and illicit use, and of em bedding
the entire system  in a secure physical environm ent w ith appropriate m anagem ent
oversights and operational doctrine and procedures. The poorly understood aspect of
security w as prim arily the softw are issue w ith, how ever, a collateral hardw are aspect;
nam ely, the risk that it m ight m alfunction‍ or be penetrated‍ and subvert the proper
behavior of softw are. For the related aspects of com m unications, personnel, and physical
security, there w as a plethora of rules, regulations, doctrine and experience to cover them .
It w as largely a m atter of m erging all of it w ith the hardw are/softw are aspects to yield an
overall secure system  and operating environm ent.



H ow ever, the w orld has now  changed and in essential w ays. The desk-top com puter and
w orkstation have appeared and proliferated w idely. The Internet is flourishing and the
reality of a W orld W ide W eb is in place. N etw orking has exploded and com m unication
am ong com puter system s is the rule, not the exception. M any com m ercial transactions are
now  w eb-based; m any com m ercial com m unities‍ the financial one in particular‍ have
m oved into a w eb posture. The ―user‖ of any com puter system  can literally be anyone in
the w orld. N etw orking am ong com puter system s is ubiquitous; inform ation-system
outreach is the goal.

The net effect of all of this has been to expose the com puter-based inform ation system
‍ its hardw are, its softw are, its softw are processes, its databases, its com m unications‍ to
an environm ent over w hich no one‍ not end-user, not netw ork adm inistrator or system
ow ner, not even governm ent‍ has control. W hat m ust be done is to provide appropriate
technical, procedural, operational and environm ental safeguards against threats as they
m ight appear or be im agined, em bedded in a societally acceptable legal fram ew ork.

A nd appear threats did‍ from  individuals and organizations, national and international.
The m otivations to penetrate system s for evil purpose or to create m alicious softw are‍
generally w ith an offensive or dam aging consequence‍ vary from  personal intellectual
satisfaction to espionage, to financial rew ard, to revenge, to civil disobedience, and to
other reasons. Inform ation-system  security has m oved from  a largely self-contained
bounded environm ent interacting w ith a generally know n and disciplined user com m unity
to one of w orldw ide scope w ith a body of users that m ay not be know n and are not
necessarily trusted. Im portantly, security controls now  m ust deal w ith circum stances over
w hich there is largely no control or expectation of avoiding their im pact. C om puter
security, as it has evolved, shares a sim ilarity w ith liability insurance; they each face a
threat environm ent that is know n in a very general w ay and can generate attacks over a
broad spectrum  of possibilities; but the exact details or even tim e or certainty of an attack
is unknow n until an event has occurred.

O n the other hand, the m odern w orld thrives on inform ation and its flow s; the
contem porary w orld, society and institutions cannot function w ithout their com puter-
com m unication-based inform ation system s. H ence, these system s m ust be protected in all
dim ensions‍ technical, procedural, operational, environm ental. The system  ow ner and its
staff have becom e responsible for protecting the organization‒s inform ation assets.

Progress has been slow , in large part because the threat has not been perceived as real or
as dam aging enough; but also in part because the perceived cost of com prehensive
inform ation system  security is seen as too high com pared to the risks‍ especially the
financial consequences‍ of not doing it. M anagem ents, w hose support w ith appropriate
funding is essential, have been slow  to be convinced.

This book addresses the broad sw eep of issues above: the nature of the threat and
system  vulnerabilities (C hapter 1); cryptography (C hapters 2 and 12); softw are
vulnerabilities (C hapter 3); the C om m on C riteria (C hapter 5); the W orld W ide W eb and
Internet (C hapters 4 and 6); m anaging risk (C hapter 10); and legal, ethical and privacy
issues (C hapter 11). The book also describes security controls that are currently available
such as encryption protocols, softw are developm ent practices, firew alls, and intrusion-
detection system s. O verall, this book provides a broad and sound foundation for the



inform ation-system  specialist w ho is charged w ith planning and/or organizing and/or
m anaging and/or im plem enting a com prehensive inform ation-system  security program .

Yet to be solved are m any technical aspects of inform ation security‍ R & D  for
hardw are, softw are, system s, and architecture; and the corresponding products.
N otw ithstanding, technology per se is not the long pole in the tent of progress.
O rganizational and m anagem ent m otivation and com m itm ent to get the security job done
is. Today, the collective inform ation infrastructure of the country and of the w orld is
slow ly m oving up the learning curve; every m ischievous or m alicious event helps to push
it along. The terrorism -based events of recent tim es are helping to drive it. Is it far enough
up the curve to have reached an appropriate balance betw een system  safety and threat?
A lm ost certainly, the answ er is ―no, not yet; there is a long w ay to go.‖ [10]

‍ W illis H . W are
RAN D

Santa M onica, C alifornia
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Preface
Tablets, sm artphones, TV  set-top boxes, G PS navigation devices, exercise m onitors,

hom e security stations, even w ashers and dryers com e w ith Internet connections by w hich
data from  and about you go to places over w hich you have little visibility or control. A t
the sam e tim e, the list of retailers suffering m assive losses of custom er data continues to
grow : H om e D epot, Target, T.J. M axx, P.F. C hang‒s, Sally B eauty. O n the one hand people
w ant the convenience and benefits that added connectivity brings, w hile on the other hand,
people are w orried, and som e are seriously harm ed by the im pact of such incidents.
C om puter security brings these tw o threads together as technology races forw ard w ith
sm art products w hose designers om it the basic controls that can prevent or lim it
catastrophes.

To som e extent, people sigh and expect security failures in basic products and com plex
system s. B ut these failures do not have to be. Every com puter professional can learn how
such problem s occur and how  to counter them . C om puter security has been around as a
field since the 1960s, and it has developed excellent research, leading to a good
understanding of the threat and how  to m anage it.

O ne factor that turns off m any people is the language: C om plicated term s such as
polym orphic virus, advanced persistent threat, distributed denial-of-service attack,
inference and aggregation, m ultifactor authentication, key exchange protocol, and
intrusion detection system  do not exactly roll off the tongue. O ther term s sound intriguing
but opaque, such as w orm , botnet, rootkit, m an in the brow ser, honeynet, sandbox, and
script kiddie. The language of advanced m athem atics or m icrobiology is no less
confounding, and the Latin term inology of m edicine and law  separates those w ho know  it
from  those w ho do not. B ut the term s and concepts of com puter security really have
straightforw ard, easy-to-learn m eaning and uses.

Vulnerability: w eakness
T hreat: condition that exercises vulnerability
Incident: vulnerability + threat
C ontrol: reduction of threat or vulnerablity

The prem ise of com puter security is quite sim ple: V ulnerabilities are w eaknesses in
products, system s, protocols, algorithm s, program s, interfaces, and designs. A  threat is a
condition that could exercise a vulnerability. A n incident occurs w hen a threat does exploit
a vulnerability, causing harm . Finally, people add controls or counterm easures to prevent,
deflect, dim inish, detect, diagnose, and respond to threats. A ll of com puter security is built
from  that sim ple fram ew ork. This book is about bad things that can happen w ith
com puters and w ays to protect our com puting.

W hy R ead T his B ook?
A dm it it. You know  com puting entails serious risks to the privacy of your personal data,

the integrity of your data, or the operation of your com puter. R isk is a fact of life: C rossing
the street is risky, perhaps m ore so in som e places than others, but you still cross the street.
A s a child you learned to stop and look both w ays before crossing. A s you becam e older



you learned to gauge the speed of oncom ing traffic and determ ine w hether you had the
tim e to cross. A t som e point you developed a sense of w hether an oncom ing car w ould
slow  dow n or yield. W e hope you never had to practice this, but som etim es you have to
decide w hether darting into the street w ithout looking is the best m eans of escaping
danger. The point is all these m atters depend on know ledge and experience. W e w ant to
help you develop com parable know ledge and experience w ith respect to the risks of secure
com puting.

The sam e thing can be said about com puter security in everything from  personal
devices to com plex com m ercial system s: You start w ith a few  basic term s, principles, and
concepts. Then you learn the discipline by seeing those basics reappear in num erous
situations, including program s, operating system s, netw orks, and cloud com puting. You
pick up a few  fundam ental tools, such as authentication, access control, and encryption,
and you understand how  they apply in defense strategies. You start to think like an
attacker, predicting the w eaknesses that could be exploited, and then you shift to selecting
defenses to counter those attacks. This last stage of playing both offense and defense
m akes com puter security a creative and challenging activity.

U ses for and U sers of T his B ook
This book is intended for people w ho w ant to learn about com puter security; if you have

read this far you m ay w ell be such a person. This book is intended for three groups of
people: college and university students, com puting professionals and m anagers, and users
of all kinds of com puter-based system s. A ll w ant to know  the sam e thing: how  to control
the risk of com puter security. B ut you m ay differ in how  m uch inform ation you need about
particular topics: Som e readers w ant a broad survey, w hile others w ant to focus on
particular topics, such as netw orks or program  developm ent.

This book should provide the breadth and depth that m ost readers w ant. The book is
organized by general area of com puting, so that readers w ith particular interests can find
inform ation easily.

O rganization of T his B ook
The chapters of this book progress in an orderly m anner, from  general security concerns

to the particular needs of specialized applications, and then to overarching m anagem ent
and legal issues. Thus, this book progresses through six key areas of interest:

1. Introduction: threats, vulnerabilities, and controls
2. The security practitioner‒s ―toolbox‖: identification and authentication, access
control, and encryption
3. A pplication areas of com puter security practice: program s, user‌Internet
interaction, operating system s, netw orks, data and databases, and cloud
com puting
4. C ross-cutting disciplines: privacy, m anagem ent, law  and ethics
5. D etails of cryptography
6. Em erging application dom ains

The first chapter begins like m any other expositions: by laying groundw ork. In C hapter



1 w e introduce term s and definitions, and give som e exam ples to justify how  these term s
are used. In C hapter 2 w e begin the real depth of the field by introducing three concepts
that form  the basis of m any defenses in com puter security: identification and
authentication, access control, and encryption. W e describe different w ays of
im plem enting each of these, explore strengths and w eaknesses, and tell of som e recent
advances in these technologies.

Then w e advance through com puting dom ains, from  the individual user outw ard. In
C hapter 3 w e begin w ith individual program s, ones you m ight w rite and those you only
use. B oth kinds are subject to potential attacks, and w e exam ine the nature of som e of
those attacks and how  they could have been prevented. In C hapter 4 w e m ove on to a type
of program  w ith w hich m ost users today are quite fam iliar: the brow ser, as a gatew ay to
the Internet. The m ajority of attacks today are rem ote, carried from  a distant attacker
across a netw ork, usually the Internet. Thus, it m akes sense to study Internet-borne
m alicious code. B ut this chapter‒s focus is on the harm  launched rem otely, not on the
netw ork infrastructure by w hich it travels; w e defer the netw ork concepts to C hapter 6. In
C hapter 5 w e consider operating system s, a strong line of defense betw een a user and
attackers. W e also consider w ays to underm ine the strength of the operating system  itself.
C hapter 6 returns to netw orks, but this tim e w e do look at architecture and technology,
including denial-of-service attacks that can happen only in a netw ork. D ata, their
collection and protection, form  the topic of C hapter 7, in w hich w e look at database
m anagem ent system s and big data applications. Finally, in C hapter 8 w e explore cloud
com puting, a relatively recent addition to the com puting landscape, but one that brings its
ow n vulnerabilities and protections.

In C hapters 9 through 11 w e address w hat w e have term ed the intersecting disciplines:
First, in C hapter 9 w e explore privacy, a fam iliar topic that relates to m ost of the six
dom ains from  program s to clouds. Then C hapter 10 takes us to the m anagem ent side of
com puter security: how  m anagem ent plans for and addresses com puter security problem s.
Finally, C hapter 11 explores how  law s and ethics help us control com puter behavior.

W e introduced cryptography in C hapter 2. B ut the field of cryptography involves entire
books, courses, conferences, journals, and postgraduate program s of study. A nd this book
needs to cover m any im portant topics in addition to cryptography. Thus, w e m ade tw o
critical decisions: First, w e treat cryptography as a tool, not as a field of study. A n
autom obile m echanic does not study the design of cars, w eighing such factors as
aerodynam ics, fuel consum ption, interior appointm ent, and crash resistance; a m echanic
accepts a car as a given and learns how  to find and fix faults w ith the engine and other
m echanical parts. Sim ilarly, w e w ant our readers to be able to use cryptography to quickly
address security problem s; hence w e briefly visit popular uses of cryptography in C hapter
2. O ur second critical decision w as to explore the breadth of cryptography slightly m ore in
a later chapter, C hapter 12. B ut as w e point out, entire books have been w ritten on
cryptography, so our later chapter gives an overview  of m ore detailed w ork that interested
readers can find elsew here.

O ur final chapter detours to four areas having significant com puter security hazards.
These are rapidly advancing topics for w hich the com puter security issues are m uch in
progress right now . The so-called Internet of Things, the concept of connecting m any



devices to the Internet, raises potential security threats w aiting to be explored. Econom ics
govern m any security decisions, so security professionals need to understand how
econom ics and security relate. C onvenience is raising interest in using com puters to
im plem ent elections; the easy steps of collecting vote totals have been done by m any
jurisdictions, but the hard part of organizing fair online registration and ballot-casting have
been done in only a sm all num ber of dem onstration elections. A nd the use of com puters in
w arfare is a grow ing threat. A gain, a sm all num ber of m odest-sized attacks on com puting
devices have show n the feasibility of this type of cam paign, but security professionals and
ordinary citizens need to understand the potential‍ both good and bad‍ of this type of
attack.

H ow  to R ead T his B ook
W hat background should you have to appreciate this book? The only assum ption is an

understanding of program m ing and com puter system s. Som eone w ho is an advanced
undergraduate or graduate student in com puting certainly has that background, as does a
professional designer or developer of com puter system s. A  user w ho w ants to understand
m ore about how  program s w ork can learn from  this book, too; w e provide the necessary
background on concepts of operating system s or netw orks, for exam ple, before w e address
the related security concerns.

This book can be used as a textbook in a one- or tw o-sem ester course in com puter
security. The book functions equally w ell as a reference for a com puter professional or as
a supplem ent to an intensive training course. A nd the index and extensive bibliography
m ake it useful as a handbook to explain significant topics and point to key articles in the
literature. The book has been used in classes throughout the w orld; instructors often
design one-sem ester courses that focus on topics of particular interest to the students or
that relate w ell to the rest of a curriculum .

W hat Is N ew  in T his B ook
This is the fifth edition of Security in C om puting, first published in 1989. Since then,

the specific threats, vulnerabilities, and controls have changed, as have m any of the
underlying technologies to w hich com puter security applies. H ow ever, m any basic
concepts have rem ained the sam e.

M ost obvious to readers fam iliar w ith earlier editions w ill be som e new  chapters,
specifically, on user‌w eb interaction and cloud com puting, as w ell as the topics w e raise
in the em erging topics chapter. Furtherm ore, pulling together the three fundam ental
controls in C hapter 2 is a new  structure. Those are the big changes, but every chapter has
had m any sm aller changes, as w e describe new  attacks or expand on points that have
becom e m ore im portant.

O ne other feature som e m ay notice is the addition of a third coauthor. Jonathan
M argulies joins us as an essential m em ber of the team  that produced this revision. H e is
currently director of the security practice at Q m ulos, a new ly launched security consulting
practice. H e brings m any years of experience w ith Sandia N ational Labs and the N ational
Institute for Standards and Technology. H is focus m eshes nicely w ith our existing skills to
extend the breadth of this book.



A cknow ledgm ents
It is increasingly difficult to acknow ledge all the people w ho have influenced this book.

C olleagues and friends have contributed their know ledge and insight, often w ithout
know ing their im pact. B y arguing a point or sharing explanations of concepts, our
associates have forced us to question or rethink w hat w e know .

W e thank our associates in at least tw o w ays. First, w e have tried to include references
to their w ritten w orks. R eferences in the text cite specific papers relating to particular
thoughts or concepts, but the bibliography also includes broader w orks that have played a
m ore subtle role in shaping our approach to security. So, to all the cited authors, m any of
w hom  are friends and colleagues, w e happily acknow ledge your positive influence on this
book.

R ather than nam e individuals, w e thank the organizations in w hich w e have interacted
w ith creative, stim ulating, and challenging people from  w hom  w e learned a lot. These
places include Trusted Inform ation System s, the C ontel Technology C enter, the C entre for
Softw are R eliability of the C ity U niversity of London, A rca System s, Exodus
C om m unications, The R A N D  C orporation, Sandia N ational Lab, C able &  W ireless, the
N ational Institute of Standards and Technology, the Institute for Inform ation Infrastructure
Protection, Q m ulos, and the Editorial B oard of IEEE Security &  Privacy. If you w orked
w ith us at any of these locations, chances are high that your im print can be found in this
book. A nd for all the side conversations, debates, argum ents, and light m om ents, w e are
grateful.



A bout the A uthors
C harles P. Pfleeger is an internationally know n expert on com puter and

com m unications security. H e w as originally a professor at the U niversity of Tennessee,
leaving there to join com puter security research and consulting com panies Trusted
Inform ation System s and A rca System s (later Exodus C om m unications and C able and
W ireless). W ith Trusted Inform ation System s he w as D irector of European O perations and
Senior C onsultant. W ith C able and W ireless he w as D irector of R esearch and a m em ber of
the staff of the C hief Security O fficer. H e w as chair of the IEEE C om puter Society
Technical C om m ittee on Security and Privacy.

Shari L aw rence Pfleeger is w idely know n as a softw are engineering and com puter
security researcher, m ost recently as a Senior C om puter Scientist w ith the R and
C orporation and as R esearch D irector of the Institute for Inform ation Infrastructure
Protection. She is currently Editor-in-C hief of IEEE Security &  Privacy m agazine.

Jonathan M argulies is the C TO  of Q m ulos, a cybersecurity consulting firm . A fter
receiving his m aster‒s degree in C om puter Science from  C ornell U niversity, M r. M argulies
spent nine years at Sandia N ational Labs, researching and developing solutions to protect
national security and critical infrastructure system s from  advanced persistent threats. H e
then w ent on to N IST‒s N ational C ybersecurity C enter of Excellence, w here he w orked
w ith a variety of critical infrastructure com panies to create industry-standard security
architectures. In his free tim e, M r. M argulies edits the ―B uilding Security In‖ section of
IEEE Security &  Privacy m agazine.



1. Introduction

In this chapter:
‛ Threats, vulnerabilities, and controls
‛ C onfidentiality, integrity, and availability
‛ A ttackers and attack types; m ethod, opportunity, and m otive
‛ Valuing assets

O n 11 February 2013, residents of G reat Falls, M ontana received the follow ing w arning
on their televisions [IN F13]. The transm ission displayed a m essage banner on the bottom
of the screen (as depicted in Figure 1-1).

FIG U R E  1-1 Em ergency B roadcast W arning

A nd the follow ing alert w as broadcast:

[B eep B eep B eep: the sound pattern of the U .S. governm ent Em ergency
Alert System . The follow ing text then scrolled across the screen:]

C ivil authorities in your area have reported that the bodies of the dead are
rising from  their graves and attacking the living. Follow  the m essages on
screen that w ill be updated as inform ation becom es available.

D o not attem pt to approach or apprehend these bodies as they are
considered extrem ely dangerous. This w arning applies to all areas
receiving this broadcast.

[B eep B eep B eep]

The w arning signal sounded authentic; it had the distinctive tone people recognize for
w arnings of serious em ergencies such as hazardous w eather or a natural disaster. A nd the
text w as displayed across a live broadcast television program . O n the other hand, bodies
rising from  their graves sounds suspicious.



W hat w ould you have done?

O nly four people contacted police for assurance that the w arning w as indeed a hoax. A s
you can w ell im agine, how ever, a different m essage could have caused thousands of
people to jam  the highw ays trying to escape. (O n 30 O ctober 1938 O rson W elles
perform ed a radio broadcast of the H . G . W ells play W ar of the W orlds that did cause a
m inor panic of people believing that M artians had landed and w ere w reaking havoc in
N ew  Jersey.)

The perpetrator of this hoax w as never caught, nor has it becom e clear exactly how  it
w as done. Likely som eone w as able to access the system  that feeds em ergency broadcasts
to local radio and television stations. In other w ords, a hacker probably broke into a
com puter system .

You encounter com puters daily in countless situations, often in cases in w hich you are
scarcely aw are a com puter is involved, like the em ergency alert system  for broadcast
m edia. These com puters m ove m oney, control airplanes, m onitor health, lock doors, play
m usic, heat buildings, regulate hearts, deploy airbags, tally votes, direct com m unications,
regulate traffic, and do hundreds of other things that affect lives, health, finances, and
w ell-being. M ost of the tim e these com puters w ork just as they should. B ut occasionally
they do som ething horribly w rong, because of either a benign failure or a m alicious attack.

This book is about the security of com puters, their data, and the devices and objects to
w hich they relate. In this book you w ill learn som e of the w ays com puters can fail‍ or be
m ade to fail‍ and how  to protect against those failures. W e begin that study in the w ay
any good report does: by answ ering the basic questions of w hat, w ho, w hy, and how .

1.1 W hat Is C om puter Security?
C om puter security is the protection of the item s you value, called the assets of a

com puter or com puter system . There are m any types of assets, involving hardw are,
softw are, data, people, processes, or com binations of these. To determ ine w hat to protect,
w e m ust first identify w hat has value and to w hom .

A  com puter device (including hardw are, added com ponents, and accessories) is
certainly an asset. B ecause m ost com puter hardw are is pretty useless w ithout program s,
the softw are is also an asset. Softw are includes the operating system , utilities and device
handlers; applications such as w ord processing, m edia players or em ail handlers; and even
program s that you m ay have w ritten yourself. M uch hardw are and softw are is off-the-
shelf, m eaning that it is com m ercially available (not custom -m ade for your purpose) and
that you can easily get a replacem ent. The thing that m akes your com puter unique and
im portant to you is its content: photos, tunes, papers, em ail m essages, projects, calendar
inform ation, ebooks (w ith your annotations), contact inform ation, code you created, and
the like. Thus, data item s on a com puter are assets, too. U nlike m ost hardw are and
softw are, data can be hard‍ if not im possible‍ to recreate or replace. These assets are all
show n in Figure 1-2.



FIG U R E  1-2 C om puter O bjects of Value

These three things‍ hardw are, softw are, and data‍ contain or express things like the
design for your next new  product, the photos from  your recent vacation, the chapters of
your new  book, or the genom e sequence resulting from  your recent research. A ll of these
things represent intellectual endeavor or property, and they have value that differs from
one person or organization to another. It is that value that m akes them  assets w orthy of
protection, and they are the elem ents w e w ant to protect. O ther assets‍ such as access to
data, quality of service, processes, hum an users, and netw ork connectivity‍ deserve
protection, too; they are affected or enabled by the hardw are, softw are, and data. So in
m ost cases, protecting hardw are, softw are, and data covers these other assets as w ell.

C om puter system s‍ hardw are, softw are, and data‍ have value and
deserve security protection.

In this book, unless w e specifically distinguish betw een hardw are, softw are, and data,
w e refer to all these assets as the com puter system , or som etim es as the com puter. A nd
because processors are em bedded in so m any devices, w e also need to think about such
variations as m obile phones, im planted pacem akers, heating controllers, and autom obiles.
Even if the prim ary purpose of the device is not com puting, the device‒s em bedded
com puter can be involved in security incidents and represents an asset w orthy of
protection.

Values of A ssets
A fter identifying the assets to protect, w e next determ ine their value. W e m ake value-

based decisions frequently, even w hen w e are not aw are of them . For exam ple, w hen you
go for a sw im  you can leave a bottle of w ater and a tow el on the beach, but not your w allet
or cell phone. The difference relates to the value of the assets.



The value of an asset depends on the asset ow ner‒s or user‒s perspective, and it m ay be
independent of m onetary cost, as show n in Figure 1-3. Your photo of your sister, w orth
only a few  cents in term s of paper and ink, m ay have high value to you and no value to
your room m ate. O ther item s‒ value depends on replacem ent cost; som e com puter data are
difficult or im possible to replace. For exam ple, that photo of you and your friends at a
party m ay have cost you nothing, but it is invaluable because there is no other copy. O n
the other hand, the D V D  of your favorite film  m ay have cost a significant portion of your
take-hom e pay, but you can buy another one if the D V D  is stolen or corrupted. Sim ilarly,
tim ing has bearing on asset value. For exam ple, the value of the plans for a com pany‒s
new  product line is very high, especially to com petitors. B ut once the new  product is
released, the plans‒ value drops dram atically.

FIG U R E  1-3 Values of A ssets

A ssets‒ values are personal, tim e dependent, and often im precise.

T he Vulnerability‌T hreat‌C ontrol Paradigm
The goal of com puter security is protecting valuable assets. To study different w ays of

protection, w e use a fram ew ork that describes how  assets m ay be harm ed and how  to
counter or m itigate that harm .

A  vulnerability is a w eakness in the system , for exam ple, in procedures, design, or
im plem entation, that m ight be exploited to cause loss or harm . For instance, a particular
system  m ay be vulnerable to unauthorized data m anipulation because the system  does not
verify a user‒s identity before allow ing data access.



A  vulnerability is a w eakness that could be exploited to cause harm .

A  threat to a com puting system  is a set of circum stances that has the potential to cause
loss or harm . To see the difference betw een a threat and a vulnerability, consider the
illustration in Figure 1-4. H ere, a w all is holding w ater back. The w ater to the left of the
w all is a threat to the m an on the right of the w all: The w ater could rise, overflow ing onto
the m an, or it could stay beneath the height of the w all, causing the w all to collapse. So the
threat of harm  is the potential for the m an to get w et, get hurt, or be drow ned. For now , the
w all is intact, so the threat to the m an is unrealized.

FIG U R E  1-4 Threat and V ulnerability

A  threat is a set of circum stances that could cause harm .

H ow ever, w e can see a sm all crack in the w all‍ a vulnerability that threatens the m an‒s
security. If the w ater rises to or beyond the level of the crack, it w ill exploit the
vulnerability and harm  the m an.

There are m any threats to a com puter system , including hum an-initiated and com puter-
initiated ones. W e have all experienced the results of inadvertent hum an errors, hardw are
design flaw s, and softw are failures. B ut natural disasters are threats, too; they can bring a
system  dow n w hen the com puter room  is flooded or the data center collapses from  an
earthquake, for exam ple.

A  hum an w ho exploits a vulnerability perpetrates an attack on the system . A n attack
can also be launched by another system , as w hen one system  sends an overw helm ing flood
of m essages to another, virtually shutting dow n the second system ‒s ability to function.
U nfortunately, w e have seen this type of attack frequently, as denial-of-service attacks
deluge servers w ith m ore m essages than they can handle. (W e take a closer look at denial
of service in C hapter 6.)

H ow  do w e address these problem s? W e use a control or counterm easure as



protection. That is, a control is an action, device, procedure, or technique that rem oves or
reduces a vulnerability. In Figure 1-4, the m an is placing his finger in the hole, controlling
the threat of w ater leaks until he finds a m ore perm anent solution to the problem . In
general, w e can describe the relationship betw een threats, controls, and vulnerabilities in
this w ay:

C ontrols prevent threats from  exercising vulnerabilities.

A  threat is blocked by control of a vulnerability.

B efore w e can protect assets, w e need to know  the kinds of harm  w e have to protect
them  against, so now  w e explore threats to valuable assets.

1.2 T hreats
W e can consider potential harm  to assets in tw o w ays: First, w e can look at w hat bad

things can happen to assets, and second, w e can look at w ho or w hat can cause or allow
those bad things to happen. These tw o perspectives enable us to determ ine how  to protect
assets.

Think for a m om ent about w hat m akes your com puter valuable to you. First, you use it
as a tool for sending and receiving em ail, searching the w eb, w riting papers, and
perform ing m any other tasks, and you expect it to be available for use w hen you w ant it.
W ithout your com puter these tasks w ould be harder, if not im possible. Second, you rely
heavily on your com puter‒s integrity. W hen you w rite a paper and save it, you trust that
the paper w ill reload exactly as you saved it. Sim ilarly, you expect that the photo a friend
passes you on a flash drive w ill appear the sam e w hen you load it into your com puter as
w hen you saw  it on your friend‒s com puter. Finally, you expect the ―personal‖ aspect of a
personal com puter to stay personal, m eaning you w ant it to protect your confidentiality.
For exam ple, you w ant your em ail m essages to be just betw een you and your listed
recipients; you don‒t w ant them  broadcast to other people. A nd w hen you w rite an essay,
you expect that no one can copy it w ithout your perm ission.

These three aspects, confidentiality, integrity, and availability, m ake your com puter
valuable to you. B ut view ed from  another perspective, they are three possible w ays to
m ake it less valuable, that is, to cause you harm . If som eone steals your com puter,
scram bles data on your disk, or looks at your private data files, the value of your com puter
has been dim inished or your com puter use has been harm ed. These characteristics are both
basic security properties and the objects of security threats.

W e can define these three properties as follow s.

‛ availability: the ability of a system  to ensure that an asset can be used by any
authorized parties
‛ integrity: the ability of a system  to ensure that an asset is m odified only by
authorized parties
‛ confidentiality: the ability of a system  to ensure that an asset is view ed only
by authorized parties



These three properties, hallm arks of solid security, appear in the literature as early as
Jam es P. A nderson‒s essay on com puter security [A N D 73] and reappear frequently in
m ore recent com puter security papers and discussions. Taken together (and rearranged),
the properties are called the C -I-A  triad or the security triad. ISO  7498-2 [ISO 89] adds
to them  tw o m ore properties that are desirable, particularly in com m unication netw orks:

‛ authentication: the ability of a system  to confirm  the identity of a sender
‛ nonrepudiation or accountability: the ability of a system  to confirm  that a
sender cannot convincingly deny having sent som ething

The U .S. D epartm ent of D efense [D O D 85] adds auditability: the ability of a system  to
trace all actions related to a given asset. The C -I-A  triad form s a foundation for thinking
about security. A uthenticity and nonrepudiation extend security notions to netw ork
com m unications, and auditability is im portant in establishing individual accountability for
com puter activity. In this book w e generally use the C -I-A  triad as our security taxonom y
so that w e can fram e threats, vulnerabilities, and controls in term s of the C -I-A  properties
affected. W e highlight one of these other properties w hen it is relevant to a particular
threat w e are describing. For now , w e focus on just the three elem ents of the triad.

C -I-A  triad: confidentiality, integrity, availability

W hat can happen to harm  the confidentiality, integrity, or availability of com puter
assets? If a thief steals your com puter, you no longer have access, so you have lost
availability; furtherm ore, if the thief looks at the pictures or docum ents you have stored,
your confidentiality is com prom ised. A nd if the thief changes the content of your m usic
files but then gives them  back w ith your com puter, the integrity of your data has been
harm ed. You can envision m any scenarios based around these three properties.

The C -I-A  triad can be view ed from  a different perspective: the nature of the harm
caused to assets. H arm  can also be characterized by four acts: interception, interruption,
m odification, and fabrication. These four acts are depicted in Figure 1-5. From  this point
of view , confidentiality can suffer if som eone intercepts data, availability is lost if
som eone or som ething interrupts a flow  of data or access to a com puter, and integrity can
fail if som eone or som ething m odifies data or fabricates false data. Thinking of these four
kinds of acts can help you determ ine w hat threats m ight exist against the com puters you
are trying to protect.



FIG U R E  1-5 Four A cts to C ause Security H arm

To analyze harm , w e next refine the C -I-A  triad, looking m ore closely at each of its
elem ents.

C onfidentiality
Som e things obviously need confidentiality protection. For exam ple, students‒ grades,

financial transactions, m edical records, and tax returns are sensitive. A  proud student m ay
run out of a classroom  scream ing ―I got an A !‖ but the student should be the one to choose
w hether to reveal that grade to others. O ther things, such as diplom atic and m ilitary
secrets, com panies‒ m arketing and product developm ent plans, and educators‒ tests, also
m ust be carefully controlled. Som etim es, how ever, it is not so obvious that som ething is
sensitive. For exam ple, a m ilitary food order m ay seem  like innocuous inform ation, but a
sudden increase in the order could be a sign of incipient engagem ent in conflict. Purchases
of food, hourly changes in location, and access to books are not things you w ould
ordinarily consider confidential, but they can reveal som ething that som eone w ants to be
kept confidential.

The definition of confidentiality is straightforw ard: O nly authorized people or system s
can access protected data. H ow ever, as w e see in later chapters, ensuring confidentiality
can be difficult. For exam ple, w ho determ ines w hich people or system s are authorized to
access the current system ? B y ―accessing‖ data, do w e m ean that an authorized party can
access a single bit? the w hole collection? pieces of data out of context? C an som eone w ho
is authorized disclose data to other parties? Som etim es there is even a question of w ho
ow ns the data: If you visit a w eb page, do you ow n the fact that you clicked on a link, or
does the w eb page ow ner, the Internet provider, som eone else, or all of you?

In spite of these com plicating exam ples, confidentiality is the security property w e
understand best because its m eaning is narrow er than that of the other tw o. W e also
understand confidentiality w ell because w e can relate com puting exam ples to those of



preserving confidentiality in the real w orld.

C onfidentiality relates m ost obviously to data, although w e can think of the
confidentiality of a piece of hardw are (a novel invention) or a person (the w hereabouts of
a w anted crim inal). H ere are som e properties that could m ean a failure of data
confidentiality:

‛ A n unauthorized person accesses a data item .
‛ A n unauthorized process or program  accesses a data item .
‛ A  person authorized to access certain data accesses other data not authorized
(w hich is a specialized version of ―an unauthorized person accesses a data
item ‖).
‛ A n unauthorized person accesses an approxim ate data value (for exam ple, not
know ing som eone‒s exact salary but know ing that the salary falls in a particular
range or exceeds a particular am ount).
‛ A n unauthorized person learns the existence of a piece of data (for exam ple,
know ing that a com pany is developing a certain new  product or that talks are
underw ay about the m erger of tw o com panies).

N otice the general pattern of these statem ents: A  person, process, or program  is (or is
not) authorized to access a data item  in a particular w ay. W e call the person, process, or
program  a subject, the data item  an object, the kind of access (such as read, w rite, or
execute) an access m ode, and the authorization a policy, as show n in Figure 1-6. These
four term s reappear throughout this book because they are fundam ental aspects of
com puter security.

FIG U R E  1-6 A ccess C ontrol

O ne w ord that captures m ost aspects of confidentiality is view , although you should not
take that term  literally. A  failure of confidentiality does not necessarily m ean that som eone



sees an object and, in fact, it is virtually im possible to look at bits in any m eaningful w ay
(although you m ay look at their representation as characters or pictures). The w ord view
does connote another aspect of confidentiality in com puter security, through the
association w ith view ing a m ovie or a painting in a m useum : look but do not touch. In
com puter security, confidentiality usually m eans obtaining but not m odifying.
M odification is the subject of integrity, w hich w e consider in the next section.

Integrity
Exam ples of integrity failures are easy to find. A  num ber of years ago a m alicious

m acro in a W ord docum ent inserted the w ord ―not‖ after som e random  instances of the
w ord ―is;‖ you can im agine the havoc that ensued. B ecause the docum ent w as generally
syntactically correct, people did not im m ediately detect the change. In another case, a
m odel of the Pentium  com puter chip produced an incorrect result in certain circum stances
of floating-point arithm etic. A lthough the circum stances of failure w ere rare, Intel decided
to m anufacture and replace the chips. M any of us receive m ail that is m isaddressed
because som eone typed som ething w rong w hen transcribing from  a w ritten list. A  w orse
situation occurs w hen that inaccuracy is propagated to other m ailing lists such that w e can
never seem  to correct the root of the problem . O ther tim es w e find that a spreadsheet
seem s to be w rong, only to find that som eone typed ―space 123‖ in a cell, changing it from
a num eric value to text, so the spreadsheet program  m isused that cell in com putation.
Suppose som eone converted num eric data to rom an num erals: O ne could argue that IV  is
the sam e as 4, but IV  w ould not be useful in m ost applications, nor w ould it be obviously
m eaningful to som eone expecting 4 as an answ er. These cases show  som e of the breadth
of exam ples of integrity failures.

Integrity is harder to pin dow n than confidentiality. A s Stephen W elke and Terry
M ayfield [W EL90, M AY 91, N C S91a] point out, integrity m eans different things in
different contexts. W hen w e survey the w ay som e people use the term , w e find several
different m eanings. For exam ple, if w e say that w e have preserved the integrity of an item ,
w e m ay m ean that the item  is

‛ precise
‛ accurate
‛ unm odified
‛ m odified only in acceptable w ays
‛ m odified only by authorized people
‛ m odified only by authorized processes
‛ consistent
‛ internally consistent
‛ m eaningful and usable

Integrity can also m ean tw o or m ore of these properties. W elke and M ayfield recognize
three particular aspects of integrity‍ authorized actions, separation and protection of
resources, and error detection and correction. Integrity can be enforced in m uch the sam e
w ay as can confidentiality: by rigorous control of w ho or w hat can access w hich resources
in w hat w ays.



Availability
A  com puter user‒s w orst nightm are: You turn on the sw itch and the com puter does

nothing. Your data and program s are presum ably still there, but you cannot get at them .
Fortunately, few  of us experience that failure. M any of us do experience overload,
how ever: access gets slow er and slow er; the com puter responds but not in a w ay w e
consider norm al or acceptable.

Availability applies both to data and to services (that is, to inform ation and to
inform ation processing), and it is sim ilarly com plex. A s w ith the notion of confidentiality,
different people expect availability to m ean different things. For exam ple, an object or
service is thought to be available if the follow ing are true:

‛ It is present in a usable form .
‛ It has enough capacity to m eet the service‒s needs.
‛ It is m aking clear progress, and, if in w ait m ode, it has a bounded w aiting tim e.
‛ The service is com pleted in an acceptable period of tim e.

W e can construct an overall description of availability by com bining these goals.
Follow ing are som e criteria to define availability.

‛ There is a tim ely response to our request.
‛ R esources are allocated fairly so that som e requesters are not favored over
others.
‛ C oncurrency is controlled; that is, sim ultaneous access, deadlock m anagem ent,
and exclusive access are supported as required.
‛ The service or system  involved follow s a philosophy of fault tolerance,
w hereby hardw are or softw are faults lead to graceful cessation of service or to
w ork-arounds rather than to crashes and abrupt loss of inform ation. (C essation
does m ean end; w hether it is graceful or not, ultim ately the system  is
unavailable. H ow ever, w ith fair w arning of the system ‒s stopping, the user m ay
be able to m ove to another system  and continue w ork.)
‛ The service or system  can be used easily and in the w ay it w as intended to be
used. (This is a characteristic of usability, but an unusable system  m ay also
cause an availability failure.)

A s you can see, expectations of availability are far-reaching. In Figure 1-7 w e depict
som e of the properties w ith w hich availability overlaps. Indeed, the security com m unity is
just beginning to understand w hat availability im plies and how  to ensure it.



FIG U R E  1-7 Availability and R elated A spects

A  person or system  can do three basic things w ith a data item : view  it, m odify it, or use
it. Thus, view ing (confidentiality), m odifying (integrity), and using (availability) are the
basic m odes of access that com puter security seeks to preserve.

C om puter security seeks to prevent unauthorized view ing
(confidentiality) or m odification (integrity) of data w hile preserving access
(availability).

A  paradigm  of com puter security is access control: To im plem ent a policy, com puter
security controls all accesses by all subjects to all protected objects in all m odes of access.
A  sm all, centralized control of access is fundam ental to preserving confidentiality and
integrity, but it is not clear that a single access control point can enforce availability.
Indeed, experts on dependability w ill note that single points of control can becom e single
points of failure, m aking it easy for an attacker to destroy availability by disabling the
single control point. M uch of com puter security‒s past success has focused on
confidentiality and integrity; there are m odels of confidentiality and integrity, for exam ple,
see D avid B ell and Leonard La Padula [B EL73, B EL76] and K enneth B iba [B IB 77].
Availability is security‒s next great challenge.

W e have just described the C -I-A  triad and the three fundam ental security properties it
represents. O ur description of these properties w as in the context of things that need
protection. To m otivate your understanding w e gave som e exam ples of harm  and threats to
cause harm . O ur next step is to think about the nature of threats them selves.

Types of T hreats
For som e ideas of harm , look at Figure 1-8, taken from  W illis W are‒s report [W A R 70].



A lthough it w as w ritten w hen com puters w ere so big, so expensive, and so difficult to
operate that only large organizations like universities, m ajor corporations, or governm ent
departm ents w ould have one, W are‒s discussion is still instructive today. W are w as
concerned prim arily w ith the protection of classified data, that is, preserving
confidentiality. In the figure, he depicts hum ans such as program m ers and m aintenance
staff gaining access to data, as w ell as radiation by w hich data can escape as signals. From
the figure you can see som e of the m any kinds of threats to a com puter system .

FIG U R E  1-8 C om puter [N etw ork] V ulnerabilities (from  [W A R 70])

O ne w ay to analyze harm  is to consider the cause or source. W e call a potential cause of
harm  a threat. H arm  can be caused by either nonhum an events or hum ans. Exam ples of
nonhum an threats include natural disasters like fires or floods; loss of electrical pow er;
failure of a com ponent such as a com m unications cable, processor chip, or disk drive; or
attack by a w ild boar.

T hreats are caused both by hum an and other sources.

H um an threats can be either benign (nonm alicious) or m alicious. N onm alicious kinds
of harm  include som eone‒s accidentally spilling a soft drink on a laptop, unintentionally
deleting text, inadvertently sending an em ail m essage to the w rong person, and carelessly
typing ―12‖ instead of ―21‖ w hen entering a phone num ber or clicking ―yes‖ instead of
―no‖ to overw rite a file. These inadvertent, hum an errors happen to m ost people; w e just
hope that the seriousness of harm  is not too great, or if it is, that w e w ill not repeat the
m istake.

T hreats can be m alicious or not.

M ost com puter security activity relates to m alicious, hum an-caused harm : A



m alicious person actually w ants to cause harm , and so w e often use the term  attack for a
m alicious com puter security event. M alicious attacks can be random  or directed. In a
random  attack the attacker w ants to harm  any com puter or user; such an attack is
analogous to accosting the next pedestrian w ho w alks dow n the street. A n exam ple of a
random  attack is m alicious code posted on a w ebsite that could be visited by anybody.

In a directed attack, the attacker intends harm  to specific com puters, perhaps at one
organization (think of attacks against a political organization) or belonging to a specific
individual (think of trying to drain a specific person‒s bank account, for exam ple, by
im personation). A nother class of directed attack is against a particular product, such as
any com puter running a particular brow ser. (W e do not w ant to split hairs about w hether
such an attack is directed‍ at that one softw are product‍ or random , against any user of
that product; the point is not sem antic perfection but protecting against the attacks.) The
range of possible directed attacks is practically unlim ited. D ifferent kinds of threats are
show n in Figure 1-9.

FIG U R E  1-9 K inds of Threats

T hreats can be targeted or random .

A lthough the distinctions show n in Figure 1-9 seem  clear-cut, som etim es the nature of
an attack is not obvious until the attack is w ell underw ay, or perhaps even ended. A
norm al hardw are failure can seem  like a directed, m alicious attack to deny access, and
hackers often try to conceal their activity to look like ordinary, authorized users. A s
com puter security experts w e need to anticipate w hat bad things m ight happen, instead of
w aiting for the attack to happen or debating w hether the attack is intentional or accidental.



N either this book nor any checklist or m ethod can show  you all the kinds of harm  that
can happen to com puter assets. There are too m any w ays to interfere w ith your use of
these assets. Tw o retrospective lists of know n vulnerabilities are of interest, how ever. The
C om m on V ulnerabilities and Exposures (C V E) list (see http://cve.m itre.org/) is a
dictionary of publicly know n security vulnerabilities and exposures. C V E‒s com m on
identifiers enable data exchange betw een security products and provide a baseline index
point for evaluating coverage of security tools and services. To m easure the extent of
harm , the C om m on V ulnerability Scoring System  (C V SS) (see
http://nvd.nist.gov/cvss.cfm ) provides a standard m easurem ent system  that allow s accurate
and consistent scoring of vulnerability im pact.

A dvanced Persistent T hreat

Security experts are becom ing increasingly concerned about a type of threat called
advanced persistent threat. A  lone attacker m ight create a random  attack that snares a
few , or a few  m illion, individuals, but the resulting im pact is lim ited to w hat that single
attacker can organize and m anage. A  collection of attackers‍ think, for exam ple, of the
cyber equivalent of a street gang or an organized crim e squad‍ m ight w ork together to
purloin credit card num bers or sim ilar financial assets to fund other illegal activity. Such
attackers tend to be opportunistic, picking unlucky victim s‒ pockets and m oving on to
other activities.

A dvanced persistent threat attacks com e from  organized, w ell financed, patient
assailants. O ften affiliated w ith governm ents or quasi-governm ental groups, these
attackers engage in long term  cam paigns. They carefully select their targets, crafting
attacks that appeal to specifically those targets; em ail m essages called spear phishing
(described in C hapter 4) are intended to seduce their recipients. Typically the attacks are
silent, avoiding any obvious im pact that w ould alert a victim , thereby allow ing the
attacker to exploit the victim ‒s access rights over a long tim e.

The m otive of such attacks is som etim es unclear. O ne popular objective is econom ic
espionage. A  series of attacks, apparently organized and supported by the C hinese
governm ent, w as used in 2012 and 2013 to obtain product designs from  aerospace
com panies in the U nited States. There is evidence the stub of the attack code w as loaded
into victim  m achines long in advance of the attack; then, the attackers installed the m ore
com plex code and extracted the desired data. In M ay 2014 the Justice D epartm ent indicted
five C hinese hackers in absentia for these attacks.

In the sum m er of 2014 a series of attacks against J.P. M organ C hase bank and up to a
dozen sim ilar financial institutions allow ed the assailants access to 76 m illion nam es,
phone num bers, and em ail addresses. The attackers‍ and even their country of origin‍
rem ain unknow n, as does the m otive. Perhaps the attackers w anted m ore sensitive
financial data, such as account num bers or passw ords, but w ere only able to get the less
valuable contact inform ation. It is also not know n if this attack w as related to an attack a
year earlier that disrupted service to that bank and several others.

To im agine the full landscape of possible attacks, you m ay find it useful to consider the
kinds of people w ho attack com puter system s. A lthough potentially anyone is an attacker,
certain classes of people stand out because of their backgrounds or objectives. Thus, in the



follow ing sections w e look at profiles of som e classes of attackers.

Types of A ttackers
W ho are attackers? A s w e have seen, their m otivations range from  chance to a specific

target. Putting aside attacks from  natural and benign causes, w e can explore w ho the
attackers are and w hat m otivates them .

M ost studies of attackers actually analyze com puter crim inals, that is, people w ho have
actually been convicted of a crim e, prim arily because that group is easy to identify and
study. The ones w ho got aw ay or w ho carried off an attack w ithout being detected m ay
have characteristics different from  those of the crim inals w ho have been caught. W orse, by
studying only the crim inals w e have caught, w e m ay not learn how  to catch attackers w ho
know  how  to abuse the system  w ithout being apprehended.

W hat does a cyber crim inal look like? In television and film s the villains w ore shabby
clothes, looked m ean and sinister, and lived in gangs som ew here out of tow n. B y contrast,
the sheriff dressed w ell, stood proud and tall, w as know n and respected by everyone in
tow n, and struck fear in the hearts of m ost crim inals.

To be sure, som e com puter crim inals are m ean and sinister types. B ut m any m ore w ear
business suits, have university degrees, and appear to be pillars of their com m unities.
Som e are high school or university students. O thers are m iddle-aged business executives.
Som e are m entally deranged, overtly hostile, or extrem ely com m itted to a cause, and they
attack com puters as a sym bol. O thers are ordinary people tem pted by personal profit,
revenge, challenge, advancem ent, or job security‍ like perpetrators of any crim e, using a
com puter or not. R esearchers have tried to find the psychological traits that distinguish
attackers, as described in Sidebar 1-1. These studies are far from  conclusive, how ever, and
the traits they identify m ay show  correlation but not necessarily causality. To appreciate
this point, suppose a study found that a disproportionate num ber of people convicted of
com puter crim e w ere left-handed. D oes that result im ply that all left-handed people are
com puter crim inals or that only left-handed people are? C ertainly not. N o single profile
captures the characteristics of a ―typical‖ com puter attacker, and the characteristics of
som e notorious attackers also m atch m any people w ho are not attackers. A s show n in
Figure 1-10, attackers look just like anybody in a crow d.



FIG U R E  1-10 A ttackers

N o one pattern m atches all attackers.

Sidebar 1-1 A n A ttacker‒s Psychological Profile?
Tem ple G randin, a professor of anim al science at C olorado State U niversity and
a sufferer from  a m ental disorder called A sperger syndrom e (A S), thinks that
K evin M itnick and several other w idely described hackers show  classic
sym ptom s of A sperger syndrom e. A lthough quick to point out that no research
has established a link betw een A S and hacking, G randin notes sim ilar behavior
traits am ong M itnick, herself, and other A S sufferers. A n article in U SA Today
(29 M arch 2001) lists the follow ing A S traits:

‛ poor social skills, often associated w ith being loners during childhood; the
classic ―com puter nerd‖
‛ fidgeting, restlessness, inability to m ake eye contact, lack of response to
cues in social interaction, such as facial expressions or body language
‛ exceptional ability to rem em ber long strings of num bers
‛ ability to focus on a technical problem  intensely and for a long tim e,
although easily distracted on other problem s and unable to m anage several
tasks at once
‛ deep honesty and respect for law s

D onn Parker [PA R 98] has studied hacking and com puter crim e for m any



years. H e states ―hackers are characterized by an im m ature, excessively
idealistic attitude “  They delight in presenting them selves to the m edia as
idealistic do-gooders, cham pions of the underdog.‖

C onsider the follow ing excerpt from  an interview  [SH A 00] w ith ―M ixter,‖ the
G erm an program m er w ho adm itted he w as the author of a w idespread piece of
attack softw are called Tribal Flood N etw ork (TFN ) and its sequel TFN 2K :

Q : W hy did you w rite the softw are?
A: I first heard about Trin00 [another piece of attack softw are] in July ‒99
and I considered it as interesting from  a technical perspective, but also
potentially pow erful in a negative w ay. I knew  som e facts of how  Trin00
w orked, and since I didn‒t m anage to get Trin00 sources or binaries at that
tim e, I w rote m y ow n server-client netw ork that w as capable of perform ing
denial of service.
Q : W ere you involved “  in any of the recent high-profile attacks?
A: N o. The fact that I authored these tools does in no w ay m ean that I
condone their active use. I m ust adm it I w as quite shocked to hear about the
latest attacks. It seem s that the attackers are pretty clueless people w ho
m isuse pow erful resources and tools for generally harm ful and senseless
activities just ―because they can.‖

N otice that from  som e inform ation about denial-of-service attacks, he w rote
his ow n server-client netw ork and then a sophisticated attack. B ut he w as ―quite
shocked‖ to hear they w ere used for harm .

M ore research is needed before w e can define the profile of a hacker. A nd
even m ore w ork w ill be needed to extend that profile to the profile of a
(m alicious) attacker. N ot all hackers becom e attackers; som e hackers becom e
extrem ely dedicated and conscientious system  adm inistrators, developers, or
security experts. B ut som e psychologists see in A S the rudim ents of a hacker‒s
profile.

Individuals

O riginally, com puter attackers w ere individuals, acting w ith m otives of fun, challenge,
or revenge. Early attackers acted alone. Tw o of the m ost w ell know n am ong them  are
R obert M orris Jr., the C ornell U niversity graduate student w ho brought dow n the Internet
in 1988 [SPA 89], and K evin M itnick, the m an w ho broke into and stole data from  dozens
of com puters, including the San D iego Supercom puter C enter [M A R 95].

O rganized, W orldw ide G roups

M ore recent attacks have involved groups of people. A n attack against the governm ent
of the country of Estonia (described in m ore detail in C hapter 13) is believed to have been
an uncoordinated outburst from  a loose federation of attackers from  around the w orld.
K evin Poulsen [PO U 05] quotes Tim  R osenberg, a research professor at G eorge
W ashington U niversity, w arning of ―m ultinational groups of hackers backed by organized
crim e‖ and show ing the sophistication of prohibition-era m obsters. H e also reports that
C hristopher Painter, deputy director of the U .S. D epartm ent of Justice‒s com puter crim e



section, argues that cyber crim inals and serious fraud artists are increasingly w orking in
concert or are one and the sam e. A ccording to Painter, loosely connected groups of
crim inals all over the w orld w ork together to break into system s and steal and sell
inform ation, such as credit card num bers. For instance, in O ctober 2004, U .S. and
C anadian authorities arrested 28 people from  6 countries involved in an international,
organized cybercrim e ring to buy and sell credit card inform ation and identities.

W hereas early m otives for com puter attackers such as M orris and M itnick w ere
personal, such as prestige or accom plishm ent, recent attacks have been heavily influenced
by financial gain. Security firm  M cA fee reports ―C rim inals have realized the huge
financial gains to be m ade from  the Internet w ith little risk. They bring the skills,
know ledge, and connections needed for large scale, high-value crim inal enterprise that,
w hen com bined w ith com puter skills, expand the scope and risk of cybercrim e.‖ [M C A 05]

O rganized C rim e

A ttackers‒ goals include fraud, extortion, m oney laundering, and drug trafficking, areas
in w hich organized crim e has a w ell-established presence. Evidence is grow ing that
organized crim e groups are engaging in com puter crim e. In fact, traditional crim inals are
recruiting hackers to join the lucrative w orld of cybercrim e. For exam ple, A lbert G onzales
w as sentenced in M arch 2010 to 20 years in prison for w orking w ith a crim e ring to steal
40 m illion credit card num bers from  retailer TJM axx and others, costing over $200
m illion (Reuters, 26 M arch 2010).

O rganized crim e m ay use com puter crim e (such as stealing credit card num bers or bank
account details) to finance other aspects of crim e. R ecent attacks suggest that professional
crim inals have discovered just how  lucrative com puter crim e can be. M ike D anseglio, a
security project m anager w ith M icrosoft, said, ―In 2006, the attackers w ant to pay the rent.
They don‒t w ant to w rite a w orm  that destroys your hardw are. They w ant to assim ilate
your com puters and use them  to m ake m oney.‖ [N A R 06a] M ikko H yppônen, C hief
R esearch O fficer w ith Finnish security com pany f-Secure, agrees that today‒s attacks often
com e from  R ussia, A sia, and B razil; the m otive is now  profit, not fam e [B R A 06]. K en
D unham , D irector of the R apid R esponse Team  for VeriSign says he is ―convinced that
groups of w ell-organized m obsters have taken control of a global billion-dollar crim e
netw ork pow ered by skillful hackers.‖ [N A R 06b]

O rganized crim e groups are discovering that com puter crim e can be
lucrative.

M cA fee also describes the case of a hacker-for-hire: a businessm an w ho hired a 16-
year-old N ew  Jersey hacker to attack the w ebsites of his com petitors. The hacker barraged
the site for a five-m onth period and dam aged not only the target com panies but also their
Internet service providers (ISPs) and other unrelated com panies that used the sam e ISPs.
B y FB I estim ates, the attacks cost all the com panies over $2 m illion; the FB I arrested both
hacker and businessm an in M arch 2005 [M C A 05].

B rian Snow  [SN O 05] observes that hackers w ant a score or som e kind of evidence to
give them  bragging rights. O rganized crim e w ants a resource; such crim inals w ant to stay
under the radar to be able to extract profit from  the system  over tim e. These different



objectives lead to different approaches to com puter crim e: The novice hacker can use a
crude attack, w hereas the professional attacker w ants a neat, robust, and undetectable
m ethod that can deliver rew ards for a long tim e.

Terrorists

The link betw een com puter security and terrorism  is quite evident. W e see terrorists
using com puters in four w ays:

‛ C om puter as target of attack: D enial-of-service attacks and w ebsite
defacem ents are popular activities for any political organization because they
attract attention to the cause and bring undesired negative attention to the object
of the attack. A n exam ple is the m assive denial-of-service attack launched
against the country of Estonia, detailed in C hapter 13.
‛ C om puter as m ethod of attack: Launching offensive attacks requires the use of
com puters. Stuxnet, an exam ple of m alicious com puter code called a w orm , is
know n to attack autom ated control system s, specifically a m odel of control
system  m anufactured by Siem ens. Experts say the code is designed to disable
m achinery used in the control of nuclear reactors in Iran [M A R 10]. The persons
behind the attack are unknow n, but the infection is believed to have spread
through U SB  flash drives brought in by engineers m aintaining the com puter
controllers. (W e exam ine the Stuxnet w orm  in m ore detail in C hapters 6 and 13.)
‛ C om puter as enabler of attack: W ebsites, w eb logs, and em ail lists are
effective, fast, and inexpensive w ays to allow  m any people to coordinate.
A ccording to the C ouncil on Foreign R elations, the terrorists responsible for the
N ovem ber 2008 attack that killed over 200 people in M um bai used G PS system s
to guide their boats, B lackberries for their com m unication, and G oogle Earth to
plot their routes.
‛ C om puter as enhancer of attack: The Internet has proved to be an invaluable
m eans for terrorists to spread propaganda and recruit agents. In O ctober 2009
the FB I arrested C olleen LaR ose, also know n as JihadJane, after she had spent
m onths using em ail, YouTube, M ySpace, and electronic m essage boards to
recruit radicals in Europe and South A sia to ―w age violent jihad,‖ according to a
federal indictm ent.

W e cannot accurately m easure the degree to w hich terrorists use com puters, because
terrorists keep secret the nature of their activities and because our definitions and
m easurem ent tools are rather w eak. Still, incidents like the one described in Sidebar 1-2
provide evidence that all four of these activities are increasing.

Sidebar 1-2 T he Terrorists, Inc., IT D epartm ent
In 2001, a reporter for the W all Street Journal bought a used com puter in
A fghanistan. M uch to his surprise, he found that the hard drive contained w hat
appeared to be files from  a senior al Q aeda operative. The reporter, A lan
C ullison [C U L04], reports that he turned the com puter over to the FB I. In his
story published in 2004 in The Atlantic, he carefully avoids revealing anything
he thinks m ight be sensitive.



The disk contained over 1,000 docum ents, m any of them  encrypted w ith
relatively w eak encryption. C ullison found draft m ission plans and w hite papers
setting forth ideological and philosophical argum ents for the attacks of 11
Septem ber 2001. A lso found w ere copies of new s stories on terrorist activities.
Som e of the found docum ents indicated that al Q aeda w as not originally
interested in chem ical, biological, or nuclear w eapons, but becam e interested
after reading public new s articles accusing al Q aeda of having those capabilities.
Perhaps m ost unexpected w ere em ail m essages of the kind one w ould find in

a typical office: recom m endations for prom otions, justifications for petty cash
expenditures, and argum ents concerning budgets.
The com puter appears to have been used by al Q aeda from  1999 to 2001.

C ullison notes that A fghanistan in late 2001 w as a scene of chaos, and it is
likely the laptop‒s ow ner fled quickly, leaving the com puter behind, w here it fell
into the hands of a secondhand goods m erchant w ho did not know  its contents.
B ut this com puter‒s contents illustrate an im portant aspect of com puter

security and confidentiality: W e can never predict the tim e at w hich a security
disaster w ill strike, and thus w e m ust alw ays be prepared to act im m ediately if it
suddenly happens.

If som eone on television sneezes, you do not w orry about the possibility of catching a
cold. B ut if som eone standing next to you sneezes, you m ay becom e concerned. In the
next section w e exam ine the harm  that can com e from  the presence of a com puter security
threat on your ow n com puter system s.

1.3 H arm
The negative consequence of an actualized threat is harm ; w e protect ourselves against

threats in order to reduce or elim inate harm . W e have already described m any exam ples of
com puter harm : a stolen com puter, m odified or lost file, revealed private letter, or denied
access to data. These events cause harm  that w e w ant to avoid.

In our earlier discussion of assets, w e noted that value depends on ow ner or outsider
perception and need. Som e aspects of value are im m easurable, such as the value of the
paper you need to subm it to your professor tom orrow ; if you lose the paper (that is, if its
availability is lost), no am ount of m oney w ill com pensate you for it. Item s on w hich you
place little or no value m ight be m ore valuable to som eone else; for exam ple, the group
photograph taken at last night‒s party can reveal that your friend w as not w here he told his
w ife he w ould be. Even though it m ay be difficult to assign a specific num ber as the value
of an asset, you can usually assign a value on a generic scale, such as m oderate or
m inuscule or incredibly high, depending on the degree of harm  that loss or dam age to the
object w ould cause. O r you can assign a value relative to other assets, based on
com parable loss: This version of the file is m ore valuable to you than that version.

In their 2010 global Internet threat report, security firm  Sym antec surveyed the kinds of
goods and services offered for sale on underground w eb pages. The item  m ost frequently
offered in both 2009 and 2008 w as credit card num bers, at prices ranging from  $0.85 to
$30.00 each. (C om pare those prices to an individual‒s effort to deal w ith the effect of a



stolen credit card or the potential am ount lost by the issuing bank.) Second m ost frequent
w as bank account credentials, at $15 to $850; these w ere offered for sale at 19%  of
w ebsites in both years. Em ail accounts w ere next at $1 to $20, and lists of em ail addresses
w ent for $1.70 to $15.00 per thousand. A t position 10 in 2009 w ere w ebsite adm inistration
credentials, costing only $2 to $30. These black m arket w ebsites dem onstrate that the
m arket price of com puter assets can be dram atically different from  their value to rightful
ow ners.

The value of m any assets can change over tim e, so the degree of harm  (and therefore
the severity of a threat) can change, too. W ith unlim ited tim e, m oney, and capability, w e
m ight try to protect against all kinds of harm . B ut because our resources are lim ited, w e
m ust prioritize our protection, safeguarding only against serious threats and the ones w e
can control. C hoosing the threats w e try to m itigate involves a process called risk
m anagem ent, and it includes w eighing the seriousness of a threat against our ability to
protect.

R isk m anagem ent involves choosing w hich threats to control and w hat
resources to devote to protection.

R isk and C om m on Sense
The num ber and kinds of threats are practically unlim ited because devising an attack

requires an active im agination, determ ination, persistence, and tim e (as w ell as access and
resources). The nature and num ber of threats in the com puter w orld reflect life in general:
The causes of harm  are lim itless and largely unpredictable. N atural disasters like
volcanoes and earthquakes happen w ith little or no w arning, as do auto accidents, heart
attacks, influenza, and random  acts of violence. To protect against accidents or the flu, you
m ight decide to stay indoors, never venturing outside. B ut by doing so, you trade one set
of risks for another; w hile you are inside, you are vulnerable to building collapse. There
are too m any possible causes of harm  for us to protect ourselves‍ or our com puters‍
com pletely against all of them .

In real life w e m ake decisions every day about the best w ay to provide our security. For
exam ple, although w e m ay choose to live in an area that is not prone to earthquakes, w e
cannot entirely elim inate earthquake risk. Som e choices are conscious, such as deciding
not to w alk dow n a dark alley in an unsafe neighborhood; other tim es our subconscious
guides us, from  experience or expertise, to take som e precaution. W e evaluate the
likelihood and severity of harm , and then consider w ays (called counterm easures or
controls) to address threats and determ ine the controls‒ effectiveness.

C om puter security is sim ilar. B ecause w e cannot protect against everything, w e
prioritize: O nly so m uch tim e, energy, or m oney is available for protection, so w e address
som e risks and let others slide. O r w e consider alternative courses of action, such as
transferring risk by purchasing insurance or even doing nothing if the side effects of the
counterm easure could be w orse than the possible harm . The risk that rem ains uncovered
by controls is called residual risk.

A  basic m odel of risk m anagem ent involves a user‒s calculating the value of all assets,
determ ining the am ount of harm  from  all possible threats, com puting the costs of



protection, selecting safeguards (that is, controls or counterm easures) based on the degree
of risk and on lim ited resources, and applying the safeguards to optim ize harm  averted.
This approach to risk m anagem ent is a logical and sensible approach to protection, but it
has significant draw backs. In reality, it is difficult to assess the value of each asset; as w e
have seen, value can change depending on context, tim ing, and a host of other
characteristics. Even harder is determ ining the im pact of all possible threats. The range of
possible threats is effectively lim itless, and it is difficult (if not im possible in som e
situations) to know  the short- and long-term  im pacts of an action. For instance, Sidebar 1-
3 describes a study of the im pact of security breaches over tim e on corporate finances,
show ing that a threat m ust be evaluated over tim e, not just at a single instance.

Sidebar 1-3 Short- and L ong-term  R isks of Security B reaches
It w as long assum ed that security breaches w ould be bad for business: that
custom ers, fearful of losing their data, w ould veer aw ay from  insecure
businesses and tow ard m ore secure ones. B ut em pirical studies suggest that the
picture is m ore com plicated. Early studies of the effects of security breaches,
such as that of C am pbell [C A M 03], exam ined the effects of breaches on stock
price. They found that a breach‒s im pact could depend on the nature of the
breach itself; the effects w ere higher w hen the breach involved unauthorized
access to confidential data. C avusoglu et al. [C AV 04] discovered that a breach
affects the value not only of the com pany experiencing the breach but also of
security enterprises: O n average, the breached firm s lost 2.1 percent of m arket
value w ithin tw o days of the breach‒s disclosure, but security developers‒ m arket
value actually increased 1.36 percent.
M yung K o and C arlos D orantes [K O 06] looked at the longer-term  financial

effects of publicly announced breaches. B ased on the C am pbell et al. study, they
exam ined data for four quarters follow ing the announcem ent of unauthorized
access to confidential data. K o and D orantes note m any types of possible
breach-related costs:

―Exam ples of short-term  costs include cost of repairs, cost of replacem ent of the system , lost
business due to the disruption of business operations, and lost productivity of em ployees.
These are also considered tangible costs. O n the other hand, long-term  costs include the loss
of existing custom ers due to loss of trust, failing to attract potential future custom ers due to
negative reputation from  the breach, loss of business partners due to loss of trust, and
potential legal liabilities from  the breach. M ost of these costs are intangible costs that are
difficult to calculate but extrem ely im portant in assessing the overall security breach costs to
the organization.‖

K o and D orantes com pared tw o groups of com panies: one set (the treatm ent
group) w ith data breaches, and the other (the control group) w ithout a breach but
m atched for size and industry. Their findings w ere striking. C ontrary to w hat
you m ight suppose, the breached firm s had no decrease in perform ance for the
quarters follow ing the breach, but their return on assets decreased in the third
quarter. The com parison of treatm ent w ith control com panies revealed that the
control firm s generally outperform ed the breached firm s. H ow ever, the breached
firm s outperform ed the control firm s in the fourth quarter.
These results are consonant w ith the results of other researchers w ho conclude



that there is m inim al long-term  econom ic im pact from  a security breach. There
are m any reasons w hy this is so. For exam ple, custom ers m ay think that all
com peting firm s have the sam e vulnerabilities and threats, so changing to
another vendor does not reduce the risk. A nother possible explanation m ay be a
perception that a breached com pany has better security since the breach forces
the com pany to strengthen controls and thus reduce the likelihood of sim ilar
breaches. Yet another explanation m ay sim ply be the custom ers‒ short attention
span; as tim e passes, custom ers forget about the breach and return to business as
usual.

A ll these studies have lim itations, including sm all sam ple sizes and lack of
sufficient data. B ut they clearly dem onstrate the difficulties of quantifying and
verifying the im pacts of security risks, and point out a difference betw een short-
and long-term  effects.

A lthough w e should not apply protection haphazardly, w e w ill necessarily protect
against threats w e consider m ost likely or m ost dam aging. For this reason, it is essential to
understand how  w e perceive threats and evaluate their likely occurrence and im pact.
Sidebar 1-4 sum m arizes som e of the relevant research in risk perception and decision-
m aking. Such research suggests that, for relatively rare instances such as high-im pact
security problem s, w e m ust take into account the w ays in w hich people focus m ore on the
im pact than on the actual likelihood of occurrence.

Sidebar 1-4 Perception of the R isk of E xtrem e E vents
W hen a type of adverse event happens frequently, w e can calculate its likelihood
and im pact by exam ining both frequency and nature of the collective set of
events. For instance, w e can calculate the likelihood that it w ill rain this w eek
and take an educated guess at the num ber of inches of precipitation w e w ill
receive; rain is a fairly frequent occurrence. B ut security problem s are often
extrem e events: They happen infrequently and under a w ide variety of
circum stances, so it is difficult to look at them  as a group and draw  general
conclusions.

Paul Slovic‒s w ork on risk addresses the particular difficulties w ith extrem e
events. H e points out that evaluating risk in such cases can be a political
endeavor as m uch as a scientific one. H e notes that w e tend to let values,
process, pow er, and trust influence our risk analysis [SLO 99].

B eginning w ith Fischoff et al. [FIS78], researchers characterized extrem e risk
along tw o perception-based axes: the dread of the risk and the degree to w hich
the risk is unknow n. These feelings about risk, called affects by psychologists,
enable researchers to discuss relative risks by placing them  on a plane defined
by the tw o perceptions as axes. A  study by Loew enstein et al. [LO E01]
describes how  risk perceptions are influenced by association (w ith events
already experienced) and by affect at least as m uch if not m ore than by reason.
In fact, if the tw o influences com pete, feelings usually trum p reason.

This characteristic of risk analysis is reinforced by prospect theory: studies of
how  people m ake decisions by using reason and feeling. K ahnem an and Tversky



[K A H 79] show ed that people tend to overestim ate the likelihood of rare,
unexperienced events because their feelings of dread and the unknow n usually
dom inate analytical reasoning about the low  likelihood of occurrence. B y
contrast, if people experience sim ilar outcom es and their likelihood, their feeling
of dread dim inishes and they can actually underestim ate rare events. In other
w ords, if the im pact of a rare event is high (high dread), then people focus on
the im pact, regardless of the likelihood. B ut if the im pact of a rare event is
sm all, then they pay attention to the likelihood.

Let us look m ore carefully at the nature of a security threat. W e have seen that one
aspect‍ its potential harm ‍ is the am ount of dam age it can cause; this aspect is the
im pact com ponent of the risk. W e also consider the m agnitude of the threat‒s likelihood.
A  likely threat is not just one that som eone m ight w ant to pull off but rather one that could
actually occur. Som e people m ight daydream  about getting rich by robbing a bank; m ost,
how ever, w ould reject that idea because of its difficulty (if not its im m orality or risk). O ne
aspect of likelihood is feasibility: Is it even possible to accom plish the attack? If the
answ er is no, then the likelihood is zero, and therefore so is the risk. So a good place to
start in assessing risk is to look at w hether the proposed action is feasible. Three factors
determ ine feasibility, as w e describe next.

Spending for security is based on the im pact and likelihood of potential
harm ‍ both of w hich are nearly im possible to m easure precisely.

M ethod‌O pportunity‌M otive
A  m alicious attacker m ust have three things to ensure success: m ethod, opportunity, and

m otive, depicted in Figure 1-11. R oughly speaking, m ethod is the how ; opportunity, the
w hen; and m otive, the w hy of an attack. D eny the attacker any of those three and the
attack w ill not succeed. Let us exam ine these properties individually.



FIG U R E  1-11 M ethod‌O pportunity‌M otive

M ethod

B y m ethod w e m ean the skills, know ledge, tools, and other things w ith w hich to
perpetrate the attack. Think of com ic figures that w ant to do som ething, for exam ple, to
steal valuable jew elry, but the characters are so inept that their every m ove is doom ed to
fail. These people lack the capability or m ethod to succeed, in part because there are no
classes in jew el theft or books on burglary for dum m ies.

A nyone can find plenty of courses and books about com puting, how ever. K now ledge of
specific m odels of com puter system s is w idely available in bookstores and on the Internet.
M ass-m arket system s (such as the M icrosoft or A pple or U nix operating system s) are
readily available for purchase, as are com m on softw are products, such as w ord processors
or database m anagem ent system s, so potential attackers can even get hardw are and
softw are on w hich to experim ent and perfect an attack. Som e m anufacturers release
detailed specifications on how  the system  w as designed or how  it operates, as guides for
users and integrators w ho w ant to im plem ent other com plem entary products. Various



attack tools‍ scripts, m odel program s, and tools to test for w eaknesses‍ are available
from  hackers‒ sites on the Internet, to the degree that m any attacks require only the
attacker‒s ability to dow nload and run a program . The term  script kiddie describes
som eone w ho dow nloads a com plete attack code package and needs only to enter a few
details to identify the target and let the script perform  the attack. O ften, only tim e and
inclination lim it an attacker.

O pportunity

O pportunity is the tim e and access to execute an attack. You hear that a fabulous
apartm ent has just becom e available, so you rush to the rental agent, only to find som eone
else rented it five m inutes earlier. You m issed your opportunity.

M any com puter system s present am ple opportunity for attack. System s available to the
public are, by definition, accessible; often their ow ners take special care to m ake them
fully available so that if one hardw are com ponent fails, the ow ner has spares instantly
ready to be pressed into service. O ther people are oblivious to the need to protect their
com puters, so unattended laptops and unsecured netw ork connections give am ple
opportunity for attack. Som e system s have private or undocum ented entry points for
adm inistration or m aintenance, but attackers can also find and use those entry points to
attack the system s.

M otive

Finally, an attacker m ust have a m otive or reason to w ant to attack. You probably have
am ple opportunity and ability to throw  a rock through your neighbor‒s w indow , but you do
not. W hy not? B ecause you have no reason to w ant to harm  your neighbor: You lack
m otive.

W e have already described som e of the m otives for com puter crim e: m oney, fam e, self-
esteem , politics, terror. It is often difficult to determ ine m otive for an attack. Som e places
are ―attractive targets,‖ m eaning they are very appealing to attackers. Popular targets
include law  enforcem ent and defense departm ent com puters, perhaps because they are
presum ed to be w ell protected against attack (so they present a challenge and a successful
attack show s the attacker‒s prow ess). O ther system s are attacked because they are easy to
attack. A nd som e system s are attacked at random  sim ply because they are there.

M ethod, opportunity, and m otive are all necessary for an attack to
succeed; deny any of these and the attack w ill fail.

B y dem onstrating feasibility, the factors of m ethod, opportunity, and m otive determ ine
w hether an attack can succeed. These factors give the advantage to the attacker because
they are qualities or strengths the attacker m ust possess. A nother factor, this tim e giving
an advantage to the defender, determ ines w hether an attack w ill succeed: The attacker
needs a vulnerability, an undefended place to attack. If the defender rem oves
vulnerabilities, the attacker cannot attack.

1.4 Vulnerabilities
A s w e noted earlier in this chapter, a vulnerability is a w eakness in the security of the



com puter system , for exam ple, in procedures, design, or im plem entation, that m ight be
exploited to cause loss or harm . Think of a bank, w ith an arm ed guard at the front door,
bulletproof glass protecting the tellers, and a heavy m etal vault requiring m ultiple keys for
entry. To rob a bank, you w ould have to think of how  to exploit a w eakness not covered by
these defenses. For exam ple, you m ight bribe a teller or pose as a m aintenance w orker.

C om puter system s have vulnerabilities, too. In this book w e consider m any, such as
w eak authentication, lack of access control, errors in program s, finite or insufficient
resources, and inadequate physical protection. Paired w ith a credible attack, each of these
vulnerabilities can allow  harm  to confidentiality, integrity, or availability. Each attack
vector seeks to exploit a particular vulnerability.

Vulnerabilities are w eaknesses that can allow  harm  to occur.

Security analysts speak of a system ‒s attack surface, w hich is the system ‒s full set of
vulnerabilities‍ actual and potential. Thus, the attack surface includes physical hazards,
m alicious attacks by outsiders, stealth data theft by insiders, m istakes, and im personations.
A lthough such attacks range from  easy to highly im probable, analysts m ust consider all
possibilities.

O ur next step is to find w ays to block threats by neutralizing vulnerabilities.

1.5 C ontrols
A  control or counterm easure is a m eans to counter threats. H arm  occurs w hen a threat

is realized against a vulnerability. To protect against harm , then, w e can neutralize the
threat, close the vulnerability, or both. The possibility for harm  to occur is called risk. W e
can deal w ith harm  in several w ays:

‛ prevent it, by blocking the attack or closing the vulnerability
‛ deter it, by m aking the attack harder but not im possible
‛ deflect it, by m aking another target m ore attractive (or this one less so)
‛ m itigate it, by m aking its im pact less severe
‛ detect it, either as it happens or som e tim e after the fact
‛ recover from  its effects

O f course, m ore than one of these controls can be used sim ultaneously. So, for exam ple,
w e m ight try to prevent intrusions‍ but if w e suspect w e cannot prevent all of them , w e
m ight also install a detection device to w arn of an im m inent attack. A nd w e should have in
place incident-response procedures to help in the recovery in case an intrusion does
succeed.

Security professionals balance the cost and effectiveness of controls w ith
the likelihood and severity of harm .

To consider the controls or counterm easures that attem pt to prevent exploiting a
com puting system ‒s vulnerabilities, w e begin by thinking about traditional w ays to
enhance physical security. In the M iddle A ges, castles and fortresses w ere built to protect



the people and valuable property inside. The fortress m ight have had one or m ore security
characteristics, including

‛ a strong gate or door to repel invaders
‛ heavy w alls to w ithstand objects throw n or projected against them
‛ a surrounding m oat to control access
‛ arrow  slits to let archers shoot at approaching enem ies
‛ crenellations to allow  inhabitants to lean out from  the roof and pour hot or vile
liquids on attackers
‛ a draw bridge to lim it access to authorized people
‛ a portcullis to lim it access beyond the draw bridge
‛ gatekeepers to verify that only authorized people and goods could enter

Sim ilarly, today w e use a m ultipronged approach to protect our hom es and offices. W e
m ay com bine strong locks on the doors w ith a burglar alarm , reinforced w indow s, and
even a nosy neighbor to keep an eye on our valuables. In each case, w e select one or m ore
w ays to deter an intruder or attacker, and w e base our selection not only on the value of
w hat w e protect but also on the effort w e think an attacker or intruder w ill expend to get
inside.

C om puter security has the sam e characteristics. W e have m any controls at our disposal.
Som e are easier than others to use or im plem ent. Som e are cheaper than others to use or
im plem ent. A nd som e are m ore difficult than others for intruders to override. Figure 1-12
illustrates how  w e use a com bination of controls to secure our valuable resources. W e use
one or m ore controls, according to w hat w e are protecting, how  the cost of protection
com pares w ith the risk of loss, and how  hard w e think intruders w ill w ork to get w hat they
w ant.

FIG U R E  1-12 Effects of C ontrols

In this section, w e present an overview  of the controls available to us. In the rest of this
book, w e exam ine how  to use controls against specific kinds of threats.

W e can group controls into three largely independent classes. The follow ing list show s
the classes and several exam ples of each type of control.

‛ Physical controls stop or block an attack by using som ething tangible too,



such as w alls and fences
‌ locks
‌ (hum an) guards
‌ sprinklers and other fire extinguishers

‛ Procedural or adm inistrative controls use a com m and or agreem ent that
‌ requires or advises people how  to act; for exam ple,
‌ law s, regulations
‌ policies, procedures, guidelines
‌ copyrights, patents
‌ contracts, agreem ents

‛ Technical controls counter threats w ith technology (hardw are or softw are),
including

‌ passw ords
‌ program  or operating system  access controls
‌ netw ork protocols
‌ firew alls, intrusion detection system s
‌ encryption
‌ netw ork traffic flow  regulators

(N ote that the term  ―logical controls‖ is also used, but som e people use it to m ean
adm inistrative controls, w hereas others use it to m ean technical controls. To avoid
confusion, w e do not use that term .)

A s show n in Figure 1-13, you can think in term s of the property to be protected and the
kind of threat w hen you are choosing appropriate types of counterm easures. N one of these
classes is necessarily better than or preferable to the others; they w ork in different w ays
w ith different kinds of results. A nd it can be effective to use overlapping controls or
defense in depth: m ore than one control or m ore than one class of control to achieve
protection.



FIG U R E  1-13 Types of C ounterm easures

1.6 C onclusion
C om puter security attem pts to ensure the confidentiality, integrity, and availability of

com puting system s and their com ponents. Three principal parts of a com puting system  are
subject to attacks: hardw are, softw are, and data. These three, and the com m unications
am ong them , are susceptible to com puter security vulnerabilities. In turn, those people and
system s interested in com prom ising a system  can devise attacks that exploit the
vulnerabilities.

In this chapter w e have explained the follow ing com puter security concepts:

‛ Security situations arise in m any everyday activities, although som etim es it
can be difficult to distinguish betw een a security attack and an ordinary hum an
or technological breakdow n. A las, clever attackers realize this confusion, so
they m ay m ake their attack seem  like a sim ple, random  failure.
‛ A  threat is an incident that could cause harm . A  vulnerability is a w eakness
through w hich harm  could occur. These tw o problem s com bine: Either w ithout
the other causes no harm , but a threat exercising a vulnerability m eans dam age.
To control such a situation, w e can either block or dim inish the threat, or close
the vulnerability (or both).
‛ Seldom  can w e achieve perfect security: no viable threats and no exercisable
vulnerabilities. Som etim es w e fail to recognize a threat, or other tim es w e m ay
be unable or unw illing to close a vulnerability. Incom plete security is not a bad
situation; rather, it dem onstrates a balancing act: C ontrol certain threats and
vulnerabilities, apply counterm easures that are reasonable, and accept the risk of
harm  from  uncountered cases.



‛ A n attacker needs three things: m ethod‍ the skill and know ledge to perform  a
successful attack; opportunity‍ tim e and access by w hich to attack; and m otive
‍ a reason to w ant to attack. A las, none of these three is in short supply, w hich
m eans attacks are inevitable.

In this chapter w e have introduced the notions of threats and harm , vulnerabilities,
attacks and attackers, and counterm easures. A ttackers leverage threats that exploit
vulnerabilities against valuable assets to cause harm , and w e hope to devise
counterm easures to elim inate m eans, opportunity, and m otive. These concepts are the
basis w e need to study, understand, and m aster com puter security.

C ounterm easures and controls can be applied to the data, the program s, the system , the
physical devices, the com m unications links, the environm ent, and the personnel.
Som etim es several controls are needed to cover a single vulnerability, but som etim es one
control addresses m any problem s at once.

1.7 W hat‒s N ext?
The rest of this book is organized around the m ajor aspects or pieces of com puter

security. A s you have certainly seen in alm ost daily new s reports, com puter security
incidents abound. The nature of new s is that failures are often reported, but seldom
successes. You alm ost never read a story about hackers w ho tried to break into the
com puting system  of a bank but w ere foiled because the bank had installed strong, layered
defenses. In fact, attacks repelled far outnum ber those that succeed, but such good
situations do not m ake interesting new s item s.

Still, w e do not w ant to begin w ith exam ples in w hich security controls failed. Instead,
in C hapter 2 w e begin by giving you descriptions of three pow erful and w idely used
security protection m ethods. W e call these three our security toolkit, in part because they
are effective but also because they are applicable. W e refer to these techniques in probably
every other chapter of this book, so w e w ant not only to give them  a prom inent position up
front but also to help lodge them  in your brain. O ur three featured tools are identification
and authentication, access control, and encryption.

A fter presenting these three basic tools w e lead into dom ains in w hich com puter
security applies. W e begin w ith the sim plest com puter situations, individual program s, and
explore the problem s and protections of com puter code in C hapter 3. W e also consider
m alicious code, such as viruses and Trojan horses (defining those term s along w ith other
types of harm ful program s). A s you w ill see in other w ays, there is no m agic that can
m ake bad program s secure or turn program m ers into protection gurus. W e do, how ever,
point out som e vulnerabilities that show  up in com puter code and describe w ays to counter
those w eaknesses, both during program  developm ent and as a program  executes.

M odern com puting involves netw orking, especially using the Internet. W e focus first on
how  netw orked com puting affects individuals, prim arily through brow sers and other basic
netw ork interactions such as em ail. In C hapter 4 w e look at how  users can be tricked by
skillful w riters of m alicious code. These attacks tend to affect the protection of
confidentiality of users‒ data and integrity of their program s.

C hapter 5 covers operating system s, continuing our path of m oving aw ay from  things



the user can see and affect directly. W e see w hat protections operating system s can provide
to users‒ program s and data, m ost often against attacks on confidentiality or integrity. W e
also see how  the strength of operating system s can be underm ined by attacks, called
rootkits, that directly target operating system s and render them  unable to protect
them selves or their users.

In C hapter 6 w e return to netw orks, this tim e looking at the w hole netw ork and its
im pact on users‒ abilities to com m unicate data securely across the netw ork. W e also study
a type of attack called denial of service, just w hat its nam e im plies, that is the first m ajor
exam ple of a failure of availability.

W e consider data, databases, and data m ining in C hapter 7. The interesting cases
involve large databases in w hich confidentiality of individuals‒ private data is an
objective. Integrity of the data in the databases is also a significant concern.

In C hapter 8 w e m ove even further from  the individual user and study cloud com puting,
a technology becom ing quite popular. C om panies are finding it convenient and cost
effective to store data ―in the cloud,‖ and individuals are doing the sam e to have shared
access to things such as m usic and photos. There are security risks involved in this
m ovem ent, how ever.

You m ay have noticed our structure: W e organize our presentation from  the user
outw ard through program s, brow sers, operating system s, netw orks, and the cloud, a
progression from  close to distant. In C hapter 9 w e return to the user for a different reason:
W e consider privacy, a property closely related to confidentiality. O ur treatm ent here is
independent of w here the data are: on an individual com puter, a netw ork, or a database.
Privacy is a property w e as hum ans deserve, and com puter security can help preserve it, as
w e present in that chapter.

In C hapter 10 w e look at several topics of m anagem ent of com puting as related to
security. Security incidents occur, and com puting installations need to be ready to respond,
w hether the cause is a hacker attack, softw are catastrophe, or fire. M anagers also have to
decide w hat controls to em ploy, because counterm easures cost m oney that m ust be spent
w isely. C om puter security protection is hard to evaluate: W hen it w orks you do not know
it does. Perform ing risk analysis and building a case for security are im portant
m anagem ent tasks.

Som e security protections are beyond the scope an individual can address. O rganized
crim e from  foreign countries is som ething governm ents m ust deal w ith, through a legal
system . In C hapter 11 w e consider law s affecting com puter security. W e also look at
ethical standards, w hat is ―right‖ in com puting.

In C hapter 12 w e return to cryptography, w hich w e introduced in C hapter 2.
C ryptography m erits courses and textbooks of its ow n, and the topic is detailed enough
that m ost of the real w ork in the field is done at the graduate level and beyond. W e use
C hapter 2 to introduce the concepts enough to be able to apply them . In C hapter 12 w e
expand upon that introduction and peek at som e of the form al and m athem atical
underpinnings of cryptography.

Finally, in C hapter 13 w e raise four topic areas. These are dom ains w ith an im portant
need for com puter security, although the areas are evolving so rapidly that com puter



security m ay not be addressed as fully as it should. These areas are the so-called Internet
of Things (the interconnection of netw ork-enabled devices from  toasters to autom obiles
and insulin pum ps), com puter security econom ics, electronic voting, and com puter-
assisted terrorism  and w arfare.

W e trust this organization w ill help you to appreciate the richness of an im portant field
that touches m any of the things w e depend on.

1.8 E xercises
1. D istinguish betw een vulnerability, threat, and control.
2. Theft usually results in som e kind of harm . For exam ple, if som eone steals
your car, you m ay suffer financial loss, inconvenience (by losing your m ode of
transportation), and em otional upset (because of invasion of your personal
property and space). List three kinds of harm  a com pany m ight experience from
theft of com puter equipm ent.
3. List at least three kinds of harm  a com pany could experience from  electronic
espionage or unauthorized view ing of confidential com pany m aterials.
4. List at least three kinds of dam age a com pany could suffer w hen the integrity
of a program  or com pany data is com prom ised.
5. List at least three kinds of harm  a com pany could encounter from  loss of
service, that is, failure of availability. List the product or capability to w hich
access is lost, and explain how  this loss hurts the com pany.
6. D escribe a situation in w hich you have experienced harm  as a consequence of
a failure of com puter security. W as the failure m alicious or not? D id the attack
target you specifically or w as it general and you w ere the unfortunate victim ?
7. D escribe tw o exam ples of vulnerabilities in autom obiles for w hich auto
m anufacturers have instituted controls. Tell w hy you think these controls are
effective, som ew hat effective, or ineffective.
8. O ne control against accidental softw are deletion is to save all old versions of
a program . O f course, this control is prohibitively expensive in term s of cost of
storage. Suggest a less costly control against accidental softw are deletion. Is
your control effective against all possible causes of softw are deletion? If not,
w hat threats does it not cover?
9. O n your personal com puter, w ho can install program s? W ho can change
operating system  data? W ho can replace portions of the operating system ? C an
any of these actions be perform ed rem otely?

10. Suppose a program  to print paychecks secretly leaks a list of nam es of em ployees
earning m ore than a certain am ount each m onth. W hat controls could be instituted to
lim it the vulnerability of this leakage?
11. Preserving confidentiality, integrity, and availability of data is a restatem ent of the
concern over interruption, interception, m odification, and fabrication. H ow  do the
first three concepts relate to the last four? That is, is any of the four equivalent to one
or m ore of the three? Is one of the three encom passed by one or m ore of the four?
12. D o you think attem pting to break in to (that is, obtain access to or use of) a



com puting system  w ithout authorization should be illegal? W hy or w hy not?
13. D escribe an exam ple (other than the ones m entioned in this chapter) of data
w hose confidentiality has a short tim eliness, say, a day or less. D escribe an exam ple
of data w hose confidentiality has a tim eliness of m ore than a year.
14. D o you currently use any com puter security control m easures? If so, w hat?
A gainst w hat attacks are you trying to protect?
15. D escribe an exam ple in w hich absolute denial of service to a user (that is, the user
gets no response from  the com puter) is a serious problem  to that user. D escribe
another exam ple w here 10 percent denial of service to a user (that is, the user‒s
com putation progresses, but at a rate 10 percent slow er than norm al) is a serious
problem  to that user. C ould access by unauthorized people to a com puting system
result in a 10 percent denial of service to the legitim ate users? H ow ?
16. W hen you say that softw are is of high quality, w hat do you m ean? H ow  does
security fit in your definition of quality? For exam ple, can an application be insecure
and still be ―good‖?
17. D evelopers often think of softw are quality in term s of faults and failures. Faults
are problem s (for exam ple, loops that never term inate or m isplaced com m as in
statem ents) that developers can see by looking at the code. Failures are problem s,
such as a system  crash or the invocation of the w rong function, that are visible to the
user. Thus, faults can exist in program s but never becom e failures, because the
conditions under w hich a fault becom es a failure are never reached. H ow  do softw are
vulnerabilities fit into this schem e of faults and failures? Is every fault a
vulnerability? Is every vulnerability a fault?
18. C onsider a program  to display on your w ebsite your city‒s current tim e and
tem perature. W ho m ight w ant to attack your program ? W hat types of harm  m ight
they w ant to cause? W hat kinds of vulnerabilities m ight they exploit to cause harm ?
19. C onsider a program  that allow s consum ers to order products from  the w eb. W ho
m ight w ant to attack the program ? W hat types of harm  m ight they w ant to cause?
W hat kinds of vulnerabilities m ight they exploit to cause harm ?
20. C onsider a program  to accept and tabulate votes in an election. W ho m ight w ant
to attack the program ? W hat types of harm  m ight they w ant to cause? W hat kinds of
vulnerabilities m ight they exploit to cause harm ?
21. C onsider a program  that allow s a surgeon in one city to assist in an operation on a
patient in another city via an Internet connection. W ho m ight w ant to attack the
program ? W hat types of harm  m ight they w ant to cause? W hat kinds of
vulnerabilities m ight they exploit to cause harm ?



2. Toolbox: A uthentication, A ccess C ontrol, and
C ryptography

C hapter topics:
‛ A uthentication, capabilities, and lim itations
‛ The three bases of authentication: know ledge, characteristics, possessions
‛ Strength of an authentication m echanism
‛ Im plem entation of access control
‛ Em ploying encryption
‛ Sym m etric and asym m etric encryption
‛ M essage digests
‛ Signatures and certificates

Just as doctors have stethoscopes and carpenters have m easuring tapes and squares,
security professionals have tools they use frequently. Three of these security tools are
authentication, access control, and cryptography. In this chapter w e introduce these tools,
and in later chapters w e use these tools repeatedly to address a w ide range of security
issues.

In som e sense, security hasn‒t changed since sentient beings began accum ulating things
w orth protecting. A  system  ow ner establishes a security policy, form ally or inform ally,
explicitly or im plicitly‍ perhaps as sim ple as ―no one is allow ed to take m y food‖‍ and
begins taking m easures to enforce that policy. The character of the threats changes as the
protagonist m oves from  the jungle to the m edieval battlefield to the m odern battlefield to
the Internet, as does the nature of the available protections, but their strategic essence
rem ains largely constant: A n attacker w ants som ething a defender has, so the attacker goes
after it. The defender has a num ber of options‍ fight, build a barrier or alarm  system , run
and hide, dim inish the target‒s attractiveness to the attacker‍ and these options all have
analogues in m odern com puter security. The specifics change, but the broad strokes
rem ain the sam e.

In this chapter, w e lay the foundation for com puter security by studying those broad
strokes. W e look at a num ber of ubiquitous security strategies, identify the threats against
w hich each of those strategies is effective, and give exam ples of representative
counterm easures. Throughout the rest of this book, as w e delve into the specific technical
security m easures used in operating system s, program m ing, w ebsites and brow sers, and
netw orks, w e revisit these sam e strategies again and again. Years from  now , w hen w e‒re
all using technology that hasn‒t even been im agined yet, this chapter should be just as
relevant as it is today.

A  security professional analyzes situations by finding threats and vulnerabilities to the
confidentiality, integrity, and/or availability of a com puting system . O ften, controlling
these threats and vulnerabilities involves a policy that specifies w ho (w hich subjects) can



access w hat (w hich objects) how  (by w hich m eans). W e introduced that fram ew ork in
C hapter 1. B ut now  w e w ant to delve m ore deeply into how  such a policy w orks. To be
effective the policy enforcem ent m ust determ ine w ho accurately. That is, if policy says
A dam  can access som ething, security fails if som eone else im personates A dam . Thus, to
enforce security policies properly, w e need w ays to determ ine beyond a reasonable doubt
that a subject‒s identity is accurate. The property of accurate identification is called
authentication. The first critical tool for security professionals is authentication and its
techniques and technologies.

W hen w e introduced security policies w e did not explicitly state the converse: A  subject
is allow ed to access an object in a particular m ode but, unless authorized, all other subjects
are not allow ed to access the object. A  policy w ithout such lim its is practically useless.
W hat good does it do to say one subject can access an object if any other subject can do so
w ithout being authorized by policy. C onsequently, w e need w ays to restrict access to only
those subjects on the yes list, like adm itting theatre patrons to a play (w ith tickets) or
checking in invitees to a party (on a guest list). Som eone or som ething controls access, for
exam ple, an usher collects tickets or a host m anages the guest list. A llow ing exactly those
accesses authorized is called access control. M echanism s to im plem ent access control are
another fundam ental com puter security tool.

Suppose you w ere trying to lim it access to a football m atch being held on an open park
in a populous city. W ithout a fence, gate, or m oat, you could not lim it w ho could see the
gam e. B ut suppose you had super pow ers and could cloak the players in invisibility
uniform s. You w ould issue special glasses only to people allow ed to see the m atch; others
m ight look but see nothing. A lthough this scenario is pure fantasy, such an invisibility
technology does exist, called encryption. Sim ply put, encryption is a tool by w hich w e can
transform  data so only intended receivers (w ho have keys, the equivalent of anti-cloaking
glasses) can deduce the concealed bits. The third and final fundam ental security tool in
this chapter is encryption.

In this chapter w e describe these tools and then give a few  exam ples to help you
understand how  the tools w ork. B ut m ost applications of these tools com e in later
chapters, w here w e elaborate on their use in the context of a m ore com plete security
situation. In m ost of this chapter w e dissect our three fundam ental security tools:
authentication, access control, and encryption.

2.1 A uthentication
Your neighbor recognizes you, sees you frequently, and know s you are som eone w ho

should be going into your hom e. Your neighbor can also notice som eone different,
especially if that person is doing som ething suspicious, such as snooping around your
doorw ay, peering up and dow n the w alk, or picking up a heavy stone. C oupling these
suspicious events w ith hearing the sound of breaking glass, your neighbor m ight even call
the police.

C om puters have replaced m any face-to-face interactions w ith electronic ones. W ith no
vigilant neighbor to recognize that som ething is aw ry, people need other m echanism s to
separate authorized from  unauthorized parties. For this reason, the basis of com puter
security is controlled access: som eone is authorized to take som e action on som ething. W e



exam ine access control later in this chapter. B ut for access control to w ork, w e need to be
sure w ho the ―som eone‖ is. In this section w e introduce authentication, the process of
ascertaining or confirm ing an identity.

A  com puter system  does not have the cues w e do w ith face-to-face com m unication that
let us recognize our friends. Instead com puters depend on data to recognize others.
D eterm ining w ho a person really is consists of tw o separate steps:

‛ Identification is the act of asserting w ho a person is.
‛ A uthentication is the act of proving that asserted identity: that the person is
w ho she says she is.

Identification is asserting w ho a person is.
A uthentication is proving that asserted identity.

W e have phrased these steps from  the perspective of a person seeking to be recognized,
using the term  ―person‖ for sim plicity. In fact, such recognition occurs betw een people,
com puter processes (executing program s), netw ork connections, devices, and sim ilar
active entities. In security, all these entities are called subjects.

The tw o concepts of identification and authentication are easily and often confused.
Identities, like nam es, are often w ell know n, public, and not protected. O n the other hand,
authentication is necessarily protected. If som eone‒s identity is public, anyone can claim
to be that person. W hat separates the pretenders from  the real person is proof by
authentication.

Identification Versus A uthentication
Identities are often w ell know n, predictable, or guessable. If you send em ail to

som eone, you im plicitly send along your em ail account ID  so the other person can reply to
you. In an online discussion you m ay post com m ents under a screen nam e as a w ay of
linking your various postings. Your bank account num ber is printed on checks you w rite;
your debit card account num ber is show n on your card, and so on. In each of these cases
you reveal a part of your identity. N otice that your identity is m ore than just your nam e:
Your bank account num ber, debit card num ber, em ail address, and other things are w ays
by w hich people and processes identify you.

Som e account ID s are not hard to guess. Som e places assign user ID s as the user‒s last
nam e follow ed by first initial. O thers use three initials or som e other schem e that outsiders
can easily predict. O ften for online transactions your account ID  is your em ail address, to
m ake it easy for you to rem em ber. O ther accounts identify you by telephone, social
security, or som e other identity num ber. W ith too m any accounts to rem em ber, you m ay
w elcom e places that identify you by som ething you know  w ell because you use it often.
B ut using it often also m eans other people can know  or guess it as w ell. For these reasons,
m any people could easily, although falsely, claim  to be you by presenting one of your
know n identifiers.

Identities are typically public or w ell know n. A uthentication should be
private.



A uthentication, on the other hand, should be reliable. If identification asserts your
identity, authentication confirm s that you are w ho you purport to be. A lthough identifiers
m ay be w idely know n or easily determ ined, authentication should be private. H ow ever, if
the authentication process is not strong enough, it w ill not be secure. C onsider, for
exam ple, how  one political candidate‒s em ail w as com prom ised by a not-private-enough
authentication process as described in Sidebar 2-1.

Sidebar 2-1 V ice Presidential C andidate Sarah Palin‒s E m ail E xposed
D uring the 2008 U .S. presidential cam paign, vice presidential candidate Sarah
Palin‒s personal em ail account w as hacked. C ontents of em ail m essages and
Palin‒s contacts list w ere posted on a public bulletin board. A  20-year-old
U niversity of Tennessee student, D avid K ernell, w as subsequently convicted of
unauthorized access to obtain inform ation from  her com puter and sentenced to a
year and a day.

H ow  could a college student have accessed the com puter of a high-profile
public official w ho at the tim e w as governor of A laska and a U .S. vice
presidential candidate under protection of the U .S. Secret Service? Easy: H e
sim ply pretended to be her. B ut surely nobody (other than, perhaps, com edian
Tina Fey) could successfully im personate her. H ere is how  easy the attack w as.

G overnor Palin‒s em ail account w as gov.palin@ yahoo.com . The account ID
w as w ell know n because of new s reports of an earlier incident involving Palin‒s
using her personal account for official state com m unications; even w ithout the
publicity the account nam e w ould not have been hard to guess.

B ut the passw ord? N o, the student didn‒t guess the passw ord. A ll he had to do
w as pretend to be Palin and claim  she had forgotten her passw ord. Yahoo asked
K ernell the security questions Palin had filed w ith Yahoo on opening the
account: birth date (found from  W ikipedia), postcode (public know ledge,
especially because she had gotten public attention for not using the official
governor‒s m ansion), and w here she m et her husband (part of her unofficial
biography circulating during the cam paign: she and her husband m et in high
school). W ith those three answ ers, K ernell w as able to change her passw ord (to
―popcorn,‖ som ething appealing to m ost college students). From  that point on,
not only w as K ernell effectively Palin, the real Palin could not access her ow n
em ail account because did she not know  the new  passw ord.

A uthentication m echanism s use any of three qualities to confirm  a user‒s identity:

‛ Som ething the user know s. Passw ords, PIN  num bers, passphrases, a secret
handshake, and m other‒s m aiden nam e are exam ples of w hat a user m ay know .
‛ Som ething the user is. These authenticators, called biom etrics, are based on a
physical characteristic of the user, such as a fingerprint, the pattern of a person‒s
voice, or a face (picture). These authentication m ethods are old (w e recognize
friends in person by their faces or on a telephone by their voices) but are just
starting to be used in com puter authentications.



‛ Som ething the user has. Identity badges, physical keys, a driver‒s license, or a
uniform  are com m on exam ples of things people have that m ake them
recognizable.

Tw o or m ore form s can be com bined; for exam ple, a bank card and a PIN  com bine
som ething the user has (the card) w ith som ething the user know s (the PIN ).

A uthentication is based on som ething you know , are, or have.

A lthough passw ords w ere the first form  of com puter authentication and rem ain popular,
these other form s are becom ing easier to use, less expensive, and m ore com m on. In the
follow ing sections w e exam ine each of these form s of authentication.

A uthentication B ased on Phrases and Facts: Som ething You K now
Passw ord protection seem s to offer a relatively secure system  for confirm ing identity-

related inform ation, but hum an practice som etim es degrades its quality. Let us explore
vulnerabilities in authentication, focusing on the m ost com m on authentication param eter,
the passw ord. In this section w e consider the nature of passw ords, criteria for selecting
them , and w ays of using them  for authentication. A s you read the follow ing discussion of
passw ord vulnerabilities, think about how  w ell these identity attacks w ould w ork against
security questions and other authentication schem es w ith w hich you m ay be fam iliar. A nd
rem em ber how  m uch inform ation about us is know n‍ som etim es because w e reveal it
ourselves‍ as described in Sidebar 2-2.

Sidebar 2-2 Facebook Pages A nsw er Security Q uestions
G eorge B ronk, a 23-year-old resident of Sacram ento, C alifornia, pleaded guilty
on 13 January 2011 to charges including com puter intrusion, false
im personation, and possession of child pornography. H is crim es involved
im personating w om en w ith data obtained from  their Facebook accounts.
A ccording to an A ssociated Press new s story [TH O 11], B ronk scanned

Facebook pages for pages show ing w om en‒s em ail addresses. H e then read their
Facebook profiles carefully for clues that could help him  answ er security
questions, such as a favorite color or a father‒s m iddle nam e. W ith these profile
clues, B ronk then turned to the em ail account providers. U sing the sam e
technique as K ernell, B ronk pretended to have forgotten his (her) passw ord and
som etim es succeeded at answ ering the security questions necessary to recover a
forgotten passw ord. H e som etim es used the sam e technique to obtain access to
Facebook accounts.
A fter he had the w om en‒s passw ords, he perused their sent m ail folders for

em barrassing photographs; he som etim es m ailed those to a victim ‒s contacts or
posted them  on her Facebook page. H e carried out his activities from  D ecem ber
2009 to O ctober 2010. W hen police confiscated his com puter and analyzed its
contents, they found 3200 Internet contacts and 172 em ail files containing
explicit photographs; police sent m ail to all the contacts to ask if they had been
victim ized, and 46 replied that they had. The victim s lived in England,
W ashington, D .C ., and 17 states from  C alifornia to N ew  H am pshire.



The C alifornia attorney general‒s office advised those using em ail and social-
netw orking sites to pick security questions and answ ers that aren‒t posted on
public sites, or to add num bers or other characters to com m on security answ ers.
A dditional safety tips are on the attorney general‒s w ebsite.

Passw ord U se

The use of passw ords is fairly straightforw ard, as you probably already know  from
experience. A  user enters som e piece of identification, such as a nam e or an assigned user
ID ; this identification can be available to the public or can be easy to guess because it does
not provide the real protection. The protection system  then requests a passw ord from  the
user. If the passw ord m atches the one on file for the user, the user is authenticated and
allow ed access. If the passw ord m atch fails, the system  requests the passw ord again, in
case the user m istyped.

Even though passw ords are w idely used, they suffer from  som e difficulties of use:

‛ U se. Supplying a passw ord for each access to an object can be inconvenient
and tim e consum ing.
‛ D isclosure. If a user discloses a passw ord to an unauthorized individual, the
object becom es im m ediately accessible. If the user then changes the passw ord to
re-protect the object, the user m ust inform  any other legitim ate users of the new
passw ord because their old passw ord w ill fail.
‛ Revocation. To revoke one user‒s access right to an object, som eone m ust
change the passw ord, thereby causing the sam e problem s as disclosure.
‛ Loss. D epending on how  the passw ords are im plem ented, it m ay be im possible
to retrieve a lost or forgotten passw ord. The operators or system  adm inistrators
can certainly intervene and provide a new  passw ord, but often they cannot
determ ine w hat passw ord a user had chosen previously. If the user loses (or
forgets) the passw ord, adm inistrators m ust assign a new  one.

A ttacking and Protecting Passw ords

H ow  secure are passw ords them selves? Passw ords are som ew hat lim ited as protection
devices because of the relatively sm all num ber of bits of inform ation they contain. W orse,
people pick passw ords that do not even take advantage of the num ber of bits available:
C hoosing a w ell-know n string, such as qw erty, passw ord, or 123456 reduces an attacker‒s
uncertainty or difficulty essentially to zero.

K night and H artley [K N I98] list, in order, 12 steps an attacker m ight try in order to
determ ine a passw ord. These steps are in increasing degree of difficulty (num ber of
guesses), and so they indicate the am ount of w ork to w hich the attacker m ust go in order
to derive a passw ord. H ere are their passw ord guessing steps:

‛ no passw ord
‛ the sam e as the user ID
‛ is, or is derived from , the user‒s nam e
‛ on a com m on w ord list (for exam ple, passw ord, secret, private) plus com m on
nam es and patterns (for exam ple, qw erty, aaaaaa)



‛ contained in a short college dictionary
‛ contained in a com plete English w ord list
‛ contained in com m on non-English-language dictionaries
‛ contained in a short college dictionary w ith capitalizations (PaSsW orD ) or
substitutions (digit 0 for letter O , and so forth)
‛ contained in a com plete English dictionary w ith capitalizations or substitutions
‛ contained in com m on non-English dictionaries w ith capitalization or
substitutions
‛ obtained by brute force, trying all possible com binations of alphabetic
characters
‛ obtained by brute force, trying all possible com binations from  the full
character set

A lthough the last step w ill alw ays succeed, the steps im m ediately preceding it are so
tim e consum ing that they w ill deter all but the m ost dedicated attacker for w hom  tim e is
not a lim iting factor.

E very passw ord can be guessed; passw ord strength is determ ined by how
m any guesses are required.

W e now  expand on som e of these approaches.

D ictionary A ttacks

Several netw ork sites post dictionaries of phrases, science fiction character nam es,
places, m ythological nam es, C hinese w ords, Y iddish w ords, and other specialized lists.
These lists help site adm inistrators identify users w ho have chosen w eak passw ords, but
the sam e dictionaries can also be used by attackers of sites that do not have such attentive
adm inistrators. The C O PS [FA R 90], C rack [M U F92], and SATA N  [FA R 95] utilities allow
an adm inistrator to scan a system  for w eak passw ords. B ut these sam e utilities, or other
hom em ade ones, allow  attackers to do the sam e. N ow  Internet sites offer so-called
passw ord recovery softw are as freew are or sharew are for under $20. (These are passw ord-
cracking program s.)

People think they can be clever by picking a sim ple passw ord and replacing certain
characters, such as 0 (zero) for letter O , 1 (one) for letter I or L, 3 (three) for letter E or @
(at) for letter A . B ut users aren‒t the only people w ho could think up these substitutions.

Inferring Passw ords L ikely for a U ser

If Sandy is selecting a passw ord, she is probably not choosing a w ord com pletely at
random . M ost likely Sandy‒s passw ord is som ething m eaningful to her. People typically
choose personal passw ords, such as the nam e of a spouse, child, other fam ily m em ber, or
pet. For any given person, the num ber of such possibilities is only a dozen or tw o. Trying
this m any passw ords by com puter takes w ell under a second! Even a person w orking by
hand could try ten likely candidates in a m inute or tw o.

Thus, w hat seem ed form idable in theory is in fact quite vulnerable in practice, and the



likelihood of successful penetration is frighteningly high. M orris and Thom pson [M O R 79]
confirm ed our fears in their report on the results of having gathered passw ords from  m any
users, show n in Table 2-1. Figure 2-1 (based on data from  that study) show s the
characteristics of the 3,289 passw ords gathered. The results from  that study are
distressing, and the situation today is likely to be the sam e. O f those passw ords, 86 percent
could be uncovered in about one w eek‒s w orth of 24-hour-a-day testing, using the very
generous estim ate of 1 m illisecond per passw ord check.

TA B L E  2-1 Passw ord C haracteristics

FIG U R E  2-1 D istribution of Passw ord Types



Lest you dism iss these results as dated (they w ere reported in 1979), K lein repeated the
experim ent in 1990 [K LE90] and Spafford in 1992 [SPA 92a]. Each collected
approxim ately 15,000 passw ords. K lein reported that 2.7 percent of the passw ords w ere
guessed in only 15 m inutes of m achine tim e (at the speed of 1990s com puters), and 21
percent w ere guessed w ithin a w eek! Spafford found that the average passw ord length w as
6.8 characters and that 28.9 percent consisted of only low ercase alphabetic characters.

Then, in 2002 the B ritish online bank Egg found its users still choosing w eak passw ords
[B U X 02]. A  full 50 percent of passw ords for their online banking service w ere fam ily
m em bers‒ nam es: 23 percent children‒s nam es, 19 percent a spouse or partner, and 9
percent their ow n. A las, pets cam e in at only 8 percent, w hile celebrities and football
(soccer) stars tied at 9 percent each. A nd in 1998, K night and H artley [K N I98] reported
that approxim ately 35 percent of passw ords are deduced from  syllables and initials of the
account ow ner‒s nam e. In D ecem ber 2009 the com puter security firm  Im perva analyzed
34 m illion Facebook passw ords that had previously been disclosed accidentally, reporting
that

‛ about 30 per cent of users chose passw ords of few er than seven characters.
‛ nearly 50 per cent of people used nam es, slang w ords, dictionary w ords or
trivial passw ords‍ consecutive digits, adjacent keyboard keys and so on.
‛ m ost popular passw ords included 12345, 123456, 1234567, passw ord, and
iloveyou, in the top ten.

Tw o friends w e know  told us their passw ords as w e helped them  adm inister their
system s, and their passw ords w ould both have been am ong the first w e w ould have
guessed. B ut, you say, these are am ateurs unaw are of the security risk of a w eak passw ord.
A t a recent m eeting, a security expert related this experience: H e thought he had chosen a
solid passw ord, so he invited a class of students to ask him  questions and offer guesses as
to his passw ord. H e w as am azed that they asked only a few  questions before they had
deduced the passw ord. A nd this w as a security expert!

The conclusion w e draw  from  these incidents is that people choose w eak and easily
guessed passw ords m ore frequently than som e m ight expect. C learly, people find
som ething in the passw ord process that is difficult or unpleasant: Either people are unable
to choose good passw ords, perhaps because of the pressure of the situation, or they fear
they w ill forget solid passw ords. In either case, passw ords are not alw ays good
authenticators.

G uessing Probable Passw ords

Think of a w ord. Is the w ord you thought of long? Is it uncom m on? Is it hard to spell or
to pronounce? The answ er to all three of these questions is probably no.

Penetrators searching for passw ords realize these very hum an characteristics and use
them  to their advantage. Therefore, penetrators try techniques that are likely to lead to
rapid success. If people prefer short passw ords to long ones, the penetrator w ill plan to try
all passw ords but to try them  in order by length. There are only 261 + 262 + 263 = 18,278
(not case sensitive) passw ords of length 3 or less. Testing that m any passw ords w ould be
difficult but possible for a hum an, but repetitive passw ord testing is an easy com puter



application. A t an assum ed rate of one passw ord per m illisecond, all of these passw ords
can be checked in 18.278 seconds, hardly a challenge w ith a com puter. Even expanding
the tries to 4 or 5 characters raises the count only to 475 seconds (about 8 m inutes) or
12,356 seconds (about 3.5 hours), respectively.

This analysis assum es that people choose passw ords such as vxlag and m sm s as often as
they pick enter and beer. H ow ever, people tend to choose nam es or w ords they can
rem em ber. M any com puting system s have spelling checkers that can be used to check for
spelling errors and typographic m istakes in docum ents. These spelling checkers
som etim es carry online dictionaries of the m ost com m on English w ords. O ne contains a
dictionary of 80,000 w ords. Trying all of these w ords as passw ords takes only 80 seconds
at the unrealistically generous estim ate of one guess per m illisecond.

N obody know s w hat the m ost popular passw ord is, although som e conjecture it is
―passw ord.‖ O ther com m on ones are user, abc123, aaaaaa (or aaaaa or aaaaaaa), 123456,
and asdfg or qw erty (the arrangem ent of keys on a keyboard). Lists of com m on passw ords
are easy to find (for exam ple,
http://blog.jim m yr.com /Passw ord_analysis_of_databases_that_w ere_hacked_28_2009.php).
See also http://threatpost.com /passw ord-is-no-longer-the-w orst-passw ord/103746 for a list
of the m ost com m on passw ords, obtained in a data breach from  A dobe, Inc. From  these
exam ples you can tell that people often use anything sim ple that com es to m ind as a
passw ord, so hum an attackers m ight succeed by trying a few  popular passw ords.

C om m on passw ords‍ such as qw erty, passw ord, 123456‍ are used
astonishingly often.

D efeating C oncealm ent

Easier than guessing a passw ord is just to read one from  a table, like the sam ple table
show n in Table 2-2. The operating system  authenticates a user by asking for a nam e and
passw ord, w hich it then has to validate, m ost likely by com paring to a value stored in a
table. B ut that table then becom es a treasure trove for evil-doers: O btaining the table gives
access to all accounts because it contains not just one but all user ID s and their
corresponding passw ords.

TA B L E  2-2 Sam ple Passw ord Table



O perating system s stym ie that approach by storing passw ords not in their public form
but in a concealed form  (using encryption, w hich w e describe later in this chapter), as
show n in Table 2-3. W hen a user creates a passw ord, the operating system  accepts and
im m ediately conceals it, storing the unreadable version. Later w hen the user attem pts to
authenticate by entering a user ID  and passw ord, the operating system  accepts w hatever is
typed, applies the sam e concealing function, and com pares the concealed version w ith
w hat is stored. If the tw o form s m atch, the authentication passes.

TA B L E  2-3 Sam ple Passw ord Table w ith C oncealed Passw ord Values

O perating system s store passw ords in hidden (encrypted) form  so that
com prom ising the id‌passw ord list does not give im m ediate access to all
user accounts.

W e used the term  ―conceal‖ in the previous paragraph because som etim es the operating
system  perform s som e form  of scram bling that is not really encryption, or som etim es it is
a restricted form  of encryption. The only critical point is that the process be one-w ay:
C onverting a passw ord to its concealm ent form  is sim ple, but going the other w ay (starting
w ith a concealed version and deriving the corresponding passw ord) is effectively
im possible. (For this reason, on som e w ebsites if you forget your passw ord, the system
can reset your passw ord to a new , random  value, but it cannot tell you w hat your forgotten
passw ord w as.)

For active authentication, that is, entering identity and authenticator to be able to access
a system , m ost system s lock out a user w ho fails a sm all num ber of successive login
attem pts. This failure count prevents an attacker from  attem pting m ore than a few  guesses.
(N ote, how ever, that this lockout feature gives an attacker a w ay to prevent access by a
legitim ate user: sim ply enter enough incorrect passw ords to cause the system  to block the
account.) H ow ever, if the attacker obtains an encrypted passw ord table and learns the
concealm ent algorithm , a com puter program  can easily test hundreds of thousands of
guesses in a m atter of m inutes.

A s num erous studies in this chapter confirm ed, people often use one of a few
predictable passw ords. The interceptor can create w hat is called a rainbow  table, a list of
the concealed form s of the com m on passw ords, as show n in Table 2-4. Searching for
m atching entries in an intercepted passw ord table, the intruder can learn that Jan‒s



passw ord is 123456 and M ike‒s is qw erty. The attacker sorts the table to m ake lookup fast.

TA B L E  2-4 Sam ple R ainbow  Table for C om m on Passw ords

R ainbow  table: precom puted list of popular values, such as passw ords

Scram bled passw ords have yet another vulnerability. N otice in Table 2-2 that Pat and
R oz both chose the sam e passw ord. B oth copies w ill have the sam e concealed value, so
som eone w ho intercepts the table can learn that users Pat and R oz have the sam e
passw ord. K now ing that, the interceptor can also guess that Pat and R oz both chose
com m on passw ords, and start trying the usual ones; w hen one w orks, the other w ill, too.

To counter both these threats, som e system s use an extra piece called the salt. A  salt is
an extra data field different for each user, perhaps the date the account w as created or a
part of the user‒s nam e. The salt value is joined to the passw ord before the com bination is
transform ed by concealm ent. In this w ay, Pat+aaaaaa has a different concealm ent value
from  R oz+aaaaaa, as show n in Table 2-5. A lso, an attacker cannot build a rainbow  table
because the com m on passw ords now  all have a unique com ponent, too.



TA B L E  2-5 Sam ple Passw ord Table w ith Personalized C oncealed Passw ord Values

Salt: user-specific com ponent joined to an encrypted passw ord to
distinguish identical passw ords

E xhaustive A ttack

In an exhaustive or brute force attack, the attacker tries all possible passw ords, usually
in som e autom ated fashion. O f course, the num ber of possible passw ords depends on the
im plem entation of the particular com puting system . For exam ple, if passw ords are w ords
consisting of the 26 characters A ‌Z and can be of any length from  1 to 8 characters, there
are 261 passw ords of 1 character, 262 passw ords of 2 characters, and 268 passw ords of 8
characters. Therefore, the system  as a w hole has 261 + 262 + “  + 268 = 269 ‌ 1 ̟ 5 * 1012
or five m illion m illion possible passw ords. That num ber seem s intractable enough. If w e
w ere to use a com puter to create and try each passw ord at a rate of checking one passw ord
per m illisecond, it w ould take on the order of 150 years to test all eight-letter passw ords.
B ut if w e can speed up the search to one passw ord per m icrosecond, the w ork factor drops
to about tw o m onths. This am ount of tim e is reasonable for an attacker to invest if the
rew ard is large. For instance, an intruder m ay try brute force to break the passw ord on a
file of credit card num bers or bank account inform ation.

B ut the break-in tim e can be m ade even m ore tractable in a num ber of w ays. Searching
for a single particular passw ord does not necessarily require all passw ords to be tried; an
intruder need try only until the correct passw ord is identified. If the set of all possible
passw ords w ere evenly distributed, an intruder w ould likely need to try only half of the
passw ord space: the expected num ber of searches to find any particular passw ord.
H ow ever, an intruder can also use to advantage the uneven distribution of passw ords.
B ecause a passw ord has to be rem em bered, people tend to pick sim ple passw ords;
therefore, the intruder should try short com binations of characters before trying longer
ones. This feature reduces the average tim e to find a m atch because it reduces the subset
of the passw ord space searched before finding a m atch. A nd as w e described earlier, the
attacker can build a rainbow  table of the com m on passw ords, w hich reduces the attack
effort to a sim ple table lookup.



A ll these techniques to defeat passw ords, com bined w ith usability issues, indicate that
w e need to look for other m ethods of authentication. In the next section w e explore how  to
im plem ent strong authentication as a control against im personation attacks. For another
exam ple of an authentication problem , see Sidebar 2-3.

G ood Passw ords

C hosen carefully, passw ords can be strong authenticators. The term  ―passw ord‖ im plies
a single w ord, but you can actually use a nonexistent w ord or a phrase. So 2B rn2B ti?
could be a passw ord (derived from  ―to be or not to be, that is the question‖) as could
―PayTaxesA pril15th.‖ N ote that these choices have several im portant characteristics: The
strings are long, they are chosen from  a large set of characters, and they do not appear in a
dictionary. These properties m ake the passw ord difficult (but, of course, not im possible) to
determ ine. If w e do use passw ords, w e can im prove their security by a few  sim ple
practices:

‛ U se characters other than just a‌z. If passw ords are chosen from  the letters a‌
z, there are only 26 possibilities for each character. A dding digits expands the
num ber of possibilities to 36. U sing both uppercase and low ercase letters plus
digits expands the num ber of possible characters to 62. A lthough this change
seem s sm all, the effect is large w hen som eone is testing a full space of all
possible com binations of characters. It takes about 100 hours to test all 6-letter
w ords chosen from  letters of one case only, but it takes about 2 years to test all
6-sym bol passw ords from  upper- and low ercase letters and digits. A lthough 100
hours is reasonable, 2 years is oppressive enough to m ake this attack far less
attractive.

Sidebar 2-3 W ill the R eal E arl of B uckingham  Please Step Forw ard?
A  m an claim ing to be the Earl of B uckingham  w as identified as C harlie
Stopford, a m an w ho had disappeared from  his fam ily in Florida in 1983 and
assum ed the identity of C hristopher B uckingham , an 8-m onth-old baby w ho
died in 1963. Q uestioned in England in 2005 after a check of passport details
revealed the connection to the deceased B uckingham  baby, Stopford w as
arrested w hen he didn‒t know  other correlating fam ily details [PA N 06]. (H is
occupation at the tim e of his arrest? C om puter security consultant.)
The B ritish authorities knew  he w as not C hristopher B uckingham , but w hat

w as his real identity? The answ er w as discovered only because his fam ily in the
U nited States thought it recognized him  from  photos and a new s story: Stopford
w as a husband and father w ho had disappeared m ore than 20 years earlier.
B ecause he had been in the U .S. N avy (in m ilitary intelligence, no less) and his
adult fingerprints w ere on file, authorities w ere able to m ake a positive
identification.
A s for the title he appropriated for him self, there has been no Earl of

B uckingham  since 1687.
In m odern society w e are accustom ed to a full paper trail docum enting events

from  birth through death, but not everybody fits neatly into that m odel. C onsider
the case of certain people w ho for various reasons need to change their identity.



W hen the governm ent changes som eone‒s identity (for exam ple, w hen a w itness
goes into hiding), the new  identity includes school records, addresses,
em ploym ent records, and so forth.
H ow  can w e authenticate the identity of w ar refugees w hose hom e country

m ay no longer exist, let alone civil governm ent and a records office? W hat
should w e do to authenticate children born into nom adic tribes that keep no
form al birth records? H ow  does an adult confirm  an identity after fleeing a
hostile territory w ithout w aiting at the passport office for tw o w eeks for a
docum ent?

‛ C hoose long passw ords. The com binatorial explosion of passw ord guessing
difficulty begins around length 4 or 5. C hoosing longer passw ords m akes it less
likely that a passw ord w ill be uncovered. R em em ber that a brute force
penetration can stop as soon as the passw ord is found. Som e penetrators w ill try
the easy cases‍ know n w ords and short passw ords‍ and m ove on to another
target if those attacks fail.
‛ Avoid actual nam es or w ords. Theoretically, there are 266, or about 300 m illion
6-letter ―w ords‖ (m eaning any com bination of letters), but there are only about
150,000 w ords in a good collegiate dictionary, ignoring length. B y picking one
of the 99.95 percent nonw ords, you force the attacker to use a longer brute-force
search instead of the abbreviated dictionary search.
‛ U se a string you can rem em ber. Passw ord choice is a double bind. To
rem em ber the passw ord easily, you w ant one that has special m eaning to you.
H ow ever, you don‒t w ant som eone else to be able to guess this special m eaning.
O ne easy-to-rem em ber passw ord is U cnB 2s. That unlikely looking jum ble is a
sim ple transform ation of ―you can never be too secure.‖ The first letters of
w ords from  a song, a few  letters from  different w ords of a private phrase, or
som ething involving a m em orable basketball score are exam ples of reasonable
passw ords. B ut don‒t be too obvious. Passw ord-cracking tools also test
replacem ents like 0 (zero) for o or O  (letter ―oh‖) and 1 (one) for l (letter ―ell‖)
or $ for S (letter ―ess‖). So I10v3U  is already in the search file.
‛ U se variants for m ultiple passw ords. W ith accounts, w ebsites, and
subscriptions, an individual can easily am ass 50 or 100 passw ords, w hich is
clearly too m any to rem em ber. U nless you use a trick. Start w ith a phrase as in
the previous suggestion: Ih1b2s (I have one brother, tw o sisters). Then append
som e patterns involving the first few  vow els and consonants of the entity for the
passw ord: Ih1b2sIvs for vIsa, Ih1b2sA fc for fA cebook, and so forth.
‛ C hange the passw ord regularly. Even if you have no reason to suspect that
som eone has com prom ised the passw ord, you should change it from  tim e to
tim e. A  penetrator m ay break a passw ord system  by obtaining an old list or
w orking exhaustively on an encrypted list.
‛ D on‒t w rite it dow n. N ote: This tim e-honored advice is relevant only if
physical security is a serious risk. People w ho have accounts on m any m achines
and servers, and w ith m any applications or sites, m ay have trouble rem em bering



all the access codes. Setting all codes the sam e or using insecure but easy-to-
rem em ber passw ords m ay be m ore risky than w riting passw ords on a reasonably
w ell-protected list. (O bviously, you should not tape your PIN  to your bank card
or post your passw ord on your com puter screen.)
‛ D on‒t tell anyone else. The easiest attack is social engineering, in w hich the
attacker contacts the system ‒s adm inistrator or a user to elicit the passw ord in
som e w ay. For exam ple, the attacker m ay phone a user, claim  to be ―system
adm inistration,‖ and ask the user to verify the user‒s passw ord. U nder no
circum stances should you ever give out your private passw ord; legitim ate
adm inistrators can circum vent your passw ord if need be, and others are m erely
trying to deceive you.

These principles lead to solid passw ord selection, but they lead to a different problem :
People choose sim ple passw ords because they have to create and rem em ber so m any
passw ords. B ank accounts, em ail access, library services, num erous w ebsites, and other
applications all seem  to require a passw ord. W e cannot blam e users for being tem pted to
use one sim ple passw ord for all of them  w hen the alternative is trying to rem em ber dozens
if not hundreds of strong passw ords, as discussed in Sidebar 2-4.

Sidebar 2-4 U sability in the Sm all versus U sability in the L arge
To an application developer seeking a reasonable control, a passw ord seem s to
be a straightforw ard m echanism  for protecting an asset. B ut w hen m any
applications require passw ords, the user‒s sim ple job of rem em bering one or tw o
passw ords is transform ed into the nightm are of keeping track of a large num ber
of them . Indeed, a visit to http://w w w .passw ordbook.com  suggests that users
often have difficulty m anaging a collection of passw ords. The site introduces
you to a passw ord and login organizer that is cheaply and easily purchased. In
the w ords of the vendor, it is ―The com plete passw ord m anager for the busy
W eb m aster or netw ork adm inistrator “  Safe and easy, books don‒t crash! N ow
you can m anage all your passw ords in one hardbound book.‖
A lthough m anaging one passw ord or token for an application m ight seem

easy (w e call it ―usability in the sm all‖), m anaging m any passw ords or tokens at
once becom es a daunting task (―usability in the large‖). The problem  of
rem em bering a large variety of item s has been docum ented in the psychology
literature since the 1950s, w hen M iller [M IL56] pointed out that people
rem em ber things by breaking them  into m em orable chunks, w hether they are
digits, letters, w ords, or som e other identifiable entity. M iller initially
docum ented how  young adults had a m em ory span of seven (plus or m inus tw o)
chunks. Subsequent research revealed that the m em ory span depends on the
nature of the chunk: longer chunks led to shorter m em ory spans: seven for
digits, six for letters, and five for w ords. O ther factors affect a person‒s m em ory
span, too. C ow an [C O W 01] suggests that w e assum e a w orking m em ory span of
four chunks for young adults, w ith shorter spans for children and senior citizens.
For these reasons, usability should inform  not only the choice of appropriate
passw ord construction (the sm all) but also the security architecture itself (the
large).



O ther T hings K now n

Passw ords, or rather som ething only the user know s, are one form  of strong
authentication. Passw ords are easy to create and adm inister, inexpensive to use, and easy
to understand. H ow ever, users too often choose passw ords that are easy for them  to
rem em ber, but not coincidentally easy for others to guess. A lso, users can forget
passw ords or tell them  to others. Passw ords com e from  the authentication factor of
som ething the user know s, and unfortunately people‒s brains are im perfect.

C onsequently, several other approaches to ―som ething the user know s‖ have been
proposed. For exam ple, Sidebar 2-5 describes authentication approaches em ploying a
user‒s know ledge instead of a passw ord. H ow ever, few  user know ledge authentication
techniques have been w ell tested and few  scale up in any useful w ay; these approaches are
still being researched.

Sidebar 2-5 U sing Personal Patterns for A uthentication
Lam andç [LA M 10] reports that the G rID Sure authentication system
(http://w w w .gridsure.com ) has been integrated into M icrosoft‒s U nified A ccess
G atew ay (U A G ) platform . This system  allow s a user to authenticate herself w ith
a one-tim e passcode based on a pattern of squares chosen from  a grid. W hen the
user w ishes access, she is presented w ith a grid containing random ly assigned
num bers; she then enters as her passcode the num bers that correspond to her
chosen pattern. B ecause the displayed grid num bers change each tim e the grid is
presented, the pattern enables the entered passcode to be a one-tim e code.
G rID Sure is an attem pt to scale a ―user know ledge‖ approach from  usability in
the sm all to usability in the large. M any researchers (see, for exam ple, [SA S07,
B O N 08, and B ID 09]) have exam ined aspects of G rID Sure‒s security and
usability, w ith m ixed results. It rem ains to be seen how  the use of G rID Sure
com pares w ith the use of a collection of traditional passw ords.
Sim ilarly, the Im ageShield product from  C onfident Technologies

(w w w .confidenttechnologies.com ) asks a user to enroll by choosing three
categories from  a list; the categories m ight be cats, cars, and flow ers, for
exam ple. Then at authentication tim e, the user is show n a grid of pictures, som e
from  the user‒s categories and others not. Each picture has a 1-character letter or
num ber. The user‒s one-tim e access string is the characters attached to the
im ages from  the user‒s preselected categories. So, if the pictures included a cat
w ith label A , a flow er w ith label 7, and seven other im ages, the user‒s access
value w ould be A 7. The im ages, characters and positions change for each
access, so the authenticator differs sim ilarly.
A uthentication schem es like this are based on sim ple puzzles that the user can

solve easily but that an im poster w ould be unable to guess successfully.
H ow ever, w ith novel authentication schem es, w e have to be aw are of the
phenom enon of usability in the sm all and the large: C an a user rem em ber
squares on a grid and categories of pictures and a favorite vacation spot and the
form ula 2a+c and m any other nonobvious things?



Security Q uestions

Instead of passw ords, som e com panies use questions to w hich (presum ably) only the
right person w ould know  the answ er. Such questions include m other‒s m aiden nam e, street
nam e from  childhood, m odel of first autom obile, and nam e of favorite teacher. The user
picks relevant questions and supplies the answ ers w hen creating an identity.

The problem  w ith such questions is that the answ ers to som e can be determ ined w ith
little difficulty, as w as the case for Sarah Palin‒s em ail account. W ith the num ber of public
records available online, m other‒s m aiden nam e and street nam e are often available, and
school friends could guess a sm all num ber of possible favorite teachers. A nitra B abic and
colleagues [B A B 09] docum ented the w eakness of m any of the supposedly secret question
system s in current use. Joseph B onneau and Sôren Preibusch [B O N 10] did a detailed
survey of w ebsite authentication m ethods and found little uniform ity, m any w eaknesses,
and no apparent correlation betw een the value of a site‒s data and its authentication
requirem ents.

Passw ords are becom ing oppressive as m any w ebsites now  ask users to log in. B ut
w hen faced w ith a system  that is difficult to handle, users often take the easy route:
choosing an easy passw ord and reusing it on m any sites. To overcom e that w eakness,
som e system s use a form  of authentication that cannot be stolen, duplicated, forgotten,
lent, or lost: properties of the user, as w e discuss in the next section. The technology for
passing personal characteristics to a rem ote server requires m ore than a keyboard and
pointing device, but such approaches are becom ing m ore feasible, especially as passw ord
table breaches increase.

A uthentication B ased on B iom etrics: Som ething You A re
B iom etrics are biological properties, based on som e physical characteristic of the

hum an body. The list of biom etric authentication technologies is still grow ing. N ow
devices can recognize the follow ing biom etrics:

‛ fingerprint
‛ hand geom etry (shape and size of fingers)
‛ retina and iris (parts of the eye)
‛ voice
‛ handw riting, signature, hand m otion
‛ typing characteristics
‛ blood vessels in the finger or hand
‛ face
‛ facial features, such as nose shape or eye spacing

A uthentication w ith biom etrics has advantages over passw ords because a biom etric
cannot be lost, stolen, forgotten, or shared and is alw ays available, alw ays at hand, so to
speak. These characteristics are difficult, if not im possible, to forge.

E xam ples of B iom etric A uthenticators

M any physical characteristics are possibilities as authenticators. In this section w e



present exam ples of tw o of them , one for the size and shape of the hand, and one for the
patterns of veins in the hand.

Figure 2-2 show s a hand geom etry reader. The user places a hand on the sensors, w hich
detect lengths and w idths of fingers, curvature, and other characteristics.

FIG U R E  2-2 H and G eom etry R eader (G raem e D aw es/Shutterstock)

A n authentication device from  Fujitsu reads the pattern of veins in the hand. This device
does not require physical contact betw een the hand and the reader, w hich is an advantage
for hygiene. The m anufacturer claim s a false acceptance rate of 0.00008 percent and false
rejection rate of 0.01 percent, w ith a response tim e of less than one second. Figure 2-3
show s this device em bedded in a com puter m ouse, so the user is autom atically
authenticated.

FIG U R E  2-3 H and Vein R eader (Perm ission for im age provided courtesy of Fujitsu



Frontech)

Problem s w ith U se of B iom etrics

B iom etrics com e w ith several problem s:

‛ B iom etrics are relatively new , and som e people find their use intrusive. For
exam ple, people in som e cultures are insulted by having to subm it to
fingerprinting, because they think that only crim inals are fingerprinted. H and
geom etry and face recognition (w hich can be done from  a cam era across the
room ) are scarcely invasive, but people have real concerns about peering into a
laser beam  or sticking a finger into a slot. (See [SC H 06a] for som e exam ples of
people resisting biom etrics.)
‛ B iom etric recognition devices are costly, although as the devices becom e m ore
popular, their cost per device should go dow n. Still, outfitting every user‒s
w orkstation w ith a reader can be expensive for a large com pany w ith m any
em ployees.
‛ B iom etric readers and com parisons can becom e a single point of failure.
C onsider a retail application in w hich a biom etric recognition is linked to a
paym ent schem e: A s one user puts it, ―If m y credit card fails to register, I can
alw ays pull out a second card, but if m y fingerprint is not recognized, I have
only that one finger.‖ (Fingerprint recognition is specific to a single finger; the
pattern of one finger is not the sam e as another.) M anual laborers can actually
rub off their fingerprints over tim e, and a sore or irritation m ay confound a
fingerprint reader. Forgetting a passw ord is a user‒s fault; failing biom etric
authentication is not.
‛ A ll biom etric readers use sam pling and establish a threshold for acceptance of
a close m atch. The device has to sam ple the biom etric, m easure often hundreds
of key points, and com pare that set of m easurem ents w ith a tem plate. Features
vary slightly from  one reading to the next, for exam ple, if your face is tilted, if
you press one side of a finger m ore than another, or if your voice is affected by a
sinus infection. Variation reduces accuracy.
‛ A lthough equipm ent accuracy is im proving, false readings still occur. W e label
a false positive or false accept a reading that is accepted w hen it should be
rejected (that is, the authenticator does not m atch) and a false negative or false
reject one that rejects w hen it should accept. O ften, reducing a false positive
rate increases false negatives, and vice versa. Sidebar 2-6 explains w hy w e can
never elim inate all false positives and negatives. The consequences for a false
negative are usually less than for a false positive, so an acceptable system  m ay
have a false positive rate of 0.001 percent but a false negative rate of 1 percent.
H ow ever, if the population is large and the asset extrem ely valuable, even these
sm all percentages can lead to catastrophic results.

False positive: incorrectly confirm ing an identity.
False negative: incorrectly denying an identity.



Sidebar 2-6 W hat False Positives and N egatives R eally M ean
Screening system s m ust be able to judge the degree to w hich their m atching
schem es w ork w ell. That is, they m ust be able to determ ine if they are
effectively identifying those people w ho are sought w hile not harm ing those
people w ho are not sought. W hen a screening system  com pares som ething it has
(such as a stored fingerprint) w ith som ething it is m easuring (such as a finger‒s
characteristics), w e call this a dichotom ous system  or test: There either is a
m atch or there is not.
W e can describe the dichotom y by using a R eference Standard, as depicted in

Table 2-6, below . The R eference Standard is the set of rules that determ ines
w hen a positive test m eans a positive result. W e w ant to avoid tw o kinds of
errors: false positives (w hen there is a m atch but should not be) and false
negatives (w hen there is no m atch but should be).

TA B L E  2-6 R eference Standard for D escribing D ichotom ous Tests

W e can m easure the success of the screen by using four standard m easures:
sensitivity, prevalence, accuracy, and specificity. To see how  they w ork, w e
assign variables to the entries in Table 2-6, as show n in Table 2-7.

TA B L E  2-7 R eference Standard w ith Variables

Sensitivity m easures the degree to w hich the screen selects those w hose nam es
correctly m atch the person sought. It is the proportion of positive results am ong
all possible correct m atches and is calculated as a / (a + c). Specificity m easures
the proportion of negative results am ong all people w ho are not sought; it is
calculated as d / (b + d). Sensitivity and specificity describe how  w ell a test
discrim inates betw een cases w ith and w ithout a certain condition.
Accuracy or efficacy m easures the degree to w hich the test or screen correctly

flags the condition or situation; it is m easured as (a + d) / (a + b + c + d).
Prevalence tells us how  com m on a certain condition or situation is. It is
m easured as (a + c) / (a + b + c + d).
Sensitivity and specificity are statistically related: W hen one increases, the

other decreases. Thus, you cannot sim ply say that you are going to reduce or
rem ove false positives; such an action is sure to increase the false negatives.
Instead, you have to find a balance betw een an acceptable num ber of false



positives and false negatives. To assist us, w e calculate the positive predictive
value of a test: a num ber that expresses how  m any tim es a positive m atch
actually represents the identification of the sought person. The positive
predictive value is a / (a + b). Sim ilarly, w e can calculate the negative predictive
value of the test as d / (c + d). W e can use the predictive values to give us an
idea of w hen a result is likely to be positive or negative. For exam ple, a positive
result of a condition that has high prevalence is likely to be positive. H ow ever, a
positive result for an uncom m on condition is likely to be a false positive.
The sensitivity and specificity change for a given test, depending on the level

of the test that defines a m atch. For exam ple, the test could call it a m atch only if
it is an exact m atch: only ‐Sm ith‒ w ould m atch ‐Sm ith.‒ Such a m atch criterion
w ould have few er positive results (that is, few er situations considered to m atch)
than one that uses Soundex to declare that tw o nam es are the sam e: ‐Sm ith‒ is
the sam e as ‐Sm ythe,‒ ‐Sm eth,‒ ‐Sm itt,‒ and other sim ilarly sounding nam es.
C onsequently, the tw o tests vary in their sensitivity. The Soundex criterion is
less strict and is likely to produce m ore positive m atches; therefore, it is the
m ore sensitive but less specific test. In general, consider the range of
sensitivities that can result as w e change the test criteria. W e can im prove the
sensitivity by m aking the criterion for a positive test less strict. Sim ilarly, w e can
im prove the specificity by m aking the criterion for a positive test stricter.
A  receiver operating characteristic (R O C ) curve is a graphical representation

of the trade-off betw een the false negative and false positive rates. Traditionally,
the graph of the R O C  show s the false positive rate (1 ‌ specificity) on the x-axis
and the true positive rate (sensitivity or 1 ‌ the false negative rate) on the y-axis.
The accuracy of the test corresponds to the area under the curve. A n area of 1
represents the perfect test, w hereas an area of 0.5 is a w orthless test. Ideally, w e
w ant a test to be as far left and as high on the graph as possible, representing a
test w ith a high rate of true positives and a low  rate of false positives. That is,
the larger the area under the curve, the m ore the test is identifying true positives
and m inim izing false positives. Figure 2-4 show s exam ples of R O C  curves and
their relationship to sensitivity and specificity.



FIG U R E  2-4 R O C  C urves

For a m atching or screening system , as for any test, system  adm inistrators
m ust determ ine w hat levels of sensitivity and specificity are acceptable. The
levels depend on the intention of the test, the setting, the prevalence of the target
criterion, alternative m ethods for accom plishing the sam e goal, and the costs and
benefits of testing.

‛ The speed at w hich a recognition m ust be done lim its accuracy. W e m ight
ideally like to take several readings and m erge the results or evaluate the closest
fit. B ut authentication is done to allow  a user to do som ething: A uthentication is
not the end goal but a gate keeping the user from  the goal. The user
understandably w ants to get past the gate and becom es frustrated and irritated if
authentication takes too long.
‛ A lthough w e like to think of biom etrics as unique parts of an individual,
forgeries are possible. Som e exam ples of forgeries are described in Sidebar 2-7.

B iom etrics depend on a physical characteristic that can vary from  one day to the next or
as people age. C onsider your hands, for exam ple: O n som e days, the tem perature, your
activity level, or other factors m ay cause your hands to sw ell, thus distorting your hands‒
physical characteristics. B ut an authentication should not fail just because the day is hot.
B iom etric recognition also depends on how  the sam ple is taken. For hand geom etry, for
exam ple, you place your hand on a tem plate, but m easurem ents w ill vary slightly
depending on exactly how  you position your hand.

Sidebar 2-7 B iom etric Forgeries
The m ost fam ous fake w as an artificial fingerprint produced by researchers in
Japan using cheap and readily available gelatin. The researchers used m olds
m ade by pressing live fingers against them  or by processing fingerprint im ages
from  prints on glass surfaces. The resulting ―gum m y fingers‖ w ere frequently
accepted by 11 particular fingerprint devices w ith optical or capacitive sensors.



[M AT02]
A ccording to another story from  B B C  new s (13 M ar 2013) a doctor in B razil

w as caught w ith sixteen fingers: ten authentic and six m ade of silicone that she
used to log in to the hospital‒s tim e-card system  on behalf of fellow  doctors.
In a study published in 2014 [B O W 14], researchers looked at w hether contact

lenses can be used to fool authentication devices that look at the pattern of the
iris (the colored ring of the eye). The goal of the research w as to determ ine
w hether iris recognition system s reliably detect true positives; that is, w hether a
subject w ill be reliably authenticated by the system . The researchers
dem onstrated that tinted contact lenses can fool the system  into denying a m atch
w hen one really exists. A  subject m ight apply contact lenses in order to not be
noticed as a w anted crim inal, for exam ple. A lthough difficult and uncom m on,
forgery w ill be an issue w henever the rew ard for a false result is high enough.

A uthentication w ith biom etrics uses a pattern or tem plate, m uch like a baseline, that
represents m easurem ent of the characteristic. W hen you use a biom etric for authentication,
a current set of m easurem ents is taken and com pared to the tem plate. The current sam ple
need not exactly m atch the tem plate, how ever. A uthentication succeeds if the m atch is
―close enough,‖ m eaning it is w ithin a predefined tolerance, for exam ple, if 90 percent of
the values m atch or if each param eter is w ithin 5 percent of its expected value. M easuring,
com paring, and assessing closeness for the m atch takes tim e, certainly longer than the
―exact m atch or not‖ com parison for passw ords. (C onsider the result described in Sidebar
2-8.) Therefore, the speed and accuracy of biom etrics is a factor in determ ining their
suitability for a particular environm ent of use.

B iom etric m atches are not exact; the issue is w hether the rate of false
positives and false negatives is acceptable.

R em em ber that identification is stating an identity, w hereas authentication is confirm ing
the identity, as depicted in Figure 2-5. B iom etrics are reliable for authentication but are
m uch less reliable for identification. The reason is m athem atical. A ll biom etric readers
operate in tw o phases. First, a user registers w ith the reader, during w hich tim e a
characteristic of the user (for exam ple, the geom etry of the hand) is captured and reduced
to a set of data points. D uring registration, the user m ay be asked to present the hand
several tim es so that the registration softw are can adjust for variations, such as how  the
hand is positioned. R egistration produces a pattern, called a tem plate, of the data points
particular to a specific user. In the second phase the user later seeks authentication from
the system , during w hich tim e the system  rem easures the hand and com pares the new
m easurem ents w ith the stored tem plate. If the new  m easurem ent is close enough to the
tem plate, the system  accepts the authentication; otherw ise, the system  rejects it. Sidebar 2-
9 points out the problem  in confusing identification and authentication.



FIG U R E  2-5 Identification and A uthentication (courtesy of Lfoxy/Shutterstock
[left]; Schotter Studio/Shutterstock [right])

Sidebar 2-8 Fingerprint C apture‍ N ot So Fast!
R ecording or capturing fingerprints should be a straightforw ard process. Som e
countries use fingerprints to track foreign visitors w ho enter the country, and so
they w ant to know  the im pact on processing visitors at the border. O n television
and in the m ovies it seem s as if obtaining a good fingerprint im age takes only a
second or tw o.

R esearchers at the U .S. N ational Institute of Standards and Technology
(N IST) perform ed a controlled experim ent involving over 300 subjects generally
representative of the U .S. population [TH E07]. They found that contrary to
television, obtaining a quality sam ple of all ten fingers takes betw een 45 seconds
and a m inute.

Sidebar 2-9 D N A  for Identification or A uthentication
In D ecem ber 1972, a nurse in San Francisco w as sexually assaulted and brutally
m urdered in her apartm ent. The landlady, w ho confronted a m an as he rushed
out of the apartm ent, gave a physical description to the police. A t the crim e
scene, police collected evidence, including D N A  sam ples of the assum ed
m urderer. A fter m onths of investigation, how ever, police w ere unable to focus in
on a suspect and the case w as eventually relegated to the pile of unsolved cases.

Thirty years later, the San Francisco Police D epartm ent had a grant to use
D N A  to solve open cases and, upon reopening the 1972 case, they found one
slide w ith a deteriorated D N A  sam ple. For investigative purposes, scientists
isolate 13 traits, called m arkers, in a D N A  sam ple. The odds of tw o different
people m atching on all 13 m arkers is 1 in 1 quadrillion (1*1015). H ow ever, as



described in a Los Angeles Tim es story by Jason Felch and M aura D olan
[FEL08], the old sam ple in this case had deteriorated and only 5»  of 13 m arkers
w ere reliable. W ith only that m any m arkers, the likelihood that tw o people
w ould m atch drops to 1 in 1.1 m illion, and rem em ber that for the purpose here,
tw o people‒s D N A  m atching m eans at least one sam ple is not the crim inal‒s.
N ext, the police w anted to com pare the sam ple w ith the C alifornia state

database of D N A  sam ples of convicted crim inals. B ut to run such a com parison,
adm inistrators require at least 7 m arkers and police had only 5» . To search the
database, police used values from  tw o other m arkers that w ere too faint to be
considered conclusive. W ith seven m arkers, police polled the database of
338,000 and cam e up w ith one m atch, a m an subsequently tried and convicted of
this crim e, a m an w hose defense attorneys strongly believe is innocent. H e had
no connection to the victim , his fingerprints did not m atch any collected at the
crim e scene, and his previous conviction for a sex crim e had a different pattern.
The issue is that police are using the D N A  m atch as an identifier, not an

authenticator. If police have other evidence against a particular suspect and the
suspect‒s D N A  m atches that found at the crim e scene, the likelihood of a correct
identification increases. H ow ever, if police are looking only to find anyone
w hose D N A  m atches a sam ple, the likelihood of a false m atch rises
dram atically. R em em ber that w ith a 1 in 1.1 m illion false m atch rate, if you
assem bled 1.1 m illion people, you w ould expect that one w ould falsely m atch
your sam ple, or w ith 0.5 m illion people you w ould think the likelihood of a
m atch to be approxim ately 1 in 2. The likelihood of a false m atch falls to 1 in
1.1 m illion people only if you exam ine just one person.
Think of this analogy: If you buy one lottery ticket in a 1.1 m illion ticket

lottery, your odds of w inning are 1 in 1.1 m illion. If you buy tw o tickets, your
odds increase to 2 in 1.1 m illion, and if you buy 338,000 tickets your odds
becom e 338,000 in 1.1 m illion, or roughly 1 in 3. For this reason, w hen seeking
identification, not authentication, both the FB I‒s D N A  advisory board and a
panel of the N ational R esearch C ouncil recom m end m ultiplying the general
probability (1 in 1.1 m illion) by the num ber of sam ples in the database to derive
the likelihood of a random ‍ innocent‍ m atch.
A lthough w e do not know  w hether the person convicted in this case w as

guilty or innocent, the reasoning rem inds us to be careful to distinguish betw een
identification and authentication.

A ccuracy of B iom etrics

W e think of biom etrics‍ or any authentication technology‍ as binary: A  person either
passes or fails, and if w e just set the param eters correctly, m ost of the right people w ill
pass and m ost of the w rong people w ill fail. That is, the m echanism  does not discrim inate.
In fact, the process is biased, caused by the balance betw een sensitivity and selectivity:
Som e people are m ore likely to pass and others m ore likely to fail. Sidebar 2-10 describes
how  this can happen.

U ntil recently police and the justice system  assum ed that fingerprints are unique.



H ow ever, there really is no m athem atical or scientific basis for this assum ption. In fact,
fingerprint identification has been show n to be fallible, and both hum an and com puterized
fingerprint com parison system s have also show n failures. Part of the com parison problem
relates to the fact that not an entire fingerprint is com pared, only characteristics at
significant ridges on the print. Thus, hum ans or m achines exam ine only salient features,
called the tem plate of that print.

B iom etric authentication m eans a subject m atches a tem plate closely
enough. ―C lose‖ is a system  param eter that can be tuned.

U nless every tem plate is unique, that is, no tw o people have the sam e values, the system
cannot uniquely identify subjects. H ow ever, as long as an im poster is unlikely to have the
sam e biom etric tem plate as the real user, the system  can authenticate. In authentication w e
do not look through all tem plates to see w ho m ight m atch a set of m easured features; w e
sim ply determ ine w hether one person‒s features m atch his stored tem plate. B iom etric
authentication is feasible today; biom etric identification is largely still a research topic.

M easuring the accuracy of biom etric authentication is difficult because the
authentication is not unique. In an experim ental setting, for any one subject or collection
of subjects w e can com pute the false negative and false positive rates because w e know
the subjects and their true identities. B ut w e cannot extrapolate those results to the w orld
and ask how  m any other people could be authenticated as som e person. W e are lim ited
because our research population and setting m ay not reflect the real w orld. Product
vendors m ake m any claim s about the accuracy of biom etrics or a particular biom etric
feature, but few  independent researchers have actually tried to substantiate the claim s. In
one experim ent described in Sidebar 2-11, expert fingerprint exam iners, the people w ho
testify about fingerprint evidence at trials, failed som e of the tim e.

Sidebar 2-10 A re T here U nrem arkable People?
A re there people for w hom  a biom etric system  sim ply does not w ork? That is,
are there people, for exam ple, w hose features are so indistinguishable they w ill
alw ays pass as som eone else?
D oddington et al. [D O D 98] exam ined system s and users to find specific

exam ples of people w ho tend to be falsely rejected unusually often, those
against w hose profiles other subjects tend to m atch unusually often, and those
w ho tend to m atch unusually m any profiles.
To these classes Yager and D unstone [YA G 10] added people w ho are likely to

m atch and cause high rates of false positives and those people w ho are unlikely
to m atch them selves or anyone else. The authors then studied different biom etric
analysis algorithm s in relation to these difficult cases.
Yager and D unstone cited a popular belief that 2 percent of the population

have fingerprints that are inherently hard to m atch. A fter analyzing a large
database of fingerprints (the U S-V ISIT collection of fingerprints from  foreign
visitors to the U nited States) they concluded that few , if any, people are
intrinsically hard to m atch, and certainly not 2 percent.



They exam ined specific biom etric technologies and found that som e of the
errors related to the technology, not to people. For exam ple, they looked at a
database of people iris recognition system s failed to m atch, but they found that
m any of those people w ere w earing glasses w hen they enrolled in the system ;
they speculate that the glasses m ade it m ore difficult for the system  to extract the
features of an individual‒s iris pattern. In another case, they looked at a face
recognition system . They found that people the system  failed to m atch cam e
from  one particular ethnic group and speculated that the analysis algorithm  had
been tuned to distinctions of faces of another ethnic group. Thus, they concluded
that m atching errors are m ore likely the results of enrollm ent issues and
algorithm  w eaknesses than of any inherent property of the people‒s features.
Still, for the biom etric system s they studied, they found that for a specific

characteristic and analysis algorithm , som e users‒ characteristics perform  better
than other users‒ characteristics. This research reinforces the need to im plem ent
such system s carefully so that inherent lim itations of the algorithm ,
com putation, or use do not disproportionately affect the outcom e.

Sidebar 2-11 Fingerprint E xam iners M ake M istakes
A  study supported by the U .S. Federal B ureau of investigation [U LE11]
addressed the validity of expert evaluation of fingerprints. Experim enters
presented 169 professional exam iners w ith pairs of fingerprints from  a pool of
744 prints to determ ine w hether the prints m atched. This experim ent w as
designed to m easure the accuracy (degree to w hich tw o exam iners w ould reach
the sam e conclusion) and reliability (degree to w hich one exam iner w ould reach
the sam e conclusion tw ice). A  total of 4,083 fingerprint pairs w ere exam ined.
O f the pairs exam ined, six w ere incorrectly m arked as m atches, for a false

positive rate of 0.01 percent. A lthough hum ans are recognized as fallible,
frustratingly w e cannot predict w hen they w ill be so. Thus, in a real-life setting,
these false positives could represent six noncrim inals falsely found guilty. The
false negative rate w as significantly higher, 7.5 percent, perhaps reflecting
conservatism  on the part of the exam iners: The exam iners w ere m ore likely to
be unconvinced of a true m atch than to be convinced of a nonm atch.
The issue of false positives in fingerprint m atching gained prom inence after a

w idely publicized error related to the bom bings in 2004 of com m uter trains in
M adrid, Spain. B randon M ayfield, a U .S. law yer living in O regon, w as arrested
because the FB I m atched his fingerprint w ith a print found on a plastic bag
containing detonator caps at the crim e scene. In 2006 the FB I adm itted it had
incorrectly classified the fingerprints as ―an absolutely incontrovertible m atch.‖

A uthentication is essential for a com puting system  because accurate user identification
is the key to individual access rights. M ost operating system s and com puting system
adm inistrators have applied reasonable but stringent security m easures to lock out
unauthorized users before they can access system  resources. B ut, as reported in Sidebar 2-
12, som etim es an inappropriate m echanism  is forced into use as an authentication device.



Losing or forgetting a biom etric authentication is virtually im possible because
biom etrics rely on hum an characteristics. B ut the characteristics can change over tim e
(think of hair color or w eight); therefore, biom etric authentication m ay be less precise than
know ledge-based authentication. You either know  a passw ord or you don‒t. B ut a
fingerprint can be a 99 percent m atch or 95 percent or 82 percent, part of the variation
depending on factors such as how  you position your finger as the print is read, w hether
your finger is injured, and if your hand is cold or your skin is dry or dirty. Stress can also
affect biom etric factors, such as voice recognition, potentially w orking against security.
Im agine a critical situation in w hich you need to access your com puter urgently but your
being agitated affects your voice. If the system  fails your authentication and offers you the
chance to try again, the added pressure m ay m ake your voice even w orse, w hich threatens
availability.

B iom etrics can be reasonably quick and easy, and w e can som etim es adjust the
sensitivity and specificity to balance false positive and false negative results. B ut because
biom etrics require a device to read, their use for rem ote authentication is lim ited. The third
factor of authentication, som ething you have, offers strengths and w eaknesses different
from  the other tw o factors.

Sidebar 2-12 U sing C ookies for A uthentication
O n the w eb, cookies are often used for authentication. A  cookie is a pair of data
item s sent to the w eb brow ser by the visited w ebsite. The data item s consist of a
key and a value, designed to represent the current state of a session betw een a
visiting user and the visited w ebsite. O nce the cookie is placed on the user‒s
system  (usually in a directory w ith other cookies), the brow ser continues to use
it for subsequent interaction betw een the user and that w ebsite. Each cookie is
supposed to have an expiration date, but that date can be far in the future, and it
can be m odified later or even ignored.
For exam ple, The W all Street Journal‒s w ebsite, w sj.com , creates a cookie

w hen a user first logs in. In subsequent transactions, the cookie acts as an
identifier; the user no longer needs a passw ord to access that site. (O ther sites
use the sam e or a sim ilar approach.)
U sers m ust be protected from  exposure and forgery. That is, users m ay not

w ant the rest of the w orld to know  w hat sites they have visited. N either w ill they
w ant som eone to exam ine inform ation or buy m erchandise online by
im personation and fraud. A nd furtherm ore, on a shared com puter, one user can
act as som eone else if the receiving site uses a cookie to perform  autom atic
authentication.
Sit and Fu [SIT01] point out that cookies w ere not designed for protection.

There is no w ay to establish or confirm  a cookie‒s integrity, and not all sites
encrypt the inform ation in their cookies.
Sit and Fu also point out that a server‒s operating system  m ust be particularly

vigilant to protect against eavesdropping: ―M ost [w eb traffic] exchanges do not
use [encryption] to protect against eavesdropping; anyone on the netw ork
betw een the tw o com puters can overhear the traffic. U nless a server takes strong



precautions, an eavesdropper can steal and reuse a cookie, im personating a user
indefinitely.‖ (In C hapter 6 w e describe how  encryption can be used to protect
against such eavesdropping.)

A uthentication B ased on Tokens: Som ething You H ave
Som ething you have m eans that you have a physical object in your possession. O ne

physical authenticator w ith w hich you are probably fam iliar is a key. W hen you put your
key in your lock, the ridges in the key interact w ith pins in the lock to let the m echanism
turn. In a sense the lock authenticates you for authorized entry because you possess an
appropriate key. O f course, you can lose your key or duplicate it and give the duplicate to
som eone else, so the authentication is not perfect. B ut it is precise: O nly your key w orks,
and your key w orks only your lock. (For this exam ple, w e intentionally ignore m aster
keys.)

O ther fam iliar exam ples of tokens are badges and identity cards. You m ay have an
―affinity card‖: a card w ith a code that gets you a discount at a store. M any students and
em ployees have identity badges that perm it them  access to buildings. You m ust have an
identity card or passport to board an airplane or enter a foreign country. In these cases you
possess an object that other people recognize to allow  you access or privileges.

A nother kind of authentication token has data to com m unicate invisibly. Exam ples of
this kind of token include credit cards w ith a m agnetic stripe, credit cards w ith an
em bedded com puter chip, or access cards w ith passive or active w ireless technology. You
introduce the token into an appropriate reader, and the reader senses values from  the card.
If your identity and values from  your token m atch, this correspondence adds confidence
that you are w ho you say you are.

W e describe different kinds of tokens next.

A ctive and Passive Tokens

A s the nam es im ply, passive tokens do nothing, and active ones take som e action. A
photo or key is an exam ple of a passive token in that the contents of the token never
change. (A nd, of course, w ith photos perm anence can be a problem , as people change hair
style or color and their faces change over tim e.)

A n active token can have som e variability or interaction w ith its surroundings. For
exam ple, som e public transportation system s use cards w ith a m agnetic strip. W hen you
insert the card into a reader, the m achine reads the current balance, subtracts the price of
the trip and rew rites a new  balance for the next use. In this case, the token is just a
repository to hold the current value. A nother form  of active token initiates a tw o-w ay
com m unication w ith its reader, often by w ireless or radio signaling. These tokens lead to
the next distinction am ong tokens, static and dynam ic interaction.

Passive tokens do not change. A ctive tokens com m unicate w ith a sensor.

Static and D ynam ic Tokens

The value of a static token rem ains fixed. K eys, identity cards, passports, credit and



other m agnetic-stripe cards, and radio transm itter cards (called R FID  devices) are
exam ples of static tokens. Static tokens are m ost useful for onsite authentication: W hen a
guard looks at your picture badge, the fact that you possess such a badge and that your
face looks (at least vaguely) like the picture causes the guard to pass your authentication
and allow  you access.

W e are also interested in rem ote authentication, that is, in your being able to prove your
identity to a person or com puter som ew here else. W ith the exam ple of the picture badge, it
m ay not be easy to transm it the im age of the badge and the appearance of your face for a
rem ote com puter to com pare. W orse, distance increases the possibility of forgery: A  local
guard could tell if you w ere w earing a m ask, but a guard m ight not detect it from  a rem ote
im age. R em ote authentication is susceptible to the problem  of the token having been
forged.

Tokens are vulnerable to an attack called skim m ing. Skim m ing is the use of a device to
copy authentication data surreptitiously and relay it to an attacker. A utom ated teller
m achines (ATM s) and point-of-sale credit card readers are particularly vulnerable to
skim m ing.1 A t an ATM  the thief attaches a sm all device over the slot into w hich you insert
your bank card. B ecause all bank cards conform  to a standard form at (so you can use your
card at any ATM  or m erchant), the thief can w rite a sim ple piece of softw are to copy and
retain the inform ation recorded on the m agnetic stripe on your bank card. Som e skim m ers
also have a tiny cam era to record your key strokes as you enter your PIN  on the keypad.
Either instantaneously (using w ireless com m unication) or later (collecting the physical
device), the thief thus obtains both your account num ber and its PIN . The thief sim ply
creates a dum m y card w ith your account num ber recorded and, using the PIN  for
authentication, visits an ATM  and w ithdraw s cash from  your account or purchases things
w ith a cloned credit card.

1. N ote that this discussion refers to the m agnetic-stripe cards popular in the U nited States. M ost other countries
use em bedded com puter chip cards that are substantially less vulnerable to skim m ing.

A nother form  of copying occurs w ith passw ords. If you have to enter or speak your
passw ord, som eone else can look over your shoulder or overhear you, and now  that
authenticator is easily copied or forged. To overcom e copying of physical tokens or
passw ords, w e can use dynam ic tokens. A  dynam ic token is one w hose value changes.
A lthough there are several different form s, a dynam ic authentication token is essentially a
device that generates an unpredictable value that w e m ight call a pass num ber. Som e
devices change num bers at a particular interval, for exam ple, once a m inute; others change
num bers w hen you press a button, and others com pute a new  num ber in response to an
input, som etim es called a challenge. In all cases, it does not m atter if som eone else sees or
hears you provide the pass num ber, because that one value w ill be valid for only one
access (yours), and know ing that one value w ill not allow  the outsider to guess or generate
the next pass num ber.

D ynam ic tokens have com puting pow er on the token to change their
internal state.

D ynam ic token generators are useful for rem ote authentication, especially of a person to
a com puter. A n exam ple of a dynam ic token is the SecurID  token from  R SA  Laboratories,



show n in Figure 2-6. To use a SecurID  token, you enter the current num ber displayed on
the token w hen prom pted by the authenticating application. Each token generates a
distinct, virtually unpredictable series of num bers that change every m inute, so the
authentication system  know s w hat num ber to expect from  your token at any m om ent. In
this w ay, tw o people can have SecurID  tokens, but each token authenticates only its
assigned ow ner. Entering the num ber from  another token does not pass your
authentication. A nd because the token generates a new  num ber every m inute, entering the
num ber from  a previous authentication fails as w ell.

FIG U R E  2-6 SecurID  Token (Photo courtesy of R SA , the security division of EM S
and copyright ̈  R SA  C orporation, all rights reserved.)

W e have now  exam ined the three bases of authentication: som ething you know , are, or
have. U sed in an appropriate setting, each can offer reasonable security. In the next
sections w e look at som e w ays of enhancing the basic security from  these three form s.

Federated Identity M anagem ent
If these different form s of authentication seem  confusing and overw helm ing, they can

be. C onsider that som e system s w ill require a passw ord, others a fingerprint scan, others
an active token, and others som e com bination of techniques. A s you already know ,
rem em bering identities and distinct passw ords for m any system s is challenging. People
w ho m ust use several different system s concurrently (em ail, custom er tracking, inventory,
and sales, for exam ple) soon grow  w eary of logging out of one, into another, refreshing a
login that has tim ed out, and creating and updating user profiles. U sers rightly call for
com puters to handle the bookkeeping.

A  federated identity m anagem ent schem e is a union of separate identification and
authentication system s. Instead of m aintaining separate user profiles, a federated schem e
m aintains one profile w ith one authentication m ethod. Separate system s share access to
the authenticated identity database. Thus, authentication is perform ed in one place, and
separate processes and system s determ ine that an already authenticated user is to be
activated. Such a process is show n in Figure 2-7.



FIG U R E  2-7 Federated Identity M anager

Federated identity m anagem ent unifies the identification and
authentication process for a group of system s.

C losely related is a single sign-on process, depicted in Figure 2-8. Think of an um brella
procedure to w hich you log in once per session (for exam ple, once a day). The um brella
procedure m aintains your identities and authentication codes for all the different processes
you access. W hen you w ant to access em ail, for exam ple, instead of your com pleting a
user ID  and passw ord screen, the single sign-on process passes those details to the em ail
handler, and you resum e control after the authentication step has succeeded.

FIG U R E  2-8 Single Sign-O n

The difference betw een these tw o approaches is that federated identity m anagem ent



involves a single identity m anagem ent m odule that replaces identification and
authentication in all other system s. Thus all these system s invoke the identity m anagem ent
m odule. W ith single sign-on, system s still call for individual identification and
authentication, but the um brella task perform s those interactions on behalf of the user.

Single sign-on takes over sign-on and authentication to several
independent system s for a user.

M ultifactor A uthentication
The single-factor authentication approaches discussed in this chapter offer advantages

and disadvantages. For exam ple, a token w orks only as long as you do not give it aw ay (or
lose it or have it stolen), and passw ord use fails if som eone can see you enter your
passw ord by peering over your shoulder. W e can com pensate for the lim itation of one
form  of authentication by com bining it w ith another form .

Identity cards, such as a driver‒s license, often contain a picture and signature. The card
itself is a token, but anyone seeing that card can com pare your face to the picture and
confirm  that the card belongs to you. O r the person can ask you to w rite your nam e and
can com pare signatures. In that w ay, the authentication is both token based and biom etric
(because your appearance and the w ay you sign your nam e are innate properties of you).
N otice that your credit card has a space for your signature on the back, but in the U nited
States few  m erchants com pare that signature to the sales slip you sign. H aving
authentication factors available does not necessarily m ean w e use them .

A s long as the process does not becom e too onerous, authentication can use tw o, three,
four, or m ore factors. For exam ple, to access som ething, you m ust type a secret code, slide
your badge, and hold your hand on a plate.

C om bining authentication inform ation is called m ultifactor authentication. Tw o form s
of authentication (w hich is, not surprisingly, know n as tw o-factor authentication) are
presum ed to be better than one, assum ing of course that the tw o form s are strong. B ut as
the num ber of form s increases, so also does the user‒s inconvenience. Each authentication
factor requires the system  and its adm inistrators and the users to m anage m ore security
inform ation. W e assum e that m ore factors im ply higher confidence, although few  studies
support that assum ption. A nd tw o kinds of authentication im ply tw o pieces of softw are
and perhaps tw o kinds of readers, as w ell as the tim e to perform  tw o authentications.
Indeed, even if m ultifactor authentication is superior to single factor, w e do not know
w hich value of n m akes n-factor authentication optim al. From  a usability point of view ,
large values of n m ay lead to user frustration and reduced security, as show n in Sidebar 2-
13.

Secure A uthentication
Passw ords, biom etrics, and tokens can all participate in secure authentication. O f

course, sim ply using any or all of them  is no guarantee that an authentication approach
w ill be secure. To achieve true security, w e need to think carefully about the problem  w e
are trying to solve and the tools w e have; w e also need to think about blocking possible
attacks and attackers.



Sidebar 2-13 W hen M ore Factors M ean L ess Security
D ave C oncannon‒s blog at w w w .apeofsteel.com /tag/ulsterbank describes his
frustration at using U lsterbank‒s online banking system . The logon process
involves several steps. First, the user supplies a custom er identification num ber
(the first authentication factor). N ext, a separate user ID  is required (factor 2).
Third, the PIN  is used to supply a set of digits (factor 3), as show n in the figure
below : The system  requests three different digits chosen at random  (in the
figure, the third, second, and fourth digits are to be entered). Finally, the system
requires a passphrase of at least ten characters, som e of w hich m ust be num bers
(factor 4).

In his blog, C oncannon rails about the difficulties not only of logging on but
also of changing his passw ord. W ith four factors to rem em ber, U lsterbank users
w ill likely, in frustration, w rite dow n the factors and carry them  in their w allets,
thereby reducing the banking system ‒s security.

Suppose w e w ant to control access to a com puting system . In addition to a nam e and
passw ord, w e can use other inform ation available to authenticate users. Suppose A dam s
w orks in the accounting departm ent during the shift betw een 8:00 a.m . and 5:00 p.m .,
M onday through Friday. A ny legitim ate access attem pt by A dam s should be m ade during
those tim es, through a w orkstation in the accounting departm ent offices. B y lim iting
A dam s to logging in under those conditions, the system  protects against tw o problem s:

‛ Som eone from  outside m ight try to im personate A dam s. This attem pt w ould be
thw arted by either the tim e of access or the port through w hich the access w as
attem pted.
‛ A dam s m ight attem pt to access the system  from  hom e or on a w eekend,
planning to use resources not allow ed or to do som ething that w ould be too risky
w ith other people around.

Lim iting users to certain w orkstations or certain tim es of access can cause
com plications (as w hen a user legitim ately needs to w ork overtim e, a person has to access
the system  w hile out of tow n on business, or a particular w orkstation fails). H ow ever,
som e com panies use these authentication techniques because the added security they
provide outw eighs inconvenience. A s security analysts, w e need to train our m inds to
recognize qualities that distinguish norm al, allow ed activity.

A s you have seen, security practitioners have a variety of authentication m echanism s
ready to use. N one is perfect; all have strengths and w eaknesses, and even com binations
of m echanism s are im perfect. O ften the user interface seem s sim ple and foolproof (w hat
could be easier than laying a finger on a glass plate?), but as w e have described,
underneath that sim plicity lies uncertainty, am biguity, and vulnerability. N evertheless, in
this section you have seen types and exam ples so that w hen you develop system s and



applications requiring authentication, you w ill be able to draw  on this background to pick
an approach that achieves your security needs.

2.2 A ccess C ontrol
In this section w e discuss how  to protect general objects, such as files, tables, access to

hardw are devices or netw ork connections, and other resources. In general, w e w ant a
flexible structure, so that certain users can use a resource in one w ay (for exam ple, read-
only), others in a different w ay (for exam ple, allow ing m odification), and still others not at
all. W e w ant techniques that are robust, easy to use, and efficient.

W e start w ith the basic access control paradigm , articulated by Scott G raham  and Peter
D enning [G R A 72]: A  subject is perm itted to access an object in a particular m ode, and
only such authorized accesses are allow ed.

‛ Subjects are hum an users, often represented by surrogate program s running on
behalf of the users.
‛ O bjects are things on w hich an action can be perform ed: Files, tables,
program s, m em ory objects, hardw are devices, strings, data fields, netw ork
connections, and processors are exam ples of objects. So too are users, or rather
program s or processes representing users, because the operating system  (a
program  representing the system  adm inistrator) can act on a user, for exam ple,
allow ing a user to execute a program , halting a user, or assigning privileges to a
user.
‛ Access m odes are any controllable actions of subjects on objects, including, but
not lim ited to, read, w rite, m odify, delete, execute, create, destroy, copy, export,
im port, and so forth.

Effective separation w ill keep unauthorized subjects from  unauthorized access to
objects, but the separation gap m ust be crossed for authorized subjects and m odes. In this
section w e consider w ays to allow  all and only authorized accesses.

A ccess control: lim iting w ho can access w hat in w hat w ays

A ccess Policies
A ccess control is a m echanical process, easily im plem ented by a table and com puter

process: A  given subject either can or cannot access a particular object in a specified w ay.
U nderlying the straightforw ard decision is a com plex and nuanced decision of w hich
accesses should be allow ed; these decisions are based on a form al or inform al security
policy.

A ccess control decisions are (or should not be) m ade capriciously. Pat gets access to
this file because she w orks on a project that requires the data; Sol is an adm inistrator and
needs to be able to add and delete users for the system . H aving a basis sim plifies m aking
sim ilar decisions for other users and objects. A  policy also sim plifies establishing access
control rules, because they just reflect the existing policy.

Thus, before trying to im plem ent access control, an organization needs to take the tim e
to develop a higher-level security policy, w hich w ill then drive all the access control rules.



E ffective Policy Im plem entation

Protecting objects involves several com plem entary goals.

‛ C heck every access. W e m ay w ant to revoke a user‒s privilege to access an
object. If w e have previously authorized the user to access the object, w e do not
necessarily intend that the user should retain indefinite access to the object. In
fact, in som e situations, w e m ay w ant to prevent further access im m ediately
after w e revoke authorization, for exam ple, if w e detect a user being
im personated. For this reason, w e should aim  to check every access by a user to
an object.
‛ Enforce least privilege. The principle of least privilege states that a subject
should have access to the sm allest num ber of objects necessary to perform  som e
task. Even if extra inform ation w ould be useless or harm less if the subject w ere
to have access, the subject should not have that additional access. For exam ple,
a program  should not have access to the absolute m em ory address to w hich a
page num ber reference translates, even though the program  could not use that
address in any effective w ay. N ot allow ing access to unnecessary objects guards
against security w eaknesses if a part of the protection m echanism  should fail.

L east privilege: access to the few est resources necessary to com plete som e
task

‛ Verify acceptable usage. A bility to access is a yes-or-no decision. B ut equally
im portant is checking that the activity to be perform ed on an object is
appropriate. For exam ple, a data structure such as a stack has certain acceptable
operations, including push, pop, clear, and so on. W e m ay w ant not only to
control w ho or w hat has access to a stack but also to be assured that all accesses
perform ed are legitim ate stack accesses.

Tracking

Im plem enting an appropriate policy is not the end of access adm inistration. Som etim es
adm inistrators need to revisit the access policy to determ ine w hether it is w orking as it
should. H as som eone been around for a long tim e and so has acquired a large num ber of
no-longer-needed rights? D o so m any users have access to one object that it no longer
needs to be controlled? O r should it be split into several objects so that individuals can be
allow ed access to only the pieces they need? A dm inistrators need to consider these kinds
of questions on occasion to determ ine w hether the policy and im plem entation are doing
w hat they should. W e explore the m anagem ent side of defining security policies in
C hapter 10, but w e preview  som e issues here because they have a technical bearing on
access control.

G ranularity

B y granularity w e m ean the fineness or specificity of access control. It is a spectrum :
A t one end you can control access to each individual bit or byte, each w ord in a docum ent,
each num ber on a spreadsheet, each photograph in a collection. That level of specificity is
generally excessive and cum bersom e to im plem ent. The finer the granularity, the larger



num ber of access control decisions that m ust be m ade, so there is a perform ance penalty.
A t the other extrem e you sim ply say A dam  has com plete access to com puter C 1. That
approach m ay w ork if the com puter is for A dam ‒s use alone, but if com puter C 1 is shared,
then the system  has no basis to control or orchestrate that sharing. Thus, a reasonable
m idpoint m ust apply.

Typically a file, a program , or a data space is the sm allest unit to w hich access is
controlled. H ow ever, note that applications can im plem ent their ow n access control. So,
for exam ple, as w e describe in C hapter 7, a database m anagem ent system  can have access
to a com plete database, but it then carves the database into sm aller units and parcels out
access: This user can see nam es but not salaries, that user can see only data on em ployees
in the w estern office.

H ardw are devices, blocks of m em ory, the space on disk w here program  code is stored,
specific applications, all these are likely objects over w hich access is controlled.

A ccess L og

A fter m aking an access decision, the system  acts to allow  that access and leaves the
user and the object to com plete the transaction. System s also record w hich accesses have
been perm itted, creating w hat is called an audit log. This log is created and m aintained by
the system , and it is preserved for later analysis. Several reasons for logging access
include the follow ing:

‛ R ecords of accesses can help plan for new  or upgraded equipm ent, by show ing
w hich item s have had heavy use.
‛ If the system  fails, these records can show  w hat accesses w ere in progress and
perhaps help identify the cause of failure.
‛ If a user m isuses objects, the access log show s exactly w hich objects the user
did access.
‛ In the event of an external com prom ise, the audit log m ay help identify how
the assailant gained access and w hich data item s w ere accessed (and therefore
revealed or com prom ised). These data for after-the-fact forensic analysis have
been extrem ely helpful in handling m ajor incidents.

A s part of the access control activity, the system  builds and protects this audit log.
O bviously, granularity m atters: A  log that records each m em ory byte accessed is too
lengthy to be of m uch practical value, but a log that says ―8:01 user turned on system ;
17:21 user turned off system ‖ probably contains too little detail to be helpful.

In the next section w e consider protection m echanism s appropriate for general objects
of unspecified types, such as the kinds of objects listed above. To m ake the explanations
easier to understand, w e som etim es use an exam ple of a specific object, such as a file.
N ote, how ever, that a general m echanism  can be used to protect any of the types of objects
listed.

L im ited Privilege

L im ited privilege is the act of restraining users and processes so that any harm  they can
do is not catastrophic. A  system  that prohibits all accesses to anything by anyone certainly



achieves both confidentiality and integrity, but it com pletely fails availability and
usefulness. Thus, w e seek a m idpoint that balances the need for som e access against the
risk of harm ful, inappropriate access. C ertainly, w e do not expect users or processes to
cause harm . B ut recognizing that not all users are ethical or even com petent and that not
all processes function as intended, w e w ant to lim it exposure from  m isbehaving users or
m alfunctioning processes. Lim ited privilege is a w ay to constrain that exposure.

Lim ited privilege is a m anagem ent concept, not a technical control. The process of
analyzing users and determ ining the privileges they require is a necessary first step to
authorizing w ithin those lim its. A fter establishing the lim its, w e turn to access control
technology to enforce those lim its. In C hapter 3 w e again raise the concept of lim ited
privilege w hen w e describe program  design and im plem entation that ensures security.
Security design principles first w ritten by Jerom e Saltzer and M ichael Schroeder [SA L75]
explain the advantage of lim iting the privilege w ith w hich users and their program s run.

Im plem enting A ccess C ontrol
A ccess control is often perform ed by the operating system . O nly the operating system

can access prim itive objects, such as files, to exercise control over them , and the operating
system  creates and term inates the program s that represent users (subjects). H ow ever,
current hardw are design does not alw ays support the operating system  in im plem enting
w ell-differentiated or fine-grained access control. The operating system  does not usually
see inside files or data objects, for exam ple, so it cannot perform  row - or elem ent-level
access control w ithin a database. A lso, the operating system  cannot easily differentiate
am ong kinds of netw ork traffic. In these cases, the operating system  defers to a database
m anager or a netw ork appliance in im plem enting som e access control aspects. W ith
lim ited kinds of privileges to allocate, the operating system  cannot easily both control a
database m anager and allow  the database m anager to control users. Thus, current
hardw are design lim its som e operating system  designs.

R eference M onitor

Jam es A nderson and his study com m ittee [A N D 72] gave nam e and structure to the
digital version of a concept that has existed for m illennia. To protect their m edieval
fortresses, rulers had one heavily protected gate as the sole m eans of ingress. G enerals
surrounded troop em placem ents w ith forts and sentry guards. B ankers kept cash and other
valuables in safes w ith im pregnable doors to w hich only a select few  trusted people had
the com binations. Fairy tale villains locked dam sels aw ay in tow ers. A ll these exam ples
show  strong access control because of fail-safe designs.

In A nderson‒s form ulation for com puters, access control depends on a com bination of
hardw are and softw are that is

‛ alw ays invoked; validates every access attem pt
‛ im m une from  tam pering
‛ assuredly correct

R eference m onitor: access control that is alw ays invoked, tam perproof,
and verifiable



A nderson called this construct a reference m onitor. It should be obvious w hy these
three properties are essential.

A  reference m onitor is a notion, not a tool you can buy to plug into a port. It could be
em bedded in an application (to control the application‒s objects), part of the operating
system  (for system -m anaged objects) or part of an appliance. Still, you w ill see these sam e
three properties appear repeatedly in this book. To have an effective reference m onitor, w e
need to consider effective and efficient m eans to translate policies, the basis for validation,
into action. H ow  w e represent a policy in binary data has im plications for how  efficient
and even how  effective the m ediation w ill be.

In the next sections w e present several m odels of how  access rights can be m aintained
and im plem ented by the reference m onitor.

A ccess C ontrol D irectory

O ne sim ple w ay to protect an object is to use a m echanism  that w orks like a file
directory. Im agine w e are trying to protect files (the set of objects) from  users of a
com puting system  (the set of subjects). Every file has a unique ow ner w ho possesses
―control‖ access rights (including the rights to declare w ho has w hat access) and to revoke
access of any person at any tim e. Each user has a file directory, w hich lists all the files to
w hich that user has access.

C learly, no user can be allow ed to w rite in the file directory, because that w ould be a
w ay to forge access to a file. Therefore, the operating system  m ust m aintain all file
directories, under com m ands from  the ow ners of files. The obvious rights to files are the
com m on read, w rite, and execute that are fam iliar on m any shared system s. Furtherm ore,
another right, ow ner, is possessed by the ow ner, perm itting that user to grant and revoke
access rights. Figure 2-9 show s an exam ple of a file directory.

FIG U R E  2-9 D irectory A ccess R ights

This approach is easy to im plem ent because it uses one list per user, nam ing all the



objects that a user is allow ed to access. H ow ever, several difficulties can arise. First, the
list becom es too large if m any shared objects, such as libraries of subprogram s or a
com m on table of users, are accessible to all users. The directory of each user m ust have
one entry for each such shared object, even if the user has no intention of accessing the
object. D eletion m ust be reflected in all directories.

A  second difficulty is revocation of access. If ow ner A  has passed to user B  the right to
read file F, an entry for F is m ade in the directory for B . This granting of access im plies a
level of trust betw een A  and B . If A  later questions that trust, A  m ay w ant to revoke the
access right of B . The operating system  can respond easily to the single request to delete
the right of B  to access F, because that action involves deleting one entry from  a specific
directory. B ut if A  w ants to rem ove the rights of everyone to access F, the operating
system  m ust search each individual directory for the entry F, an activity that can be tim e
consum ing on a large system . For exam ple, large system s or netw orks of sm aller system s
can easily have 5,000 to 10,000 active accounts. M oreover, B  m ay have passed the access
right for F to another user C , a situation know n as propagation of access rights, so A  m ay
not know  that C ‒s access exists and should be revoked. This problem  is particularly
serious in a netw ork.

A  third difficulty involves pseudonym s. O w ners A  and B  m ay have tw o different files
nam ed F, and they m ay both w ant to allow  access by S. C learly, the directory for S cannot
contain tw o entries under the sam e nam e for different files. Therefore, S has to be able to
uniquely identify the F for A  (or B ). O ne approach is to include the original ow ner‒s
designation as if it w ere part of the file nam e, w ith a notation such as A :F (or B :F).

Suppose, how ever, that S w ould like to use a nam e other than F to m ake the file‒s
contents m ore apparent. The system  could allow  S to nam e F w ith any nam e unique to the
directory of S. Then, F from  A  could be called Q  to S. A s show n in Figure 2-10, S m ay
have forgotten that Q  is F from  A , and so S requests access again from  A  for F. B ut by
now  A  m ay have m ore trust in S, so A  transfers F w ith greater rights than before. This
action opens up the possibility that one subject, S, m ay have tw o distinct sets of access
rights to F, one under the nam e Q  and one under the nam e F. In this w ay, allow ing
pseudonym s can lead to m ultiple perm issions that are not necessarily consistent. Thus, the
directory approach is probably too sim ple for m ost object protection situations.



FIG U R E  2-10 A m biguous A ccess R ights

A ccess C ontrol M atrix

W e can think of the directory as a listing of objects accessible by a single subject, and
the access list as a table identifying subjects that can access a single object. The data in
these tw o representations are equivalent, the distinction being the ease of use in given
situations.

A s an alternative, w e can use an access control m atrix, show n in Figure 2-11, a table in
w hich each row  represents a subject, each colum n represents an object, and each entry is
the set of access rights for that subject to that object.

FIG U R E  2-11 A ccess C ontrol M atrix

A  m ore detailed exam ple representation of an access control m atrix is show n in Table 2-
8. A ccess rights show n in that table are O , ow n; R , read; W , w rite; and X , execute. In
general, the access control m atrix is sparse (m eaning that m ost cells are em pty): M ost
subjects do not have access rights to m ost objects. The access m atrix can be represented as



a list of triples, each having the form  subject, object, rights , as show n in Table 2-9.

TA B L E  2-8 A ccess C ontrol M atrix

TA B L E  2-9 List of A ccess C ontrol Triples

This representation m ay be m ore efficient than the access control m atrix because there

is no triple for any em pty cell of the m atrix (such as U SER  T, B ibliog, ‌ ). Even though
the triples can be sorted by subject or object as needed, searching a large num ber of these
triples is inefficient enough that this im plem entation is seldom  used.

A ccess C ontrol L ist

A n alternative representation is the access control list; as show n in Figure 2-12, this
representation corresponds to colum ns of the access control m atrix. There is one such list
for each object, and the list show s all subjects w ho should have access to the object and
w hat their access is. This approach differs from  the directory list because there is one
access control list per object; a directory is created for each subject. A lthough this
difference seem s sm all, there are som e significant advantages to this approach.



FIG U R E  2-12 A ccess C ontrol List

The access control list representation can include default rights. C onsider subjects A
and S, both of w hom  have access to object F. The operating system  w ill m aintain just one
access list for F, show ing the access rights for A  and S, as show n in Figure 2-13. The
access control list can include general default entries for any users. In this w ay, specific
users can have explicit rights, and all other users can have a default set of rights. W ith this
organization, all possible users of the system  can share a public file or program  w ithout
the need for an entry for the object in the individual directory of each user.

FIG U R E  2-13 A ccess C ontrol List w ith Tw o Subjects



The M ultics operating system  used a form  of access control list in w hich each user
belonged to three protection classes: a user, a group, and a com partm ent. The user
designation identified a specific subject, and the group designation brought together
subjects w ho had a com m on interest, such as their being cow orkers on a project. The
com partm ent confined an untrusted object; a program  executing in one com partm ent could
not access objects in another com partm ent w ithout specific perm ission. The com partm ent
w as also a w ay to collect objects that w ere related, such as all files for a single project.

To see how  this type of protection m ight w ork, suppose every user w ho initiates access
to the system  identifies a group and a com partm ent w ith w hich to w ork. If A dam s logs in
as user A dam s in group D ecl and com partm ent A rt2, only objects having A dam s-D ecl-
A rt2 in the access control list are accessible in the session.

B y itself, this kind of m echanism  w ould be too restrictive to be usable. A dam s cannot
create general files to be used in any session. W orse yet, shared objects w ould not only
have to list A dam s as a legitim ate subject but also have to list A dam s under all acceptable
groups and all acceptable com partm ents for each group.

The solution is the use of w ild cards, m eaning placeholders that designate ―any user‖
(or ―any group‖ or ―any com partm ent‖). A n access control list m ight specify access by
A dam s-D ecl-A rt1, giving specific rights to A dam s if w orking in group D ecl on
com partm ent A rt1. The list m ight also specify A dam s-*-A rt1, m eaning that A dam s can
access the object from  any group in com partm ent A rt1. Likew ise, a notation of *-D ecl-*
w ould m ean ―any user in group D ecl in any com partm ent.‖ D ifferent placem ents of the
w ildcard notation * have the obvious interpretations.

U nix uses a sim ilar approach w ith user‌group‌w orld perm issions. Every user belongs
to a group of related users‍ students in a com m on class, w orkers on a shared project, or
m em bers of the sam e departm ent. The access perm issions for each object are a triple
(u,g,w ) in w hich u is for the access rights of the user, g is for other m em bers of the group,
and w  is for all other users in the w orld.

The access control list can be m aintained in sorted order, w ith * sorted as com ing after
all specific nam es. For exam ple, A dam s-D ecl-* w ould com e after all specific
com partm ent designations for A dam s. The search for access perm ission continues just
until the first m atch. In the protocol, all explicit designations are checked before w ild
cards in any position, so a specific access right w ould take precedence over a w ildcard
right. The last entry on an access list could be *-*-*, specifying rights allow able to any
user not explicitly on the access list. W ith this w ildcard device, a shared public object can
have a very short access list, explicitly nam ing the few  subjects that should have access
rights different from  the default.

Privilege L ist

A  privilege list, som etim es called a directory, is a row  of the access m atrix, show ing
all those privileges or access rights for a given subject (show n in Figure 2-14). O ne
advantage of a privilege list is ease of revocation: If a user is rem oved from  the system ,
the privilege list show s all objects to w hich the user has access so that those rights can be
rem oved from  the object.



FIG U R E  2-14 Privilege C ontrol List

C apability

So far, w e have exam ined protection schem es in w hich the operating system  m ust keep
track of all the protection objects and rights. B ut other approaches put som e of the burden
on the user. For exam ple, a user m ay be required to have a ticket or pass that enables
access, m uch like a ticket or identification card that cannot be duplicated.

M ore form ally, w e say that a capability is an unforgeable token that gives the possessor
certain rights to an object. The M ultics [SA L74], C A L [LA M 76], and H ydra [W U L74]
system s used capabilities for access control. A s show n in Figure 2-15, a capability is just
one access control triple of a subject, object, and right. In theory, a subject can create new
objects and can specify the operations allow ed on those objects. For exam ple, users can
create objects such as files, data segm ents, or subprocesses and can also specify the
acceptable kinds of operations, such as read, w rite, and execute. B ut a user can also create
com pletely new  objects, such as new  data structures, and can define types of accesses
previously unknow n to the system .

FIG U R E  2-15 C apability

C apability: Single- or m ulti-use ticket to access an object or service

Think of capability as a ticket giving perm ission to a subject to have a certain type of
access to an object. For the capability to offer solid protection, the ticket m ust be



unforgeable. O ne w ay to m ake it unforgeable is to not give the ticket directly to the user.
Instead, the operating system  holds all tickets on behalf of the users. The operating system
returns to the user a pointer to an operating system  data structure, w hich also links to the
user. A  capability can be created only by a specific request from  a user to the operating
system . Each capability also identifies the allow able accesses.

A lternatively, capabilities can be encrypted under a key available only to the access
control m echanism . If the encrypted capability contains the identity of its rightful ow ner,
user A  cannot copy the capability and give it to user B .

O ne possible access right to an object is transfer or propagate. A  subject having this
right can pass copies of capabilities to other subjects. In turn, each of these capabilities
also has a list of perm itted types of accesses, one of w hich m ight also be transfer. In this
instance, process A  can pass a copy of a capability to B , w ho can then pass a copy to C . B
can prevent further distribution of the capability (and therefore prevent further
dissem ination of the access right) by om itting the transfer right from  the rights passed in
the capability to C . B  m ight still pass certain access rights to C , but not the right to
propagate access rights to other subjects.

A s a process executes, it operates in a dom ain or local nam e space. The dom ain is the
collection of objects to w hich the process has access. A  dom ain for a user at a given tim e
m ight include som e program s, files, data segm ents, and I/O  devices such as a printer and a
term inal. A n exam ple of a dom ain is show n in Figure 2-16.

FIG U R E  2-16 Exam ple of a D om ain

A s execution continues, the process m ay call a subprocedure, passing som e of the
objects to w hich it has access as argum ents to the subprocedure. The dom ain of the
subprocedure is not necessarily the sam e as that of its calling procedure; in fact, a calling
procedure m ay pass only som e of its objects to the subprocedure, and the subprocedure
m ay have access rights to other objects not accessible to the calling procedure, as show n
in Figure 2-17. The caller m ay also pass only som e of its access rights for the objects it
passes to the subprocedure. For exam ple, a procedure m ight pass to a subprocedure the
right to read but not to m odify a particular data value.



FIG U R E  2-17 Passing O bjects to a D om ain

B ecause each capability identifies a single object in a dom ain, the collection of
capabilities defines the dom ain. W hen a process calls a subprocedure and passes certain
objects to the subprocedure, the operating system  form s a stack of all the capabilities of
the current procedure. The operating system  then creates new  capabilities for the
subprocedure.

O perationally, capabilities are a straightforw ard w ay to keep track of the access rights
of subjects to objects during execution. The capabilities are backed up by a m ore
com prehensive table, such as an access control m atrix or an access control list. Each tim e
a process seeks to use a new  object, the operating system  exam ines the m aster list of
objects and subjects to determ ine w hether the object is accessible. If so, the operating
system  creates a capability for that object.

C apabilities m ust be stored in m em ory inaccessible to norm al users. O ne w ay of
accom plishing this is to store capabilities in segm ents not pointed at by the user‒s segm ent
table or to enclose them  in protected m em ory as from  a pair of base/bounds registers.
A nother approach is to use a tagged architecture m achine to identify capabilities as
structures requiring protection.

D uring execution, only the capabilities of objects that have been accessed by the current
process are kept readily available. This restriction im proves the speed w ith w hich access
to an object can be checked. This approach is essentially the one used in M ultics, as
described in [FA B 74].

C apabilities can be revoked. W hen an issuing subject revokes a capability, no further
access under the revoked capability should be perm itted. A  capability table can contain
pointers to the active capabilities spaw ned under it so that the operating system  can trace



w hat access rights should be deleted if a capability is revoked. A  sim ilar problem  is
deleting capabilities for users w ho are no longer active.

These three basic structures, the directory, access control m atrix and its subsets, and
capability, are the basis of access control system s im plem ented today. Q uite apart from  the
m echanical im plem entation of the access control m atrix or its substructures, tw o access
m odels relate m ore specifically to the objective of access control: relating access to a
subject‒s role or the context of the access. W e present those m odels next.

Procedure-O riented A ccess C ontrol
O ne goal of access control is restricting not just w hat subjects have access to an object,

but also w hat they can do to that object. R ead versus w rite access can be controlled rather
readily by m ost applications and operating system s, but m ore com plex control is not so
easy to achieve.

B y procedure-oriented protection, w e im ply the existence of a procedure that controls
access to objects (for exam ple, by perform ing its ow n user authentication to strengthen the
basic protection provided by the basic operating system ). In essence, the procedure form s
a capsule around the object, perm itting only certain specified accesses.

Procedures can perform  actions specific to a particular object in
im plem enting access control.

Procedures can ensure that accesses to an object be m ade through a trusted interface.
For exam ple, neither users nor general operating system  routines m ight be allow ed direct
access to the table of valid users. Instead, the only accesses allow ed m ight be through
three procedures: one to add a user, one to delete a user, and one to check w hether a
particular nam e corresponds to a valid user. These procedures, especially add and delete,
could use their ow n checks to m ake sure that calls to them  are legitim ate.

Procedure-oriented protection im plem ents the principle of inform ation hiding because
the m eans of im plem enting an object are know n only to the object‒s control procedure. O f
course, this degree of protection carries a penalty of inefficiency. W ith procedure-oriented
protection, there can be no sim ple, fast access checking, even if the object is frequently
used.

R ole-B ased A ccess C ontrol
W e have not yet distinguished am ong kinds of users, but w e w ant som e users (such as

adm inistrators) to have significant privileges, and w e w ant others (such as regular users or
guests) to have low er privileges. In com panies and educational institutions, this can get
com plicated w hen an ordinary user becom es an adm inistrator or a baker m oves to the
candlestick m akers‒ group. R ole-based access control lets us associate privileges w ith
groups, such as all adm inistrators can do this or candlestick m akers are forbidden to do
that. A dm inistering security is easier if w e can control access by job dem ands, not by
person. A ccess control keeps up w ith a person w ho changes responsibilities, and the
system  adm inistrator does not have to choose the appropriate access control settings for
som eone. For m ore details on the nuances of role-based access control, see [FER 03].



A ccess control by role recognizes com m on needs of all m em bers of a set
of subjects.

In conclusion, our study of access control m echanism s has intentionally progressed
from  sim ple to com plex. H istorically, as the m echanism s have provided greater flexibility,
they have done so w ith a price of increased overhead. For exam ple, im plem enting
capabilities that m ust be checked on each access is far m ore difficult than im plem enting a
sim ple directory structure that is checked only on a subject‒s first access to an object. This
com plexity is apparent to both the user and im plem enter. The user is aw are of additional
protection features, but the naíve user m ay be frustrated or intim idated at having to select
protection options w ith little understanding of their usefulness. The im plem entation
com plexity becom es apparent in slow  response to users. The balance betw een sim plicity
and functionality is a continuing struggle in security.

2.3 C ryptography
N ext w e introduce the third of our basic security tools, cryptography. In this chapter w e

present only the rudim ents of the topic, just enough so you can see how  it can be used and
w hat it can achieve. W e leave the internals for C hapter 12 at the end of this book. W e do
that because m ost com puter security practitioners w ould be hard-pressed to explain or
im plem ent good cryptography from  scratch, w hich m akes our point that you do not need
to understand the internals of cryptography just to use it successfully. A s you read this
chapter you m ay w ell ask w hy som ething is done in a particular w ay or how  som ething
really w orks. W e invite you to jum p to C hapter 12 for the details. B ut this chapter focuses
on the tool and its uses, leaving the internal w orkings for the future.

Encryption or cryptography‍ the nam e m eans secret w riting‍ is probably the strongest
defense in the arsenal of com puter security protection. W ell-disguised data cannot easily
be read, m odified, or fabricated. Sim ply put, encryption is like a m achine: you put data in
one end, gears spin and lights flash, and you receive m odified data out the other end. In
fact, som e encryption devices used during W orld W ar II operated w ith actual gears and
rotors, and these devices w ere effective at deterring (although not alw ays preventing) the
opposite side from  reading the protected m essages. N ow  the m achinery has been replaced
by com puter algorithm s, but the principle is the sam e: A  transform ation m akes data
difficult for an outsider to interpret.

C ryptography conceals data against unauthorized access.

W e begin by exam ining w hat encryption does and how  it w orks. W e introduce the basic
principles of encryption algorithm s, introducing tw o types of encryption w ith distinct uses.
B ecause w eak or flaw ed encryption creates only the illusion of protection, w e also look at
how  encryption can fail. W e briefly describe techniques used to break through the
protective cover to void security. B uilding on these basic types of encryption, w e show
how  to com bine them  to securely address several general problem s of com puting and
com m unicating.

Problem s A ddressed by E ncryption



Som etim es w e describe encryption in the context of sending secret m essages. This
fram ing is just for ease of description: The sam e concepts apply to protecting a file of data
or sensitive inform ation in m em ory. So w hen w e talk about sending a m essage, you should
also think of protecting any digital object for access only by authorized people.

C onsider the steps involved in sending m essages from  a sender, S, to a recipient, R. If
S entrusts the m essage to T, w ho then delivers it to R, T then becom es the transm ission
m edium . If an outsider, O , w ants to access the m essage (to read, change, or even destroy
it), w e call O  an interceptor or intruder. A ny tim e after S transm its the m essage via T, it
is vulnerable to exploitation, and O  m ight try to access it in any of the follow ing w ays:

‛ block it, by preventing its reaching R , thereby affecting the availability of the
m essage
‛ intercept it, by reading or listening to the m essage, thereby affecting the
confidentiality of the m essage
‛ m odify it, by seizing the m essage and changing it in som e w ay, affecting the
m essage‒s integrity
‛ fabricate an authentic-looking m essage, arranging for it to be delivered as if it
cam e from  S, thereby also affecting the integrity of the m essage

A s you can see, a m essage‒s vulnerabilities reflect the four possible security failures w e
identified in C hapter 1. Fortunately, encryption is a technique that can address all these
problem s. Encryption is a m eans of m aintaining secure data in an insecure environm ent. In
this book, w e study encryption as a security technique, and w e see how  it is used in
protecting program s, databases, netw orks, and electronic com m unications.

Term inology
E ncryption is the process of encoding a m essage so that its m eaning is not obvious;

decryption is the reverse process, transform ing an encrypted m essage back into its
norm al, original form . A lternatively, the term s encode and decode or encipher and
decipher are used instead of encrypt and decrypt.2 That is, w e say w e encode, encrypt, or
encipher the original m essage to hide its m eaning. Then, w e decode, decrypt, or decipher
it to reveal the original m essage. A  system  for encryption and decryption is called a
cryptosystem .

2. There are slight differences in the m eanings of these three pairs of w ords, although they are not significant in
the context of this discussion. Strictly speaking, encoding is the process of translating entire w ords or phrases to
other w ords or phrases, w hereas enciphering is translating letters or sym bols individually; encryption is the
group term  that covers both encoding and enciphering.

The original form  of a m essage is know n as plaintext, and the encrypted form  is called
ciphertext. This relationship is show n in Figure 2-18. Think of encryption as a form  of
opaque paint that obscures or obliterates the plaintext, preventing it from  being seen or
interpreted accurately. Then, decryption is the process of peeling aw ay the paint to reveal
the original plaintext again.



FIG U R E  2-18 Plaintext and C iphertext

C iphertext: encrypted m aterial; plaintext: m aterial in intelligible form

W e use a form al notation to describe the transform ations betw een plaintext and
ciphertext. For exam ple, w e w rite C  = E(P) and P = D (C ), w here C  represents the
ciphertext, E is the encryption rule, P is the plaintext, and D  is the decryption rule. W hat
w e seek is a cryptosystem  for w hich P = D (E(P)). In other w ords, w e w ant to be able to
convert the plaintext m essage to ciphertext to protect it from  an intruder, but w e also w ant
to be able to get the original m essage back so that the receiver can read it properly.

E ncryption K eys

A  cryptosystem  involves a set of rules for how  to encrypt the plaintext and decrypt the
ciphertext. The encryption and decryption rules, called algorithm s, often use a device
called a key, denoted by K , so that the resulting ciphertext depends on the original
plaintext m essage, the algorithm , and the key value. W e w rite this dependence as C  = E(K ,
P). Essentially, E is a set of encryption algorithm s, and the key K  selects one specific
algorithm  from  the set.

This process is sim ilar to using m ass-produced locks in houses. A s a hom eow ner, you
w ould pay dearly to contract w ith som eone to invent and m ake a lock just for your house.
In addition, you w ould not know  w hether a particular inventor‒s lock w as really solid or
how  it com pared w ith those of other inventors. A  better solution is to have a few  w ell-
know n, w ell-respected com panies producing standard locks that differ according to the
(physical) key. Then, you and your neighbor m ight have the sam e brand and style of lock,
but your key w ill open only your lock. In the sam e w ay, it is useful to have a few  w ell-
exam ined encryption algorithm s for everyone to use, but differing keys w ould prevent
som eone from  breaking into data you are trying to protect.

Som etim es the encryption and decryption keys are the sam e, so P = D (K ,E(K ,P)),
m eaning that the sam e key, K , is used both to encrypt a m essage and later to decrypt it.
This form  is called sym m etric or single-key or secret key encryption because D  and E are
m irror-im age processes. A s a trivial exam ple, the encryption algorithm  m ight be to shift
each plaintext letter forw ard n positions in the alphabet. For n = 1, A  is changed to b, B  to
c, “  P to q, “  and Z to a, so w e say the key value is n, m oving n positions forw ard for
encryption and backw ard for decryption. (You m ight notice that w e have w ritten the
plaintext in uppercase letters and the corresponding ciphertext in low ercase;
cryptographers som etim es use that convention to help them  distinguish the tw o.)

Sym m etric encryption: one key encrypts and decrypts.



A t other tim es, encryption and decryption keys com e in pairs. Then, a decryption key,
K D , inverts the encryption of key K E, so that P = D (K D , E(K E,P)). Encryption algorithm s
of this form  are called asym m etric or public key because converting C  back to P involves
a series of steps and a key that are different from  the steps and key of E. The difference
betw een sym m etric and asym m etric encryption is show n in Figure 2-19.

FIG U R E  2-19 Sym m etric and A sym m etric Encryption

A sym m etric encryption: one key encrypts, a different key decrypts.

A  key gives us flexibility in using an encryption schem e. W e can create different
encryptions of one plaintext m essage just by changing the key. M oreover, using a key
provides additional security. If the encryption algorithm  should fall into the interceptor‒s
hands, future m essages can still be kept secret because the interceptor w ill not know  the
key value. Sidebar 2-14 describes how  the B ritish dealt w ith w ritten keys and codes in
W orld W ar II. A n encryption schem e that does not require the use of a key is called a
keyless cipher.

Sidebar 2-14 Silken C odes
Leo M arks [M A R 98] describes his life as a code-m aker in B ritain during W orld
W ar II. That is, the B ritish hired M arks and others to devise codes that could be
used by spies and soldiers in the field. In the early days, the encryption schem e
depended on poem s that w ere w ritten for each spy, and it relied on the spy‒s
ability to m em orize and recall the poem s correctly.
M arks reduced the risk of error by introducing a coding schem e that w as

printed on pieces of silk. Silk hidden under clothing could not be felt w hen the
spy w as patted dow n and searched. A nd, unlike paper, silk burns quickly and
com pletely, so the spy could destroy incrim inating evidence, also ensuring that
the enem y could not get even fragm ents of the valuable code. W hen pressed by
superiors as to w hy the B ritish should use scarce silk (w hich w as also needed for
w ar-tim e necessities like parachutes) for codes, M arks said that it w as a choice



―betw een silk and cyanide.‖

The history of encryption is fascinating; it is w ell docum ented in D avid K ahn‒s book
[K A H 96]. C laude Shannon is considered the father of m odern cryptography because he
laid out a form al, m athem atical foundation for inform ation security and expounded on
several principles for secure cryptography at the naissance of digital com puting [SH A 49].
Encryption has been used for centuries to protect diplom atic and m ilitary com m unications,
som etim es w ithout full success. The w ord cryptography refers to the practice of using
encryption to conceal text. A  cryptanalyst studies encryption and encrypted m essages,
hoping to find the hidden m eanings. A  cryptanalyst m ight also w ork defensively, probing
codes and ciphers to see if they are solid enough to protect data adequately.

B oth a cryptographer and a cryptanalyst attem pt to translate coded m aterial back to its
original form . N orm ally, a cryptographer w orks on behalf of a legitim ate sender or
receiver, w hereas a cryptanalyst w orks on behalf of an unauthorized interceptor. Finally,
cryptology is the research into and study of encryption and decryption; it includes both
cryptography and cryptanalysis.

C ryptanalysis

A  cryptanalyst‒s chore is to break an encryption. That is, the cryptanalyst attem pts to
deduce the original m eaning of a ciphertext m essage. B etter yet, the cryptanalyst hopes to
determ ine w hich decrypting algorithm , and ideally w hich key, m atches the encrypting
algorithm  to be able to break other m essages encoded in the sam e w ay.

For instance, suppose tw o countries are at w ar and the first country has intercepted
encrypted m essages of the second. C ryptanalysts of the first country w ant to decipher a
particular m essage so as to anticipate the m ovem ents and resources of the second. B ut
even better is to discover the actual decryption m ethod; then the first country can penetrate
the encryption of all m essages sent by the second country.

A n analyst w orks w ith a variety of inform ation: encrypted m essages, know n encryption
algorithm s, intercepted plaintext, data item s know n or suspected to be in a ciphertext
m essage, m athem atical or statistical tools and techniques, and properties of languages, as
w ell as plenty of ingenuity and luck. Each piece of evidence can provide a clue, and the
analyst puts the clues together to try to form  a larger picture of a m essage‒s m eaning in the
context of how  the encryption is done. R em em ber that there are no rules. A n interceptor
can use any m eans available to tease out the m eaning of the m essage.

W ork Factor

A n encryption algorithm  is called breakable w hen, given enough tim e and data, an
analyst can determ ine the algorithm . H ow ever, an algorithm  that is theoretically breakable
m ay in fact be im practical to try to break. To see w hy, consider a 25-character m essage
that is expressed in just uppercase letters. A  given cipher schem e m ay have 2625

(approxim ately 1035) possible decipherm ents, so the task is to select the right one out of
the 2625. If your com puter could perform  on the order of 1010 operations per second,
finding this decipherm ent w ould require on the order of 1025 seconds, or roughly 1017
years. In this case, although w e know  that theoretically w e could generate the solution,



determ ining the deciphering algorithm  by exam ining all possibilities can be ignored as
infeasible w ith current technology.

The difficulty of breaking an encryption is called its w ork factor. A gain, an analogy to
physical locks m ay prove helpful. A s you know , physical keys have notches or other
irregularities, and the notches cause pins to m ove inside a lock, allow ing the lock to open.
Som e sim ple locks, such as those sold w ith suitcases, have only one notch, so these locks
can often be opened w ith just a piece of bent w ire; w orse yet, som e m anufacturers produce
only a few  (and som etim es just one!) distinct internal pin designs; you m ight be able to
open any such lock w ith a ring of just a few  keys. C learly these locks are cosm etic only.

C om m on house locks have five or six notches, and each notch can have any of ten
depths. To open such a lock requires finding the right com bination of notch depths, of
w hich there m ay be up to a m illion possibilities, so carrying a ring of that m any keys is
infeasible. Even though in theory som eone could open one of these locks by trying all
possible keys, in practice the num ber of possibilities is prohibitive. W e say that the w ork
factor to open one of these locks w ithout the appropriate key is large enough to deter m ost
attacks. So too w ith cryptography: A n encryption is adequate if the w ork to decrypt
w ithout know ing the encryption key is greater than the value of the encrypted data.

W ork factor: am ount of effort needed to break an encryption (or m ount a
successful attack)

Tw o other im portant issues m ust be addressed w hen considering the breakability of
encryption algorithm s. First, the cryptanalyst cannot be expected to try only the hard, long
w ay. In the exam ple just presented, the obvious decryption m ight require 2625 m achine
operations, but a m ore ingenious approach m ight require only 1015 operations. A t the
speed of 1010 operations per second, 1015 operations take slightly m ore than one day. The
ingenious approach is certainly feasible. In fact, new spapers som etim es print cryptogram
puzzles that hum ans solve w ith pen and paper alone, so there is clearly a shortcut to our
com puter m achine tim e estim ate of years or even one day of effort. The new spaper gam es
give hints about w ord lengths and repeated characters, so hum ans are solving an easier
problem . A s w e said, how ever, cryptanalysts also use every piece of inform ation at their
disposal.

Som e of the algorithm s w e study in this book are based on know n ―hard‖ problem s that
take an unreasonably long tim e to solve. B ut the cryptanalyst does not necessarily have to
solve the underlying problem  to break the encryption of a single m essage. Sloppy use of
controls can reveal likely w ords or phrases, and an analyst can use educated guesses
com bined w ith careful analysis to generate all or m uch of an im portant m essage. O r the
cryptanalyst m ight em ploy a spy to obtain the plaintext entirely outside the system ;
analysts m ight then use the pair of plaintext and corresponding ciphertext to infer the
algorithm  or key used to apply to subsequent m essages.

In cryptanalysis there are no rules: A ny action is fair play.

Second, estim ates of breakability are based on current technology. A n enorm ous



advance in com puting technology has occurred since 1950. Things that w ere infeasible in
1940 becam e possible by the 1950s, and every succeeding decade has brought greater
im provem ents. A  conjecture know n as ―M oore‒s Law ‖ asserts that the speed of processors
doubles every 1.5 years, and this conjecture has been true for over three decades. W e dare
not pronounce an algorithm  secure just because it cannot be broken w ith current
technology, or w orse, that it has not been broken yet.

In this book w e w rite that som ething is im possible; for exam ple, it is im possible to
obtain plaintext from  ciphertext w ithout the corresponding key and algorithm . Please
understand that in cryptography few  things are truly im possible: infeasible or prohibitively
difficult, perhaps, but im possible, no.

Sym m etric and A sym m etric E ncryption System s

R ecall that the tw o basic kinds of encryptions are sym m etric (also called ―secret key‖)
and asym m etric (also called ―public key‖). Sym m etric algorithm s use one key, w hich
w orks for both encryption and decryption. U sually, the decryption algorithm  is closely
related to the encryption one, essentially running the encryption in reverse.

The sym m etric system s provide a tw o-w ay channel to their users: A  and B  share a
secret key, and they can both encrypt inform ation to send to the other as w ell as decrypt
inform ation from  the other. A s long as the key rem ains secret, the system  also provides
authenticity, proof that a m essage received w as not fabricated by som eone other than the
declared sender.3 A uthenticity is ensured because only the legitim ate sender can produce a
m essage that w ill decrypt properly w ith the shared key.

3. This being a security book, w e point out that the proof is actually that the m essage w as sent by som eone w ho
had or could sim ulate the effect of the sender‒s key. W ith m any security threats there is a sm all, but non-zero, risk
that the m essage is not actually from  the sender but is a com plex forgery.

Sym m etry is a m ajor advantage of this type of encryption, but it also leads to a problem :
H ow  do tw o users A  and B  obtain their shared secret key? A nd only A  and B  can use that
key for their encrypted com m unications. If A  w ants to share encrypted com m unication
w ith another user C , A  and C  need a different shared secret key. M anaging keys is the
m ajor difficulty in using sym m etric encryption. In general, n users w ho w ant to
com m unicate in pairs need n * (n ‌ 1)/2 keys. In other w ords, the num ber of keys needed
increases at a rate proportional to the square of the num ber of users! So a property of
sym m etric encryption system s is that they require a m eans of key distribution.

A sym m etric or public key system s, on the other hand, typically have precisely m atched
pairs of keys. The keys are produced together or one is derived m athem atically from  the
other. Thus, a process com putes both keys as a set.

B ut for both kinds of encryption, a key m ust be kept w ell secured. O nce the sym m etric
or private key is know n by an outsider, all m essages w ritten previously or in the future can
be decrypted (and hence read or m odified) by the outsider. So, for all encryption
algorithm s, key m anagem ent is a m ajor issue. It involves storing, safeguarding, and
activating keys.

A sym m etric system s excel at key m anagem ent. B y the nature of the public key
approach, you can send a public key in an em ail m essage or post it in a public directory.
O nly the corresponding private key, w hich presum ably is not disclosed, can decrypt w hat



has been encrypted w ith the public key.

Stream  and B lock C iphers

O ne final characterization of encryption algorithm s relates to the nature of the data to be
concealed. Suppose you are stream ing video, perhaps a m ovie, from  a satellite. The stream
m ay com e in bursts, depending on such things as the load on the satellite and the speed at
w hich the sender and receiver can operate. For such application you m ay use w hat is
called stream  encryption, in w hich each bit, or perhaps each byte, of the data stream  is
encrypted separately. A  m odel of stream  enciphering is show n in Figure 2-20. N otice that
the input sym bols are transform ed one at a tim e. The advantage of a stream  cipher is that it
can be applied im m ediately to w hatever data item s are ready to transm it. B ut m ost
encryption algorithm s involve com plex transform ations; to do these transform ations on
one or a few  bits at a tim e is expensive.

FIG U R E  2-20 Stream  Enciphering

To address this problem  and m ake it harder for a cryptanalyst to break the code, w e can
use block ciphers. A  block cipher encrypts a group of plaintext sym bols as a single block.
A  block cipher algorithm  perform s its w ork on a quantity of plaintext data all at once. Like
a m achine that cuts out 24 cookies at a tim e, these algorithm s capitalize on econom ies of
scale by operating on large am ounts of data at once. B locks for such algorithm s are
typically 64, 128, 256 bits or m ore. The block size need not have any particular
relationship to the size of a character. B lock ciphers w ork on blocks of plaintext and
produce blocks of ciphertext, as show n in Figure 2-21. In the figure, the central box
represents an encryption m achine: The previous plaintext pair is converted to po, the
current one being converted is IH, and the m achine is soon to convert ES.



FIG U R E  2-21 B lock C ipher

Stream  ciphers encrypt one bit or one byte at a tim e; block ciphers
encrypt a fixed num ber of bits as a single chunk.

Table 2-10 lists the advantages and disadvantages of stream  and block encryption
algorithm s.



TA B L E  2-10 Stream  and B lock Encryption A lgorithm s

W ith this description of the characteristics of different encryption algorithm s w e can
now  turn to som e w idely used encryption algorithm s. W e present how  each w orks, a bit of
the historical context and m otivation for each, and som e strengths and w eaknesses. W e
identify these algorithm s by nam e because these nam es appear in the popular literature.
W e also introduce other sym m etric algorithm s in C hapter 12. O f course you should
recognize that these are just exam ples of popular algorithm s; over tim e these algorithm s
m ay be superseded by others. To a large degree cryptography has becom e plug-and-play,
m eaning that in an application developers can substitute one algorithm  for another of the
sam e type and sim ilar characteristics. In that w ay advancem ents in the field of
cryptography do not require that all applications using cryptography be rew ritten.

D E S: T he D ata E ncryption Standard
The D ata Encryption Standard (D ES) [N B S77], a system  developed for the U .S.

governm ent, w as intended for use by the general public. Standards organizations have
officially accepted it as a cryptographic standard both in the U nited States and abroad.
M oreover, m any hardw are and softw are system s have been designed w ith D ES. For m any
years it w as the algorithm  of choice for protecting financial, personal, and corporate data;
how ever, researchers increasingly questioned its adequacy as it aged.

O verview  of the D E S A lgorithm

The D ES algorithm  [N B S77] w as developed in the 1970s by IB M  for the U .S. N ational
Institute of Standards and Technology (N IST), then called the N ational B ureau of
Standards (N B S). D ES is a careful and com plex com bination of tw o fundam ental building
blocks of encryption: substitution and transposition. The algorithm  derives its strength
from  repeated application of these tw o techniques, one on top of the other, for a total of 16
cycles. The sheer com plexity of tracing a single bit through 16 iterations of substitutions
and transpositions has so far stopped researchers in the public from  identifying m ore than
a handful of general properties of the algorithm .

The algorithm  begins by encrypting the plaintext as blocks of 64 bits. The key is 64 bits
long, but in fact it can be any 56-bit num ber. (The extra 8 bits are often used as check
digits but do not affect encryption in norm al im plem entations. Thus w e say that D ES uses
a key, the strength of w hich is 56 bits.) The user can pick a new  key at w ill any tim e there
is uncertainty about the security of the old key.

D E S encrypts 64-bit blocks by using a 56-bit key.

D ES uses only standard arithm etic and logical operations on binary data up to 64 bits
long, so it is suitable for im plem entation in softw are on m ost current com puters.
Encrypting w ith D ES involves 16 iterations, each em ploying replacing blocks of bits
(called a substitution step), shuffling the bits (called a perm utation step), and m ingling in
bits from  the key (called a key transform ation). A lthough com plex, the process is table
driven and repetitive, m aking it suitable for im plem entation on a single-purpose chip. In
fact, several such chips are available on the m arket for use as basic com ponents in devices
that use D ES encryption in an application.



D ouble and Triple D E S

A s you know , com puting pow er has increased rapidly over the last few  decades, and it
prom ises to continue to do so. For this reason, the D ES 56-bit key length is not long
enough for som e people‒s com fort. Since the 1970s, researchers and practitioners have
been interested in a longer-key version of D ES. B ut w e have a problem : The D ES
algorithm  design is fixed to a 56-bit key.

D ouble D E S

To address the discom fort, som e researchers suggest using a double encryption for
greater secrecy. The double encryption w orks in the follow ing w ay. Take tw o keys, k1 and
k2, and perform  tw o encryptions, one on top of the other: E(k2, E(k1,m )). In theory, this
approach should m ultiply the difficulty of breaking the encryption, just as tw o locks are
harder to pick than one.

U nfortunately, that assum ption is false. R alph M erkle and M artin H ellm an [M ER 81]
show ed that tw o encryptions are scarcely better than one: tw o encryptions w ith different
56-bit keys are equivalent in w ork factor to one encryption w ith a 57-bit key. Thus, the
double encryption adds only a sm all am ount of extra w ork for the attacker w ho is trying to
infer the key(s) under w hich a piece of ciphertext w as encrypted. A s w e soon describe,
som e 56-bit D ES keys have been derived in just days; tw o tim es days is still days, w hen
the hope w as to add m onths if not years of w ork for the second encryption. A las, double
D ES adds essentially no m ore security.

Triple D E S

H ow ever, a sim ple trick does indeed enhance the security of D ES. U sing three keys
adds significant strength.

The so-called triple D E S procedure is C  = E(k3, E(k2, E(k1,m ))). That is, you encrypt
w ith one key, then w ith the second, and finally w ith a third. This process gives a strength
roughly equivalent to a 112-bit key (because the double D ES attack defeats the strength of
one of the three keys, but it has no effect on the third key).

A  m inor variation of triple D ES, w hich som e people also confusingly call triple D ES, is
C  = E(k1, D (k2, E(k1,m ))). That is, you encrypt w ith one key, decrypt w ith a second, and
encrypt w ith the first again. This version requires only tw o keys. (The second decrypt step
also m akes this process w ork for single encryptions w ith one key: The decryption cancels
the first encryption, so the net result is one encryption. The encrypt‌decrypt‌encrypt form
is handy because one algorithm  can produce results for both conventional single-key D ES
and the m ore secure tw o-key m ethod.) This tw o-key, three-step version is subject to
another tricky attack, so its strength is rated at only about 80 bits. Still, 80 bits is beyond
reasonable cracking capability for current hardw are.

In sum m ary, ordinary D ES has a key space of 56 bits, double D ES is scarcely better, but
tw o-key triple D ES gives an effective length of 80 bits, and three-key triple D ES gives a
strength of 112 bits. R em em ber w hy w e are so fixated on key size: If no other w ay
succeeds, the attacker can alw ays try all possible keys. A  longer key m eans significantly
m ore w ork for this attack to bear fruit, w ith the w ork factor doubling for each additional



bit in key length. N ow , roughly a half century after D ES w as created, a 56-bit key is
inadequate for any serious confidentiality, but 80- and 112-bit effective key sizes afford
reasonable security. W e sum m arize these form s of D ES in Table 2-11.

TA B L E  2-11 Form s of D ES

Security of D E S

Since it w as first announced, D ES has been controversial. M any researchers have
questioned the security it provides. B ecause of its association w ith the U .S. governm ent,
specifically the U .S. N ational Security A gency (N SA ) that m ade certain unexplained
changes betw een w hat IB M  proposed and w hat the N B S actually published, som e people
have suspected that the algorithm  w as som ehow  w eakened, to allow  the governm ent to
snoop on encrypted data. M uch of this controversy has appeared in the open literature, but
certain D ES features have neither been revealed by the designers nor inferred by outside
analysts.

W hitfield D iffie and M artin H ellm an [D IF77] argued in 1977 that a 56-bit key is too
short. In 1977, it w as prohibitive to test all 256 (approxim ately 1015) keys on then current
com puters. B ut they argued that over tim e, com puters w ould becom e m ore pow erful and
the D ES algorithm  w ould rem ain unchanged; eventually, the speed of com puters w ould
exceed the strength of D ES. Exactly that happened about 20 years later. In 1997,
researchers using a netw ork of over 3,500 m achines in parallel w ere able to infer a D ES
key in four m onths‒ w ork. A nd in 1998 for approxim ately $200,000 U .S. researchers built
a special ―D ES cracker‖ m achine that could find a D ES key in approxim ately four days, a
result later im proved to a few  hours [EFF98].

D oes this m ean D ES is insecure? N o, not exactly. N o one has yet show n serious flaw s
in the D ES algorithm  itself. The 1997 attack required a great deal of cooperation, and the
1998 m achine is rather expensive. B ut even if conventional D ES can be attacked, triple
D ES is still w ell beyond the pow er of these attacks. R em em ber the im pact of exponential
grow th: Let us say, for sim plicity, that single-key D ES can be broken in one hour. The
sim ple double-key version could then be broken in tw o hours. B ut 280/256 = 224, w hich is
over 16,700,000, m eaning it w ould take 16 m illion hours, nearly 2,000 years, to defeat a
tw o-key triple D ES encryption, and considerably longer for the three-key version.



N evertheless, the basic structure of D ES w ith its fixed-length 56-bit key and fixed
num ber of iterations m akes evident the need for a new , stronger, and m ore flexible
algorithm . In 1995, the N IST began the search for a new , strong encryption algorithm . The
response to that search has becom e the A dvanced Encryption Standard, or A ES.

A E S: A dvanced E ncryption System
A fter a public com petition and review , N IST selected an algorithm  nam ed R ijndael as

the new  advanced encryption system ; R ijndael is now  know n m ore w idely as A ES. A ES
w as adopted for use by the U .S. governm ent in D ecem ber 2001 and becam e Federal
Inform ation Processing Standard 197 [N IS01]. A ES is likely to be the com m ercial-grade
sym m etric algorithm  of choice for years, if not decades. Let us look at it m ore closely.

O verview  of R ijndael

R ijndael is a fast algorithm  that can easily be im plem ented on sim ple processors.
A lthough it has a strong m athem atical foundation, it prim arily uses substitution,
transposition, the shift, exclusive O R , and addition operations. Like D ES, A ES uses repeat
cycles.

There are 10, 12, or 14 cycles for keys of 128, 192, and 256 bits, respectively. In
R ijndael, the cycles are called ―rounds.‖ Each round consists of four steps that substitute
and scram ble bits. B its from  the key are frequently com bined w ith interm ediate result bits,
so key bits are also w ell diffused throughout the result. Furtherm ore, these four steps are
extrem ely fast. The A ES algorithm  is depicted in Figure 2-22.



FIG U R E  2-22 A ES Encryption A lgorithm

Strength of the A lgorithm

The characteristics and apparent strength of D ES and A ES are com pared in Table 2-12.
R em em ber, of course, that these strength figures apply only if the im plem entation and use
are robust; a strong algorithm  loses strength if used w ith a w eakness that lets outsiders
determ ine key properties of the encrypted data.



TA B L E  2-12 C om parison of D ES and A ES

M oreover, the num ber of cycles can be extended in a natural w ay. W ith D ES the
algorithm  w as defined for precisely 16 cycles; to extend that num ber w ould require
substantial redefinition of the algorithm . The internal structure of A ES has no a priori
lim itation on the num ber of cycles. If a cryptanalyst ever concluded that 10 or 12 or 14
rounds w ere too low , the only change needed to im prove the algorithm  w ould be to change
the lim it on a repeat loop.

A  m ark of confidence is that the U .S. governm ent has approved A ES for protecting
Secret and Top Secret classified docum ents. This is the first tim e the U nited States has
ever approved the use of a com m ercial algorithm  derived outside the governm ent (and
furtherm ore, outside the U nited States) to encrypt classified data.

H ow ever, w e cannot rest on our laurels. N o one can predict now  w hat lim itations
cryptanalysts m ight identify in the future. Fortunately, talented cryptologists continue to
investigate even stronger algorithm s that w ill be able to replace A ES w hen it becom es
obsolete. A t present, A ES seem s to be a significant im provem ent over D ES, and it can be
im proved in a natural w ay if necessary. D ES is still in w idespread use, but A ES is also
w idely adopted, particularly for new  applications.

Public K ey C ryptography
So far, w e have looked at encryption algorithm s from  the point of view  of m aking the

scram bling easy for the sender (so that encryption is fast and sim ple) and the decryption
easy for the receiver but not for an intruder. B ut this functional view  of transform ing
plaintext to ciphertext is only part of the picture. W e m ust also figure out how  to distribute
encryption keys. W e have noted how  useful keys can be in deterring an intruder, but the
key m ust rem ain secret for it to be effective. The encryption algorithm s w e have presented
so far are called sym m etric or secret-key algorithm s. The tw o m ost w idely used
sym m etric algorithm s, D ES and A ES, operate sim ilarly: Tw o users have copies of the



sam e key. O ne user uses the algorithm  to encrypt som e plaintext under the key, and the
other user uses an inverse of the algorithm  w ith the sam e key to decrypt the ciphertext.
The crux of this issue is that all the pow er of the encryption depends on the secrecy of the
key.

In 1976, W hitfield D iffie and M artin H ellm an [D IF76] invented public key
cryptography, a new  kind of encryption. W ith a public key encryption system , each user
has tw o keys, one of w hich does not have to be kept secret. A lthough counterintuitive, in
fact the public nature of the key does not com prom ise the secrecy of the system . Instead,
the basis for public key encryption is to allow  the key to be divulged but to keep the
decryption technique secret. Public key cryptosystem s accom plish this goal by using tw o
keys: one to encrypt and the other to decrypt. A lthough these keys are produced in
m athem atically related pairs, an outsider is effectively unable to use one key to derive the
other.

In this section, w e look at w ays to allow  the key to be public but still protect the
m essage. W e also focus on the R SA  algorithm , a popular, com m ercial-grade public key
system . O ther algorithm s, such as elliptic curve cryptosystem s [M IL85, K O B 87] and the
El G am al algorithm  [ELG 85], both of w hich w e cover in C hapter 12, operate sim ilarly
(although the underlying m athem atics are very different). W e concentrate on R SA  because
m any applications use it. W e also present a m athem atical schem e by w hich tw o users can
jointly construct a secret encryption key w ithout having any prior secrets.

M otivation

W hy should m aking the key public be desirable? W ith a conventional sym m etric key
system , each pair of users needs a separate key. B ut w ith public key system s, anyone using
a single public key can send a secret m essage to a user, and the m essage rem ains
adequately protected from  being read by an interceptor. Let us investigate w hy this is so.

R ecall that in general, an n-user system  requires n * (n ‌ 1)/2 keys, and each user m ust
track and rem em ber a key for each other user w ith w hom  he or she w ants to com m unicate.
A s the num ber of users grow s, the num ber of keys increases rapidly, as show n in Figure 2-
23. D eterm ining and distributing these keys is a problem . A  m ore serious problem  is
m aintaining security for the keys already distributed‍ w e cannot expect users to
m em orize so m any keys. W orse, loss or exposure of one user‒s keys requires setting up a
new  key pair w ith each of that user‒s correspondents.



FIG U R E  2-23 Explosion in N um ber of K eys

C haracteristics

W e can reduce the problem  of key proliferation by using a public key approach. In a
public key or asym m etric encryption system , each user has tw o keys: a public key and
a private key. The user m ay freely publish the public key because each key does only
encryption or decryption, but not both. The keys operate as inverses, m eaning that one key
undoes the encryption provided by the other key. B ut deducing one key from  the other is
effectively im possible.

To see how , let kPRIV be a user‒s private key, and let kPU B be the corresponding public
key. Then, encrypted plaintext using the public key is decrypted by application of the
private key; w e w rite the relationship as

P = D (kPRIV, E(kPU B,P))

That is, a user can decode w ith a private key w hat som eone else has encrypted w ith the
corresponding public key. Furtherm ore, w ith som e public key encryption algorithm s,
including R SA , w e have this relationship:

P = D (kPU B, E(kPRIV,P))

In other w ords, a user can encrypt a m essage w ith a private key, and the m essage can be
revealed only w ith the corresponding public key.

These tw o properties tell us that public and private keys can be applied in either order.
In particular, the decryption function D  can be applied to any argum ent so that w e can
decrypt before w e encrypt. W ith conventional encryption, w e seldom  think of decrypting
before encrypting. B ut the concept m akes sense w ith public keys, w here it sim ply m eans
applying the private transform ation first and then the public one.

W e have noted that a m ajor problem  w ith sym m etric encryption is the sheer num ber of
keys a single user has to store and track. W ith public keys, only tw o keys are needed per
user: one public and one private. Let us see w hat difference this m akes in the num ber of
keys needed. Suppose w e have three users, B , C , and D , w ho m ust pass protected



m essages to user A  as w ell as to each other. Since each distinct pair of users needs a key,
each user w ould need three different keys; for instance, A  w ould need a key for B , a key
for C , and a key for D . B ut using public key encryption, each of B , C , and D  can encrypt
m essages for A  by using A‒s public key. If B  has encrypted a m essage using A‒s public
key, C  cannot decrypt it, even if C  knew  it w as encrypted w ith A‒s public key. A pplying
A‒s public key tw ice, for exam ple, w ould not decrypt the m essage. (W e assum e, of course,
that A‒s private key rem ains secret.) Thus, the num ber of keys needed in the public key
system  is only tw o per user.

T he R ivest‌Sham ir‌A delm an (R SA ) A lgorithm

The R ivest‌Sham ir‌A delm an (R SA ) cryptosystem  is a public key system . B ased on
an underlying hard problem  and nam ed after its three inventors (R onald R ivest, A di
Sham ir, and Leonard A dlem an), this algorithm  w as introduced in 1978 [R IV 78].
C ryptanalysts have subjected R SA  to extensive cryptanalysis, but they have found no
serious flaw s.

The tw o keys used in R SA , d and e, are used for decryption and encryption. They are
actually interchangeable: Either can be chosen as the public key, but one having been
chosen, the other one m ust be kept private. For sim plicity, w e call the encryption key e
and the decryption key d. W e denote plaintext as P and its corresponding ciphertext as C .
C  = R SA (P,e). A lso, because of the nature of the R SA  algorithm , the keys can be applied
in either order:

P = E(D (P)) = D (E(P))

or

P = R SA (R SA (P, e), d) = R SA (R SA (P, d), e)

(You can think of E and D  as tw o com plem entary functions, each of w hich can ―undo‖
the other‒s effect.)

R SA  does have the unfortunate property that the keys are long: 256 bits is considered
the m inim um  usable length, but in m ost contexts experts prefer keys on the order of 1000
to 2000 bits. Encryption in R SA  is done by exponentiation, raising each plaintext block to
a pow er; that pow er is the key e. In contrast to fast substitution and transposition of
sym m etric algorithm s, exponentiation is extrem ely tim e-consum ing on a com puter. Even
w orse, the tim e to encrypt increases exponentially as the exponent (key) grow s longer.
Thus, R SA  is m arkedly slow er than D ES and A ES.

The encryption algorithm  is based on the underlying problem  of factoring large
num bers in a finite set called a field. So far, nobody has found a shortcut or easy w ay to
factor large num bers in a field. In a highly technical but excellent paper, D an B oneh
[B O N 99] review s all the know n cryptanalytic attacks on R SA  and concludes that none is
significant. B ecause the factorization problem  has been open for m any decades, m ost
cryptographers consider this problem  a solid basis for a secure cryptosystem .

To sum m arize, the tw o sym m etric algorithm s D ES and A ES provide solid encryption of
blocks of 64 to 256 bits of data. The asym m etric algorithm  R SA  encrypts blocks of
various sizes. D ES and A ES are substantially faster than R SA , by a factor of 10,000 or
m ore, and their rather sim ple prim itive operations have been built into som e com puter



chips, m aking their encryption even m ore efficient than R SA . Therefore, people tend to
use D ES and A ES as the m ajor cryptographic w orkhorses, and reserve slow er R SA  for
lim ited uses at w hich it excels.

The characteristics of secret key (sym m etric) and public key (asym m etric) algorithm s
are com pared in Table 2-13.

TA B L E  2-13 C om parison of Secret K ey and Public K ey Encryption

Public K ey C ryptography to E xchange Secret K eys
Encryption algorithm s alone are not the answ er to everyone‒s encryption needs.

A lthough encryption im plem ents protected com m unications channels, it can also be used
for other duties. In fact, com bining sym m etric and asym m etric encryption often capitalizes
on the best features of each.

Suppose you need to send a protected m essage to som eone you do not know  and w ho
does not know  you. This situation is m ore com m on than you m ay think. For instance, you
m ay w ant to send your incom e tax return to the governm ent. You w ant the inform ation to
be protected, but you do not necessarily know  the person w ho is receiving the inform ation.
Sim ilarly, you m ay w ant to purchase from  a shopping w ebsite, exchange private
(encrypted) em ail, or arrange for tw o hosts to establish a protected channel. Each of these
situations depends on being able to exchange an encryption key in such a w ay that nobody
else can intercept it. The problem  of tw o previously unknow n parties exchanging
cryptographic keys is both hard and im portant. Indeed, the problem  is alm ost circular: To
establish an encrypted session, you need an encrypted m eans to exchange keys.

Public key cryptography can help. Since asym m etric keys com e in pairs, one half of the
pair can be exposed w ithout com prom ising the other half. In fact, you m ight think of the
public half of the key pair as truly public‍ posted on a public w ebsite, listed in a public
directory sim ilar to a telephone listing, or sent openly in an em ail m essage. That is the
beauty of public key cryptography: A s long as the private key is not disclosed, a public
key can be open w ithout com prom ising the security of the encryption.

Sim ple K ey E xchange Protocol



Suppose that a sender, A m y, and a receiver, B ill, both have pairs of asym m etric keys for
a com m on encryption algorithm . W e denote any public key encryption function as E(k, X),
m eaning perform  the public key encryption function on X by using key k. C all the keys
kPRIV-A, kPU B-A, kPRIV-B, and kPU B-B, for the private and public keys for A m y and B ill,
respectively.

The problem  w e w ant to solve is for A m y and B ill to be able to establish a secret
(sym m etric algorithm ) encryption key that only they know . The sim plest solution is for
A m y to choose any sym m etric key K , and send E(kPRIV-A, K ) to B ill. B ill takes A m y‒s
public key, rem oves the encryption, and obtains K .

This analysis is flaw ed, how ever. H ow  does the sender know  the public key really
belongs to the intended recipient? C onsider, for exam ple, the follow ing scenario. Suppose
A m y and B ill do not have a convenient bulletin board. So, A m y just asks B ill for his key.
B asically, the key exchange protocol, depicted in Figure 2-24, w ould w ork like this:

1. A m y says: B ill, please send m e your public key.
2. B ill replies: H ere, A m y; this is m y public key.
3. A m y responds: Thanks. I have generated a sym m etric key for us to use for
this interchange. I am  sending you the sym m etric key encrypted under your
public key.

FIG U R E  2-24 K ey Exchange Protocol

In the subversion show n in Figure 2-25, w e insert an attacker, M alvolio, into this
com m unication.

1. A m y says: B ill, please send m e your public key.
1a. M alvolio intercepts the m essage and fashions a new  m essage to B ill, purporting
to com e from  A m y but w ith M alvolio‒s return address, asking for B ill‒s public key.

2. B ill replies: H ere, A m y; this is m y public key. (B ecause of the return address
in step 1a, this reply goes to M alvolio.)

2a. M alvolio holds B ill‒s public key and sends M alvolio‒s ow n public key to A m y,
alleging it is from  B ill.

3. A m y responds: Thanks. I have generated a sym m etric key for us to use for
this interchange. I am  sending you the sym m etric key encrypted under your
public key.



3a. M alvolio intercepts this m essage and obtains and holds the sym m etric key A m y
has generated.
3b. M alvolio generates a new  sym m etric key and sends it to B ill, w ith a m essage
purportedly from  A m y: Thanks. I have generated a sym m etric key for us to use for
this interchange. I am  sending you the sym m etric key encrypted under your public
key.

FIG U R E  2-25 K ey Exchange Protocol w ith a M an in the M iddle

In sum m ary, M alvolio now  holds tw o sym m etric encryption keys, one each shared w ith
A m y and B ill. N ot only can M alvolio stealthily obtain all their interchanges, but A m y and
B ill cannot com m unicate securely w ith each other because neither shares a key w ith the
other.

From  this point on, all com m unications pass through M alvolio. H aving both sym m etric
keys, M alvolio can decrypt anything received, m odify it, encrypt it under the other key,
and transm it the m odified version to the other party. N either A m y nor B ill is aw are of the
sw itch. This attack is a type of m an-in-the-m iddle4 failure, in w hich an unauthorized
third party intercedes in an activity presum ed to be exclusively betw een tw o people. See
Sidebar 2-15 for an exam ple of a real-w orld m an-in-the-m iddle attack.

4. A las, this term inology is hopelessly sexist. Even if w e called these attacks person-in-the-m iddle or intruder-in-
the-m iddle in this book, you w ould find only the term  m an-in-the-m iddle used by other w riters, w ho also use
term s like m an-in-the-brow ser and m an-in-the-phone, w hich arise in C hapter 4 of this book. Thus, w e are
regrettably stuck w ith the conventional term .



Sidebar 2-15 A spidistra, a W W  II M an in the M iddle
D uring W orld W ar II B ritain used a m an-in-the-m iddle attack to delude G erm an
pilots and civilians. A spidistra, the nam e of a com m on houseplant also know n as
cast-iron plant for its seem ing ability to live forever, w as also the nam e given to
a giant radio transm itter the B ritish W ar O ffice bought from  R C A  in 1942. The
transm itter broadcast at 500 kW  of pow er, ten tim es the pow er allow ed to any
U .S. station at the tim e, w hich m eant A spidistra w as able to transm it signals
from  B ritain into G erm any.

Part of the operation of A spidistra w as to delude G erm an pilots by
broadcasting spurious directions (land, go here, turn around). A lthough the
pilots also received valid flight instructions from  their ow n controllers, this
additional chatter confused them  and could result in unnecessary flight and lost
tim e. This part of the attack w as only an im personation attack.

C ertain G erm an radio stations in target areas w ere turned off to prevent their
being beacons by w hich A llied aircraft could hom e in on the signal; bom bers
w ould follow  the signal and destroy the antenna and its nearby transm itter if the
stations broadcast continually. W hen a station w as turned off, the B ritish
im m ediately w ent on the air using A spidistra on the sam e frequency as the
station the G erm ans just shut dow n. They copied and rebroadcast a program
from  another G erm an station, but they interspersed propaganda m essages that
could dem oralize G erm an citizens and w eaken support for the w ar effort.

The G erm ans tried to counter the phony broadcasts by advising listeners that
the enem y w as transm itting and advising the audience to listen for the official
G erm an broadcast announcem ent‍ w hich, of course, the B ritish duly copied and
broadcast them selves. (M ore details and pictures are at
http://w w w .qsl.net/g0crw /Special% 20Events/A spidistra2.htm , and
http://bobrow en.com /nym as/radioproppaper.pdf.)

R evised K ey E xchange Protocol

R em em ber that w e began this discussion w ith a m an-in-the-m iddle attack against a
sim ple key exchange protocol. The faulty protocol w as

1. A  says: B , please send m e your public key.
2. B  replies: H ere, A ; this is m y public key.
3. A  responds: Thanks. I have generated a sym m etric key for us to use for this
interchange. I am  sending you the sym m etric key encrypted under your public
key.

A t step 2 the intruder intercepts B ‒s public key and passes along the intruder‒s. The
intruder can be foiled if A  and B  exchange half a key at a tim e. H alf a key is useless to the
intruder because it is not enough to encrypt or decrypt anything. K now ing half the key
does not m aterially im prove the intruder‒s ability to break encryptions in the future.

R ivest and Sham ir [R IV 84] have devised a solid protocol as follow s.

1. A m y sends her public key to B ill.



2. B ill sends his public key to A m y.
3. A m y creates a sym m etric key, encrypts it using B ill‒s public key, and sends
half of the result to B ill. (N ote: half of the result m ight be the first n/2 bits, all
the odd num bered bits, or som e other agreed-upon form .)
4. B ill responds to A m y that he received the partial result (w hich he cannot
interpret at this point, so he is confirm ing only that he received som e bits). B ill
encrypts any random  num ber w ith his private key and sends half the bits to
A m y.
5. A m y sends the other half of the encrypted result to B ill.
6. B ill puts together the tw o halves of A m y‒s result, decrypts it using his private
key and thereby obtains the shared sym m etric key. B ill sends the other half of
his encrypted random  num ber to A m y.
7. A m y puts together the tw o halves of B ill‒s random  num ber, decrypts it using
her private key, extracts B ill‒s random  num ber, encrypts it using the now -shared
sym m etric key, and sends that to B ill.
8. B ill decrypts A m y‒s transm ission w ith the sym m etric key and com pares it to
the random  num ber he selected in step 6. A  m atch confirm s the validity of the
exchange.

To see w hy this protocol w orks, look at step 3. M alvolio, the intruder, can certainly
intercept both public keys in steps 1 and 2 and substitute his ow n. H ow ever, at step 3
M alvolio cannot take half the result, decrypt it using his private key, and reencrypt it under
B ill‒s key. B its cannot be decrypted one by one and reassem bled.

A t step 4 B ill picks any random  num ber, w hich A m y later returns to B ill to show  she
has successfully received the encrypted value B ill sent. Such a random  value is called a
nonce, a value m eaningless in and of itself, to show  activity (liveness) and originality (not
a replay). In som e protocols the receiver decrypts the nonce, adds 1 to it, reencrypts the
result, and returns it. O ther tim es the nonce includes a date, tim e, or sequence num ber to
show  that the value is current. This concept is used in com puter-to-com puter exchanges
that lack som e of the characteristics of hum an interaction.

A uthenticity

The problem  of the person in the m iddle can be solved in another w ay: A m y should
send to B ill

E(kPU B-B, E(kPRIV-A, K ))

This function ensures that only B ill, using kPRIV-B, can rem ove the encryption applied
w ith kPU B-B, and B ill know s that only A m y could have applied kPRIV-A that B ill rem oves
w ith kPU B-A.

W e can think of this exchange in term s of locks and seals. A nyone can put a letter into a
locked m ailbox (through the letter slot), but only the holder of the key can rem ove it. In
olden days, im portant people had seals that they w ould im press into m olten w ax on a
letter; the seal‒s im print show ed authenticity, but anyone could break the seal and read the
letter. Putting these tw o pieces together, a sealed letter inside a locked m ailbox enforces



the authenticity of the sender (the seal) and the confidentiality of the receiver (the locked
m ailbox).

If A m y w ants to send som ething protected to B ill (such as a credit card num ber or a set
of m edical records), then the exchange w orks som ething like this. A m y seals the protected
inform ation w ith her private key so that it can be opened only w ith A m y‒s public key. This
step ensures authenticity: only A m y can have applied the encryption that is reversed w ith
A m y‒s public key. A m y then locks the inform ation w ith B ill‒s public key. This step adds
confidentiality because only B ill‒s private key can decrypt data encrypted w ith B ill‒s
public key. B ill can use his private key to open the letter box (som ething only he can do)
and use A m y‒s public key to verify the inner seal (proving that the package cam e from
A m y).

Thus, as w e have seen, asym m etric cryptographic functions are a pow erful m eans for
exchanging cryptographic keys betw een people w ho have no prior relationship.
A sym m etric cryptographic functions are slow , but they are used only once, to exchange
sym m etric keys. Furtherm ore, if the keys being exchanged are for a sym m etric encryption
system  such as A ES or D ES, the key length is relatively short, up to 256 bits for A ES or
64 for D ES. Even if w e w ere to use an expanded form  of A ES w ith a key length of 1000
bits, the slow  speed of public key cryptography w ould not be a significant problem
because it is perform ed only once, to establish shared keys.

A sym m etric cryptography is also useful for another im portant security construct: a
digital signature. A  hum an signature on a paper docum ent is a strong attestation: it
signifies both agreem ent (you agree to the term s in the docum ent you signed) and
understanding (you know  w hat you are signing). People accept w ritten signatures as a
surrogate for an in-person confirm ation. W e w ould like a sim ilarly pow erful construct for
confirm ing electronic docum ents. To build a digital signature w e introduce integrity codes,
key certificates, and, finally, signatures them selves.

E rror D etecting C odes
C om m unications are notoriously prone to errors in transm ission. You m ay have noticed

that occasionally a m obile phone conversation w ill skip or distort a sm all segm ent of the
conversation, and television signals som etim es show  problem s com m only called noise. In
these cases, com plete and accurate reception is not im portant as long as the noise is
relatively slight or infrequent. You can alw ays ask your phone partner to repeat a sentence,
and a w inning goal on television is alw ays rebroadcast num erous tim es.

W ith im portant data, how ever, w e need som e w ay to determ ine that the transm ission is
com plete and intact. M athem aticians and engineers have designed form ulas called error
detection and correction codes to m ake transm ission errors apparent and to perform  m inor
repairs.

Error detecting codes com e under m any nam es, such as hash codes, m essage digests,
checksum s, integrity checks, error detection and correction codes, and redundancy tests.
A lthough these term s have fine differences of m eaning, the basic purpose of all is to
dem onstrate that a block of data has been m odified. That sentence is w orded carefully: A
m essage digest w ill (som etim es) signal that content has changed, but it is less solid at
dem onstrating no m odification, even though that is w hat w e really w ant. W e w ant



som ething to show  no tam pering‍ m alicious or not; w e get som ething that usually show s
tam pering.

Sam  w rites a letter, m akes and keeps a photocopy, and sends the original to Theresa.
A long the w ay, Fagin intercepts the letter and m akes changes; being a skilled forger, Fagin
deceives Theresa. O nly w hen Theresa and Sam  m eet and com pare the (m odified) original
do they detect the change.

The situation is different if Sam  and Theresa suspect a forger is nigh. Sam  carefully
counts the letters in his docum ent, tallying 1 for an a, 2 for a b, and so on up to 26 for a z.
H e adds those values and w rites the sum  in tiny digits at the bottom  of the letter. W hen
Teresa receives the letter she does the sam e com putation and com pares her result to the
one w ritten at the bottom . Three cases arise:

‛ the counts to do not agree, in w hich case Theresa suspects a change
‛ there is no count, in w hich case Theresa suspects either that Sam  w as lazy or
forgetful or that a forger overlooked their code
‛ Teresa‒s count is the sam e as w ritten at the bottom

The last case is the m ost problem atic. Theresa probably concludes w ith relief that there
w as no change. A s you m ay have already determ ined, how ever, she m ay not be thinking
correctly. Fagin m ight catch on to the code and correctly com pute a new  sum  to m atch the
m odifications. Even w orse, perhaps Fagin‒s changes happen to escape detection. Suppose
Fagin rem oves one letter c (value=3) and replaces it w ith three copies of the letter a
(value=1+1+1=3); the sum  is the sam e, or if Fagin only perm utes letters, the sum  rem ains
the sam e, because it is not sensitive to order.

These problem s all arise because the code is a m any-to-one function: tw o or m ore
inputs produce the sam e output. Tw o inputs that produce the sam e output are called a
collision. In fact, all m essage digests are m any-to-one functions, and thus w hen they
report a change, one did occur, but w hen they report no change, it is only likely‍ not
certain‍ that none occurred because of the possibility of a collision.

C ollisions are usually not a problem  for tw o reasons. First, they occur infrequently. If
plaintext is reduced to a 64-bit digest, w e expect the likelihood of a collision to be 1 in 264,
or about 1 in 1019, m ost unlikely, indeed. M ore im portantly, digest functions are
unpredictable, so given one input, finding a second input that results in the sam e output is
infeasible. Thus, w ith good digest functions collisions are infrequent, and w e cannot cause
or predict them .

W e can use error detecting and error correcting codes to guard against m odification of
data. D etection and correction codes are procedures or functions applied to a block of
data; you m ay be fam iliar w ith one type of detecting code: parity. These codes w ork as
their nam es im ply: Error detecting codes detect w hen an error has occurred, and error
correcting codes can actually correct errors w ithout requiring a copy of the original data.
The error code is com puted and stored safely on the presum ed intact, original data; later
anyone can recom pute the error code and check w hether the received result m atches the
expected value. If the values do not m atch, a change has certainly occurred; if the values
m atch, it is probable‍ but not certain‍ that no change has occurred.



Parity

The sim plest error detection code is a parity check. A n extra bit, w hich w e call a
fingerprint, is added to an existing group of data bits, depending on their sum . The tw o
kinds of parity are called even and odd. W ith even parity the fingerprint is 0 if the sum  of
the data bits is even, and 1 if the sum  is odd; that is, the parity bit is set so that the sum  of
all data bits plus the parity bit is even. O dd parity is the sam e except the overall sum  is
odd. For exam ple, the data stream  01101101 w ould have an even parity bit of 1 (and an
odd parity bit of 0) because 0+1+1+0+1+1+0+1 = 5 + 1 = 6 (or 5 + 0 = 5 for odd parity).

O ne parity bit can reveal the m odification of a single bit. H ow ever, parity does not
detect tw o-bit errors‍ cases in w hich tw o bits in a group are changed. O ne parity bit can
detect all single-bit changes, as w ell as changes of three, five and seven bits. Table 2-14
show s som e exam ples of detected and undetected changes. The changed bits (each line
show s changes from  the original value of 00000000) are in bold, underlined; the table
show s w hether parity properly detected that at least one change occurred.

TA B L E  2-14 C hanges D etected by Parity

D etecting odd num bers of changed bits leads to a change detection rate of about 50
percent, w hich is not nearly good enough for our purposes. W e can im prove this rate w ith
m ore parity bits (com puting a second parity bit of bits 1, 3, 5, and 7, for exam ple), but
m ore parity bits increase the size of the fingerprint; each tim e w e increase the fingerprint
size w e also increase the size of storing these fingerprints.

Parity signals only that a bit has been changed; it does not identify w hich bit has been
changed, m uch less w hen, how , or by w hom . O n hardw are storage devices, a code called a
cyclic redundancy check detects errors in recording and playback. Som e m ore com plex
codes, know n as error correction codes, can detect m ultiple-bit errors (tw o or m ore bits
changed in a data group) and m ay be able to pinpoint the changed bits (w hich are the bits
to reset to correct the m odification). Fingerprint size, error detection rate, and correction
lead us to m ore pow erful codes.



H ash C odes

In m ost files, the elem ents or com ponents of the file are not bound together in any w ay.
That is, each byte or bit or character is independent of every other one in the file. This lack
of binding m eans that changing one value affects the integrity of the file but that one
change can easily go undetected.

W hat w e w ould like to do is som ehow  put a seal or shield around the file so that w e can
detect w hen the seal has been broken and thus know  that som ething has been changed.
This notion is sim ilar to the use of w ax seals on letters in m edieval days; if the w ax w as
broken, the recipient w ould know  that som eone had broken the seal and read the m essage
inside. In the sam e w ay, cryptography can be used to seal a file, encasing it so that any
change becom es apparent. O ne technique for providing the seal is to com pute a function,
som etim es called a hash or checksum  or m essage digest of the file.

The code betw een Sam  and Theresa is a hash code. H ash codes are often used in
com m unications w here transm ission errors m ight affect the integrity of the transm itted
data. In those cases the code value is transm itted w ith the data. W hether the data or the
code value w as m arred, the receiver detects som e problem  and sim ply requests a
retransm ission of the data block.

Such a protocol is adequate in cases of unintentional errors but is not intended to deal
w ith a dedicated adversary. If Fagin know s the error detection function algorithm , then he
can change content and fix the detection value to m atch. Thus, w hen a m alicious
adversary m ight be involved, secure com m unication requires a stronger form  of m essage
digest.

O ne-W ay H ash Functions

A s a first step in defeating Fagin, w e have to prevent him  from  w orking backw ard from
the digest value to see w hat possible inputs could have led to that result. For instance,
som e encryptions depend on a function that is easy to understand but difficult to com pute.
For a sim ple exam ple, consider the cube function, y = x3. C om puting x3 by hand, w ith
pencil and paper, or w ith a calculator is not hard. B ut the inverse function, , is m uch
m ore difficult to com pute. A nd the function y = x2 has no inverse function since there are
tw o possibilities for  : + x and ℮ x. Functions like these, w hich are m uch easier to
com pute than their inverses, are called one-w ay functions.

File C hange D etection

A  one-w ay function can be useful in creating a change detection algorithm . The
function m ust depend on all bits of the file being sealed, so any change to even a single bit
w ill alter the checksum  result. The checksum  value is stored w ith the file. Then, each tim e
som eone accesses or uses the file, the system  recom putes the checksum . If the com puted
checksum  m atches the stored value, the file is likely to be intact.

The one-w ay property guards against m alicious m odification: A n attacker cannot
―undo‖ the function to see w hat the original file w as, so there is no sim ple w ay to find a
set of changes that produce the sam e function value. (O therw ise, the attacker could find
undetectable m odifications that also have m alicious im pact.)



Tripw ire [K IM 98] is a utility program  that perform s integrity checking on files. W ith
Tripw ire a system  adm inistrator com putes a hash of each file and stores these hash values
som ew here secure, typically offline. Later the adm inistrator reruns Tripw ire and com pares
the new  hash values w ith the earlier ones.

C ryptographic C hecksum

M alicious m odification m ust be handled in a w ay that also prevents the attacker from
m odifying the error detection m echanism  as w ell as the data bits them selves. O ne w ay to
handle this is to use a technique that shrinks and transform s the data according to the value
of the data bits.

A  cryptographic checksum  is a cryptographic function that produces a checksum . It is
a digest function using a cryptographic key that is presum ably know n only to the
originator and the proper recipient of the data. The cryptography prevents the attacker
from  changing the data block (the plaintext) and also changing the checksum  value (the
ciphertext) to m atch. The attacker can certainly change the plaintext, but the attacker does
not have a key w ith w hich to recom pute the checksum . O ne exam ple of a cryptographic
checksum  is to first em ploy any noncryptographic checksum  function to derive an n-bit
digest of the sensitive data. Then apply any sym m etric encryption algorithm  to the digest.
W ithout the key the attacker cannot determ ine the checksum  value that is hidden by the
encryption. W e present other cryptographic hash functions in C hapter 12.

Tw o m ajor uses of cryptographic checksum s are code-tam per protection and m essage-
integrity protection in transit. C ode tam per protection is im plem ented in the w ay w e just
described for detecting changes to files. Sim ilarly, a checksum  on data in com m unication
identifies data that have been changed in transm ission, m aliciously or accidentally. The
U .S. governm ent defined the Secure H ash Standard or A lgorithm  (SH S or SH A ),
actually a collection of algorithm s, for com puting checksum s. W e exam ine SH A  in
C hapter 12.

C hecksum s are im portant counterm easures to detect m odification. In this section w e
applied them  to the problem  of detecting m alicious m odification to program s stored on
disk, but the sam e techniques are applicable to protecting against changes to data, as w e
show  later in this book.

A  strong cryptographic algorithm , such as for D ES or A ES, is especially appropriate for
sealing values, since an outsider w ill not know  the key and thus w ill not be able to m odify
the stored value to m atch w ith data being m odified. For low -threat applications,
algorithm s even sim pler than those of D ES or A ES can be used. In block encryption
schem es, chaining m eans linking each block to the previous block‒s value (and therefore
to all previous blocks), for exam ple, by using an exclusive O R  to com bine the encrypted
previous block w ith the current one. A  file‒s cryptographic checksum  could be the last
block of the chained encryption of a file because that block w ill depend on all other
blocks. W e describe chaining in m ore detail in C hapter 12.

A s w e see later in this chapter, these techniques address the non-alterability and non-
reusability required in a digital signature. A  change or reuse w ill probably be flagged by
the checksum  so the recipient can tell that som ething is am iss.

Signatures



The m ost pow erful technique to dem onstrate authenticity is a digital signature. Like its
counterpart on paper, a digital signature is a w ay by w hich a person or organization can
affix a bit pattern to a file such that it im plies confirm ation, pertains to that file only,
cannot be forged, and dem onstrates authenticity. W e w ant a m eans by w hich one party can
sign som ething and, as on paper, have the signature rem ain valid for days, m onths, years
‍ indefinitely. Furtherm ore, the signature m ust convince all w ho access the file. O f
course, as w ith m ost conditions involving digital m ethods, the caveat is that the assurance
is lim ited by the assum ed skill and energy of anyone w ho w ould try to defeat the
assurance.

A  digital signature often uses asym m etric or public key cryptography. A s you just saw ,
a public key protocol is useful for exchange of cryptographic keys betw een tw o parties
w ho have no other basis for trust. U nfortunately, the public key cryptographic protocols
involve several sequences of m essages and replies, w hich can be tim e consum ing if either
party is not im m ediately available to reply to the latest request. It w ould be useful to have
a technique by w hich one party could reliably precom pute som e protocol steps and leave
them  in a safe place so that the protocol could be carried out even if only one party w ere
active. This situation is sim ilar to the difference betw een a bank teller and an ATM . You
can obtain cash, m ake a deposit or paym ent, or check your balance because the bank has
pre-established steps for an ATM  to handle those sim ple activities 24 hours a day, even if
the bank is not open. B ut if you need a certified check or foreign currency, you m ay need
to interact directly w ith a bank agent.

In this section w e define digital signatures and com pare their properties to those of
handw ritten signatures on paper. W e then describe the infrastructure surrounding digital
signatures that lets them  be recognizable and valid indefinitely.

C om ponents and C haracteristics of Signatures

A  digital signature is just a binary object associated w ith a file. B ut if w e w ant that
signature to have the force of a paper-based signature, w e need to understand the
properties of hum an signatures. O nly then can w e express requirem ents for our digital
version.

Properties of Secure Paper-B ased Signatures

C onsider a typical situation that parallels a com m on hum an need: an order to transfer
funds from  one person to another. In other w ords, w e w ant to be able to send the electronic
equivalent of a com puterized check. W e understand the properties of this transaction for a
conventional paper check:

‛ A  check is a tangible object authorizing a financial transaction.
‛ The signature on the check confirm s authenticity because (presum ably) only
the legitim ate signer can produce that signature.
‛ In the case of an alleged forgery, a third party can be called in to judge
authenticity.
‛ O nce a check is cashed, it is canceled so that it cannot be reused.
‛ The paper check is not alterable. O r, m ost form s of alteration are easily
detected.



Transacting business by check depends on tangible objects in a prescribed form . B ut
tangible objects do not exist for transactions on com puters. Therefore, authorizing
paym ents by com puter requires a different m odel. Let us consider the requirem ents of
such a situation, from  the standpoint both of a bank and of a user.

Properties of D igital Signatures

Suppose Sheila sends her bank a m essage authorizing it to transfer $100 to R ob.
Sheila‒s bank m ust be able to verify and prove that the m essage really cam e from  Sheila if
she should later disavow  sending the m essage. (This property is called non-repudiation.)
The bank also w ants to know  that the m essage is entirely Sheila‒s, that it has not been
altered along the w ay. For her part, Sheila w ants to be certain that her bank cannot forge
such m essages. (This property is called authenticity.) B oth parties w ant to be sure that the
m essage is new , not a reuse of a previous m essage, and that it has not been altered during
transm ission. U sing electronic signals instead of paper com plicates this process.

B ut w e have w ays to m ake the process w ork. A  digital signature is a protocol that
produces the sam e effect as a real signature: It is a m ark that only the sender can m ake but
that other people can easily recognize as belonging to the sender. Just like a real signature,
a digital signature confirm s agreem ent to a m essage.

A  digital signature m ust m eet tw o prim ary conditions:

‛ It m ust be unforgeable. If person S signs m essage M  w ith signature Sig(S,M ),
no one else can produce the pair [M ,Sig(S,M )].
‛ It m ust be authentic. If a person R receives the pair [M , Sig(S,M )] purportedly
from  S, R can check that the signature is really from  S. O nly S could have
created this signature, and the signature is firm ly attached to M .

These tw o requirem ents, show n in Figure 2-26, are the m ajor hurdles in com puter
transactions. Tw o m ore properties, also draw n from  parallels w ith the paper-based
environm ent, are desirable for transactions com pleted w ith the aid of digital signatures:

‛ It is not alterable. A fter being transm itted, M  cannot be changed by S, R, or an
interceptor.
‛ It is not reusable. A  previous m essage presented again w ill be instantly
detected by R.

FIG U R E  2-26 D igital Signature R equirem ents

To see how  digital signatures w ork, w e first present a m echanism  that m eets the first
tw o requirem ents. W e then add to that solution to satisfy the other requirem ents. W e
develop digital signatures in pieces: first building a piece to address alterations, then



describing a w ay to ensure authenticity, and finally developing a structure to establish
identity. Eventually all these parts tie together in a conceptually sim ple fram ew ork.

W e have just described the pieces for a digital signature: public key cryptography and
secure m essage digests. These tw o pieces together are technically enough to m ake a
digital signature, but they do not address authenticity. For that, w e need a structure that
binds a user‒s identity and public key in a trustw orthy w ay. Such a structure is called a
certificate. Finally, w e present an infrastructure for transm itting and validating certificates.

Public K eys for Signatures

Public key encryption system s are ideally suited to signing. For sim ple notation, let us
assum e that the public key encryption for user U  is accessed through E(M ,K U ) and that the
private key transform ation for U  is w ritten as D (M ,K U ). W e can think of E as the privacy
transform ation (since only U  can decrypt it) and D  as the authenticity transform ation
(since only U  can produce it). R em em ber, how ever, that under som e asym m etric
algorithm s such as R SA , D  and E are com m utative and either one can be applied to any
m essage. Thus,

D (E(M , K U ), K U ) = M  = E(D (M , K U ), K U )

If S w ishes to send M  to R, S uses the authenticity transform ation to produce D (M , K S).
S then sends D (M , K S) to R. R decodes the m essage w ith the public key transform ation of
S, com puting E(D (M , K S), K S) = M . Since only S can create a m essage that m akes sense
under E(‌,K S), the m essage m ust genuinely have com e from  S. This test satisfies the
authenticity requirem ent.

R w ill save D (M , K S). If S should later allege that the m essage is a forgery (not really
from  S), R can sim ply show  M  and D (M , K S). A nyone can verify that since D (M , K S) is
transform ed to M  w ith the public key transform ation of S‍ but only S could have
produced D (M , K S)‍ then D (M , K S) m ust be from  S. This test satisfies the unforgeable
requirem ent.

There are other approaches to signing; som e use sym m etric encryption, others use
asym m etric. The approach show n here illustrates how  the protocol can address the
requirem ents for unforgeability and authenticity. To add secrecy, S applies E(M , K R) as
show n in Figure 2-27.



FIG U R E  2-27 U se of Tw o K eys in an A sym m etric D igital Signature

These pieces, a hash function, public key cryptography, and a protocol, give us the
technical pieces of a digital signature. H ow ever, w e also need one nontechnical
com ponent. O ur signer S can certainly perform  the protocol to produce a digital signature,
and anyone w ho has S‒s public key can determ ine that the signature did com e from  S. B ut
w ho is S? W e have no reliable w ay to associate a particular hum an w ith that public key.
Even if som eone says ―this public key belongs to S,‖ on w hat basis do w e believe that
assertion? R em em ber the m an-in-the-m iddle attack earlier in this chapter w hen A m y and
B ill w anted to establish a shared secret key? N ext w e explore how  to create a trustw orthy
binding betw een a public key and an identity.

Trust
A  central issue of digital com m erce is trust: H ow  do you know  that a M icrosoft w eb

page really belongs to M icrosoft, for exam ple? This section is less about technology and
m ore about the hum an aspects of trust, because that confidence underpins the w hole
concept of a digital signature.

In real life you m ay trust a close friend in w ays you w ould not trust a new  acquaintance.
O ver tim e your trust in som eone m ay grow  w ith your experience but can plum m et if the
person betrays you. You try out a person, and, depending on the outcom e, you increase or
decrease your degree of trust. These experiences build a personal trust fram ew ork.

W eb pages can be replaced and faked w ithout w arning. To som e extent, you assum e a
page is authentic if nothing seem s unusual, if the content on the site seem s credible or at
least plausible, and if you are not using the site for critical decisions. If the site is that of
your bank, you m ay verify that the U R L looks authentic. Som e sites, especially those of
financial institutions, have started letting each custom er pick a security im age, for
exam ple, a hot red sports car or an iconic landm ark; users are w arned to enter sensitive
inform ation only if they see the personal im age they previously chose.

In a com m ercial setting, certain kinds of institutions connote trust. You m ay trust (the
officials at) certain educational, religious, or social organizations. B ig, w ell-established
com panies such as banks, insurance com panies, hospitals, and m ajor m anufacturers have
developed a m easure of trust. A ge of an institution also inspires trust. Indeed, trust is the
basis for the notion of branding, in w hich you trust som ething‒s quality because you know
the brand. A s you w ill see shortly, trust in such recognized entities is an im portant
com ponent in digital signatures.

E stablishing Trust B etw een People

A s hum ans w e establish trust all the tim e in our daily interactions w ith people. W e
identify people w e know  by recognizing their voices, faces, or handw riting. A t other
tim es, w e use an affiliation to convey trust. For instance, if a stranger telephones us and
w e hear, ―I represent the local governm ent “ ‖ or ―I am  calling on behalf of this charity
“ ‖ or ―I am  calling from  the school/hospital/police about your
m other/father/son/daughter/brother/sister “  ,‖ w e m ay decide to trust the caller even if w e
do not know  him  or her. D epending on the nature of the call, w e m ay decide to believe the
caller‒s affiliation or to seek independent verification. For exam ple, w e m ay obtain the



affiliation‒s num ber from  the telephone directory and call the party back. O r w e m ay seek
additional inform ation from  the caller, such as ―W hat color jacket w as she w earing?‖ or
―W ho is the president of your organization?‖ If w e have a low  degree of trust, w e m ay
even act to exclude an outsider, as in ―I w ill m ail a check directly to your charity rather
than give you m y credit card num ber.‖

For each of these interactions, w e have w hat w e m ight call a ―trust threshold,‖ a degree
to w hich w e are w illing to believe an unidentified individual. This threshold exists in
com m ercial interactions, too. W hen A corn M anufacturing C om pany sends B ig Steel
C om pany an order for 10,000 sheets of steel, to be shipped w ithin a w eek and paid for
w ithin ten days, trust abounds. The order is printed on an A corn form , signed by som eone
identified as H elene Sm udge, Purchasing A gent. B ig Steel m ay begin preparing the steel
even before receiving m oney from  A corn. B ig Steel m ay check A corn‒s credit rating to
decide w hether to ship the order w ithout paym ent first. If suspicious, B ig Steel m ight
telephone A corn and ask to speak to M s. Sm udge in the purchasing departm ent. B ut m ore
likely B ig Steel w ill actually ship the goods w ithout know ing w ho M s. Sm udge is,
w hether she is actually the purchasing agent, w hether she is authorized to com m it to an
order of that size, or even w hether the signature is actually hers. Som etim es a transaction
like this occurs by fax, so that B ig Steel does not even have an original signature on file.
In cases like this one, w hich occur daily, trust is based on appearance of authenticity (such
as a printed, signed form ), outside inform ation (such as a credit report), and urgency
(A corn‒s request that the steel be shipped quickly).

E stablishing Trust E lectronically

For electronic com m unication to succeed, w e m ust develop sim ilar w ays for tw o parties
to establish trust w ithout having m et. A  com m on thread in our personal and business
interactions is the ability to have som eone or som ething vouch for the existence and
integrity of one or both parties. The police, the C ham ber of C om m erce, or the B etter
B usiness B ureau vouches for the authenticity of a caller. A corn indirectly vouches for the
fact that M s. Sm udge is its purchasing agent by transferring the call to her in the
purchasing departm ent w hen B ig Steel calls for her. In a sense, the telephone com pany
vouches for the authenticity of a party by listing som eone in the directory. This concept of
―vouching for‖ by a third party can be a basis for trust in com m ercial settings w here tw o
parties do not know  each other.

The trust issue w e need to address for digital signatures is authenticity of the public key.
If M onique signs a docum ent w ith her private key, anyone else can decrypt the signature
w ith her public key to verify that only M onique could have signed it. The only problem  is
being able to obtain M onique‒s public key in a w ay in w hich w e can adequately trust that
the key really belongs to her, that is, that the key w as not circulated by som e evil actor
im personating M onique. In the next section w e present a trustw orthy m eans to bind a
public key w ith an identity.

Trust B ased O n a C om m on R espected Individual

A  large com pany m ay have several divisions, each division m ay have several
departm ents, each departm ent m ay have several projects, and each project m ay have
several task groups (w ith variations in the nam es, the num ber of levels, and the degree of



com pleteness of the hierarchy). The top executive m ay not know  by nam e or sight every
em ployee in the com pany, but a task group leader know s all m em bers of the task group,
the project leader know s all task group leaders, and so on. This hierarchy can becom e the
basis for trust throughout the organization.

To see how , suppose tw o people m eet: A nn and A ndrew . A ndrew  says he w orks for the
sam e com pany as A nn. A nn w ants independent verification that he does. She finds out
that B ill and B etty are tw o task group leaders for the sam e project (led by C am illa); A nn
w orks for B ill and A ndrew  for B etty. (The organizational relationships are show n in
Figure 2-28.) These facts give A nn and A ndrew  a basis for trusting each other‒s identity.
The chain of verification m ight be som ething like this:

‛ A nn asks B ill w ho A ndrew  is.
‛ B ill either asks B etty, if he know s her directly, and if not, he asks C am illa.
‛ (If asked, C am illa then asks B etty.)
‛ B etty replies to C am illa or B ill that A ndrew  w orks for her.
‛ (C am illa tells B ill, if she w as involved.)
‛ B ill tells A nn.

FIG U R E  2-28 Trust R elationships

If A ndrew  is in a different task group, it m ay be necessary to go higher in the
organizational tree before a com m on point is found.

W e can use a sim ilar process for cryptographic key exchange, as show n in Figure 2-29.
If A ndrew  and A nn w ant to com m unicate, A ndrew  can give his public key to B etty, w ho
passes it to C am illa, then B ill, or directly to B ill, w ho gives it to A nn. B ut this sequence is
not exactly the w ay it w ould w ork in real life. The key w ould probably be accom panied by
a note saying it is from  A ndrew , ranging from  a bit of yellow  paper to a form  947
Statem ent of Identity. A nd if a form  947 is used, then B etty w ould also have to attach a
form  632a Transm ittal of Identity, C am illa w ould attach another 632a, and B ill w ould
attach a final one, as show n in Figure 2-29. This chain of form s 632a w ould say, in
essence, ―I am  B etty and I received this key and the attached statem ent of identity
personally from  a person I know  to be A ndrew ,‖ ―I am  C am illa and I received this key and
the attached statem ent of identity and the attached transm ittal of identity personally from  a
person I know  to be B etty,‖ and so forth. W hen A nn receives the key, she can review  the
chain of evidence and conclude w ith reasonable assurance that the key really did com e
from  A ndrew . This protocol is a w ay of obtaining authenticated public keys, a binding of a



key and a reliable identity.

FIG U R E  2-29 K ey R elationships in a C ertificate

This m odel w orks w ell w ithin a com pany because there is alw ays som eone com m on to
any tw o em ployees, even if the tw o em ployees are in different divisions so that the only
com m on person is the president. The process bogs dow n, how ever, if A nn, B ill, C am illa,
B etty, and A ndrew  all have to be available w henever A nn and A ndrew  w ant to
com m unicate. If B etty is aw ay on a business trip or B ill is off sick, the protocol falters. It
also does not w ork w ell if the president cannot get any m eaningful w ork done because
every day is occupied w ith handling form s 632a.

To address the first of these problem s, A ndrew  can ask for his com plete chain of form s
632a from  the president dow n to him . A ndrew  can then give a copy of this full set to
anyone in the com pany w ho w ants his key. Instead of w orking from  the bottom  up to a
com m on point, A ndrew  starts at the top and docum ents his full chain. H e gets these
signatures any tim e his superiors are available, so they do not need to be available w hen
he w ants to give aw ay his authenticated public key.

W e can resolve the second problem  by reversing the process. Instead of starting at the
bottom  (w ith task m em bers) and w orking to the top of the tree (the president), w e start at
the top. A ndrew  thus has a preauthenticated public key for unlim ited use in the future.
Suppose the expanded structure of our hypothetical com pany, show ing the president and
other levels, is as illustrated in Figure 2-30.



FIG U R E  2-30 D elegation of Trust

The president creates a letter for each division m anager saying ―I am  Edw ard, the
president, I attest to the identity of division m anager D iana, w hom  I know  personally, and
I trust D iana to attest to the identities of her subordinates.‖ Each division m anager does
sim ilarly, copying the president‒s letter w ith each letter the m anager creates, and so on.
A ndrew  receives a packet of letters, from  the president dow n through his task group
leader, each letter linked by nam e to the next. If every em ployee in the com pany receives
such a packet, any tw o em ployees w ho w ant to exchange authenticated keys need only
com pare each other‒s packets; both packets w ill have at least Edw ard in com m on, perhaps
som e other m anagers below  Edw ard, and at som e point w ill deviate. A ndrew  and A nn, for
exam ple, could com pare their chains, determ ine that they w ere the sam e through C am illa,
and trace just from  C am illa dow n. A ndrew  know s the chain from  Edw ard to C am illa is
authentic because it is identical to his chain, and A nn know s the sam e. Each know s the
rest of the chain is accurate because it follow s an unbroken line of nam es and signatures.

C ertificates: Trustable Identities and Public K eys
You m ay have concluded that this process w orks, but it is far too cum bersom e to apply

in real life; perhaps you have surm ised that w e are building a system  for com puters. This
protocol is represented m ore easily electronically than on paper. W ith paper, people m ust



guard against forgeries, to prevent part of one chain from  being replaced and to ensure that
the public key at the bottom  is bound to the chain. The w hole thing can be done
electronically w ith digital signatures and hash functions. K ohnfelder [K O H 78] seem s to
be the originator of the concept of using an electronic certificate w ith a chain of
authenticators; M erkle‒s paper [M ER 80] expands the concept.

A  public key and user‒s identity are bound together in a certificate, w hich is then
signed by som eone called a certificate authority, certifying the accuracy of the binding.
In our exam ple, the com pany m ight set up a certificate schem e in the follow ing w ay. First,
Edw ard selects a public key pair, posts the public part w here everyone in the com pany can
retrieve it, and retains the private part. Then, each division m anager, such as D iana, creates
her public key pair, puts the public key in a m essage together w ith her identity, and passes
the m essage securely to Edw ard. Edw ard signs it by creating a hash value of the m essage
and then encrypting the hash w ith his private key. B y signing the m essage, Edw ard affirm s
that the public key (D iana‒s) and the identity (also D iana‒s) in the m essage are for the
sam e person. This m essage is called D iana‒s certificate.

A ll of D iana‒s departm ent m anagers create m essages w ith their public keys, D iana
hashes and signs each, and returns them . She also appends to each a copy of the certificate
she received from  Edw ard. In this w ay, anyone can verify a m anager‒s certificate by
starting w ith Edw ard‒s w ell-know n public key, decrypting D iana‒s certificate to retrieve
her public key (and identity), and using D iana‒s public key to decrypt the m anager‒s
certificate. Figure 2-31 show s how  certificates are created for D iana and one of her
m anagers, D elw yn. This process continues dow n the hierarchy to A nn and A ndrew . A s
show n in Figure 2-32, A ndrew ‒s certificate is really his individual certificate com bined
w ith all certificates for those above him  in the line to the president.

FIG U R E  2-31 C reating C ertificates



FIG U R E  2-32 C ertificate H ierarchy

C ertificate Signing W ithout a Single H ierarchy

In our exam ples, certificates w ere issued on the basis of the m anagerial structure. B ut
w e do not require such a structure nor do w e have to follow  such a convoluted process in
order to use certificate signing for authentication. A nyone w ho is considered acceptable as
an authority can sign a certificate. For exam ple, if you w ant to determ ine w hether a person
received a degree from  a university, you w ould not contact the president or chancellor but
w ould instead go to the office of records or the registrar. To verify som eone‒s
em ploym ent, you m ight ask the personnel office or the director of hum an resources. A nd
to check if som eone lives at a particular address, you m ight consult the office of public
records.

Som etim es, a particular person is designated to attest to the authenticity or validity of a
docum ent or person. For exam ple, a notary public attests to the validity of a (w ritten)
signature on a docum ent. Som e com panies have a security officer to verify that an
em ployee has appropriate security clearances to read a docum ent or attend a m eeting.
M any com panies have a separate personnel office for each site or each plant location; the
personnel officer vouches for the em ploym ent status of the em ployees at that site. A ny of
these officers or heads of offices could credibly sign certificates for people under their
purview . N atural hierarchies exist in society, and these sam e hierarchies can be used to
validate certificates.

The only problem  w ith a hierarchy is the need for trust of the top level. The entire chain
of authenticity is secure because each certificate contains the key that decrypts the next
certificate, except for the top. W ithin a com pany, em ployees naturally trust the person at
the top. B ut if certificates are to becom e w idely used in electronic com m erce, people m ust
be able to exchange certificates securely across com panies, organizations, and countries.

The Internet is a large federation of netw orks for interpersonal, intercom pany,
interorganizational, and international (as w ell as intracom pany, intraorganizational, and
intranational) com m unication. It is not a part of any governm ent, nor is it a privately



ow ned com pany. It is governed by a board called the Internet Society. The Internet Society
has pow er only because its m em bers, the governm ents and com panies that m ake up the
Internet, agree to w ork together. B ut there really is no ―top‖ for the Internet. D ifferent
com panies, such as C & W  H K T, SecureN et, VeriSign, B altim ore Technologies, D eutsche
Telecom , Societß Interbancaria per l‒A utom atzione di M ilano, Entrust, and C ertiposte are
root certification authorities, w hich m eans each is a highest authority that signs
certificates. So, instead of one root and one top, there are m any roots, largely structured
around national boundaries.

D istributing K eys and C ertificates

Earlier in this chapter w e introduced several approaches to key distribution, ranging
from  direct exchange to distribution through a central distribution facility to certified
advance distribution. B ut no m atter w hat approach is taken to key distribution, each has its
advantages and disadvantages. Points to keep in m ind about any key distribution protocol
include the follow ing:

‛ W hat operational restrictions are there? For exam ple, does the protocol require
a continuously available facility, such as the key distribution center?
‛ W hat trust requirem ents are there? W ho and w hat entities m ust be trusted to
act properly?
‛ W hat is the protection against failure? C an an outsider im personate any of the
entities in the protocol and subvert security? C an any party of the protocol cheat
w ithout detection?
‛ H ow  efficient is the protocol? A  protocol requiring several steps to establish an
encryption key that w ill be used m any tim es is one thing; it is quite another to
go through several tim e-consum ing steps for a one-tim e use.
‛ H ow  easy is the protocol to im plem ent? N otice that com plexity in com puter
im plem entation m ay be different from  m anual use.

D igital Signatures‍ A ll the Pieces
Putting these pieces together w e can now  outline a com plete digital signature schem e.

A ssum e user S w ants to apply a digital signature to a file (or other data object), m eeting
the four objectives of a digital signature: unforgeable, authentic, unalterable, and not
reusable.

A  digital signature consists of

‛ a file
‛ dem onstration that the file has not been altered
‛ indication of w ho applied the signature
‛ validation that the signature is authentic, that is, that it belongs to the signer
‛ connection of the signature to the file

W ith these five com ponents w e can construct a digital signature.

W e start w ith the file. If w e use a secure hash code of the file to com pute a m essage
digest and include that hash code in the signature, the code dem onstrates that the file has



not been changed. A  recipient of the signed file can recom pute the hash function and, if
the hash values m atch, conclude w ith reasonable trust that the received file is the sam e one
that w as signed. So far, our digital signature looks like the object in Figure 2-33.

FIG U R E  2-33 H ash C ode to D etect C hanges

N ext, w e apply the signer‒s private encryption key to encrypt the m essage digest.
B ecause only the signer know s that key, the signer is the only one w ho could have applied
it. N ow  the signed object looks like Figure 2-34.

FIG U R E  2-34 Encryption to Show  A uthenticity

The only other piece to add is an indication of w ho the signer w as, so that the receiver



know s w hich public key to use to unlock the encryption, as show n in Figure 2-35. The
signer‒s identity has to be outside the encryption because if it w ere inside, the identity
could not be extracted.

FIG U R E  2-35 Indication of Signer

Tw o extra flourishes rem ain to be added. First, depending on the file‒s size, this object
can be large, and asym m etric encryption is slow , not suited to encrypting large things.
H ow ever, S‒s authenticating encryption needs to cover only the secure hash code, not the
entire file itself. If the file w ere m odified, it w ould no longer m atch the hash code, so the
recipient w ould know  not to trust the object as authentic from  S. A nd if the hash code
w ere broken off and attached to a different file, it w ould not m atch there, either. So for
efficiency w e need encrypt only the hash value w ith S‒s private key, as show n in Figure 2-
36.

FIG U R E  2-36 A sym m etric Encryption C overing the H ash Value

Second, the file, the data portion of the object, is exposed for anyone to read. If S w ants
confidentiality, that is, so that only one recipient can see the file contents, S can select a
sym m etric encryption key, encrypt the file, and store the key under user U ‒s asym m etric
public encryption key. This final addition is show n in Figure 2-37.



FIG U R E  2-37 D igitally Signed O bject Protected for B oth Integrity and
C onfidentiality

In conclusion, a digital signature can indicate the authenticity of a file, especially a
piece of code. W hen you attem pt to install a piece of signed code, the operating system
w ill inspect the certificate and file and notify you if the certificate and hash are not
acceptable. D igital signatures, coupled w ith strong hash functions and sym m etric
encryption, are an effective w ay to ensure that a file is precisely w hat the originator stored
for dow nload.

This description of digital signatures concludes our section on tools from  cryptography.
W e sum m arize the tools in Table 2-15. In this section w e have introduced im portant pieces
w e call upon later in this book.

TA B L E  2-15 Tools D erived from  C ryptography

O ur point in this chapter is not to train a new  corps of cryptographers or cryptologists;
to do that w ould require far m ore m aterial than this book can contain. R ather, w e w ant you
to know  and understand the basic concepts of cryptography so in later chapters you can
appreciate the difficulty, strengths, and w eaknesses of, for exam ple, securing a w ireless



netw ork signal or establishing a protected com m unication betw een a brow ser user and a
w ebsite.

In the next chapter w e put the three tools of this chapter to use in dealing w ith security
problem s in program s and program m ing.

2.4 E xercises
1. D escribe each of the follow ing four kinds of access control m echanism s in
term s of (a) ease of determ ining authorized access during execution, (b) ease of
adding access for a new  subject, (c) ease of deleting access by a subject, and (d)
ease of creating a new  object to w hich all subjects by default have access.

‛ per-subject access control list (that is, one list for each subject tells
all the objects to w hich that subject has access)
‛ per-object access control list (that is, one list for each object tells all
the subjects w ho have access to that object)
‛ access control m atrix
‛ capability

2. Suppose a per-subject access control list is used. D eleting an object in such a
system  is inconvenient because all changes m ust be m ade to the control lists of
all subjects w ho did have access to the object. Suggest an alternative, less costly
m eans of handling deletion.
3. File access control relates largely to the secrecy dim ension of security. W hat
is the relationship betw een an access control m atrix and the integrity of the
objects to w hich access is being controlled?
4. O ne feature of a capability-based protection system  is the ability of one
process to transfer a copy of a capability to another process. D escribe a situation
in w hich one process should be able to transfer a capability to another.
5. Suggest an efficient schem e for m aintaining a per-user protection schem e.
That is, the system  m aintains one directory per user, and that directory lists all
the objects to w hich the user is allow ed access. Your design should address the
needs of a system  w ith 1000 users, of w hom  no m ore than 20 are active at any
tim e. Each user has an average of 200 perm itted objects; there are 50,000 total
objects in the system .
6. C alculate the tim ing of passw ord-guessing attacks:

(a) If passw ords are three uppercase alphabetic characters long, how  m uch
tim e w ould it take to determ ine a particular passw ord, assum ing that testing
an individual passw ord requires 5 seconds? H ow  m uch tim e if testing
requires 0.001 seconds?
(b) A rgue for a particular am ount of tim e as the starting point for ―secure.‖
That is, suppose an attacker plans to use a brute-force attack to determ ine a
passw ord. For w hat value of x (the total am ount of tim e to try as m any
passw ords as necessary) w ould the attacker find this attack prohibitively
long?
(c) If the cutoff betw een ―insecure‖ and ―secure‖ w ere x am ount of tim e,



how  long w ould a secure passw ord have to be? State and justify your
assum ptions regarding the character set from  w hich the passw ord is
selected and the am ount of tim e required to test a single passw ord.

7. D esign a protocol by w hich tw o m utually suspicious parties can authenticate
each other. Your protocol should be usable the first tim e these parties try to
authenticate each other.
8. List three reasons people m ight be reluctant to use biom etrics for
authentication. C an you think of w ays to counter those objections?
9. False positive and false negative rates can be adjusted, and they are often
com plem entary: Low ering one raises the other. List tw o situations in w hich false
negatives are significantly m ore serious than false positives.

10. In a typical office, biom etric authentication m ight be used to control access to
em ployees and registered visitors only. W e know  the system  w ill have som e false
negatives, som e em ployees falsely denied access, so w e need a hum an override,
som eone w ho can exam ine the em ployee and allow  access in spite of the failed
authentication. Thus, w e need a hum an guard at the door to handle problem s, as w ell
as the authentication device; w ithout biom etrics w e w ould have had just the guard.
C onsequently, w e have the sam e num ber of personnel w ith or w ithout biom etrics,
plus w e have the added cost to acquire and m aintain the biom etrics system . Explain
the security advantage in this situation that justifies the extra expense.
11. O utline the design of an authentication schem e that ―learns.‖ The authentication
schem e w ould start w ith certain prim itive inform ation about a user, such as nam e and
passw ord. A s the use of the com puting system  continued, the authentication system
w ould gather such inform ation as com m only used program m ing languages; dates,
tim es, and lengths of com puting sessions; and use of distinctive resources. The
authentication challenges w ould becom e m ore individualized as the system  learned
m ore inform ation about the user.

‛ Your design should include a list of m any pieces of inform ation
about a user that the system  could collect. It is perm issible for the
system  to ask an authenticated user for certain additional inform ation,
such as a favorite book, to use in subsequent challenges.
‛ Your design should also consider the problem  of presenting and
validating these challenges: D oes the w ould-be user answ er a true-
false or a m ultiple-choice question? D oes the system  interpret natural
language prose?

12. H ow  are passw ords stored on your personal com puter?
13. D escribe a situation in w hich a w eak but easy-to-use passw ord m ay be adequate.
14. List three authentication questions (but not the answ ers) your credit card
com pany could ask to authenticate you over the phone. Your questions should be
ones to w hich an im poster could not readily obtain the answ ers. H ow  difficult w ould
it be for you to provide the correct answ er (for exam ple, you w ould have to look
som ething up or you w ould have to do a quick arithm etical calculation)?
15. If you forget your passw ord for a w ebsite and you click [Forgot m y passw ord],
som etim es the com pany sends you a new  passw ord by em ail but som etim es it sends



you your old passw ord by em ail. C om pare these tw o cases in term s of vulnerability
of the w ebsite ow ner.
16. D efeating authentication follow s the m ethod‌opportunity‌m otive paradigm
described in C hapter 1. D iscuss how  these three factors apply to an attack on
authentication.
17. Suggest a source of som e very long unpredictable num bers. Your source m ust be
som ething that both the sender and receiver can readily access but that is not obvious
to outsiders and not transm itted directly from  sender to receiver.
18. W hat are the risks of having the U nited States governm ent select a cryptosystem
for w idespread com m ercial use (both inside and outside the U nited States). H ow
could users from  outside the U nited States overcom e som e or all of these risks?
19. If the useful life of D ES w as about 20 years (1977‌1999), how  long do you
predict the useful life of A ES w ill be? Justify your answ er.
20. H um ans are said to be the w eakest link in any security system . G ive an exam ple
for each of the follow ing:

(a) a situation in w hich hum an failure could lead to a com prom ise of
encrypted data
(b) a situation in w hich hum an failure could lead to a com prom ise of
identification and authentication
(c) a situation in w hich hum an failure could lead to a com prom ise of access
control

21. W hy do cryptologists recom m end changing the encryption key from  tim e to
tim e? Is it the sam e reason security experts recom m end changing a passw ord from
tim e to tim e? H ow  can one determ ine how  frequently to change keys or passw ords?
22. Explain w hy hash collisions occur. That is, w hy m ust there alw ays be tw o
different plaintexts that have the sam e hash value?
23. W hat property of a hash function m eans that collisions are not a security
problem ? That is, w hy can an attacker not capitalize on collisions and change the
underlying plaintext to another form  w hose value collides w ith the hash value of the
original plaintext?
24. D oes a PK I perform  encryption? Explain your answ er.
25. D oes a PK I use sym m etric or asym m etric encryption? Explain your answ er.
26. Should a PK I be supported on a firew all (m eaning that the certificates w ould be
stored on the firew all and the firew all w ould distribute certificates on dem and)?
Explain your answ er.
27. W hy does a PK I need a m eans to cancel or invalidate certificates? W hy is it not
sufficient for the PK I to stop distributing a certificate after it becom es invalid?
28. Som e people think the certificate authority for a PK I should be the governm ent,
but others think certificate authorities should be private entities, such as banks,
corporations, or schools. W hat are the advantages and disadvantages of each
approach?
29. If you live in country A  and receive a certificate signed by a governm ent



certificate authority in country B , w hat conditions w ould cause you to trust that
signature as authentic?
30. A  certificate contains an identity, a public key, and signatures attesting that the
public key belongs to the identity. O ther fields that m ay be present include the
organization (for exam ple, university, com pany, or governm ent) to w hich that
identity belongs and perhaps suborganizations (college, departm ent, program , branch,
office). W hat security purpose do these other fields serve, if any? Explain your
answ er.



3. Program s and Program m ing

In this chapter:
‛ Program m ing oversights: buffer overflow s, off-by-one errors, incom plete
m ediation, tim e-of-check to tim e-of-use errors
‛ M alicious code: viruses, w orm s, Trojan horses
‛ D eveloper counterm easures: program  developm ent techniques, security
principles
‛ Ineffective counterm easures

Program s are sim ple things but they can w ield m ighty pow er. Think about them  for a
m inute: Program s are just strings of 0s and 1s, representing elem entary m achine
com m ands such as m ove one data item , com pare tw o data item s, or branch to a different
com m and. Those prim itive m achine com m ands im plem ent higher-level program m ing
language constructs such as conditionals, repeat loops, case selection, and arithm etic and
string operations. A nd those program m ing language constructs give us pacem aker
functions, satellite control, sm art-hom e technology, traffic m anagem ent, and digital
photography, not to m ention stream ing video and social netw orks. The Intel 32- and 64-bit
instruction set has about 30 basic prim itives (such as m ove, com pare, branch, increm ent
and decrem ent, logical operations, arithm etic operations, trigger I/O , generate and service
interrupts, push, pop, call, and return) and specialized instructions to im prove perform ance
on com putations such as floating point operations or cryptography. These few  m achine
com m ands are sufficient to im plem ent the vast range of program s w e know  today.

M ost program s are w ritten in higher-level languages such as Java, C , C ++, Perl, or
Python; program m ers often use libraries of code to build com plex program s from  pieces
w ritten by others. B ut m ost people are not program m ers; instead, they use already w ritten
applications for w ord processing, w eb brow sing, graphics design, accounting, and the like
w ithout know ing anything about the underlying program  code. People do not expect to
need to understand how  pow er plants operate in order to turn on an electric light. B ut if
the light does not w ork, the problem  could be anyw here from  the pow er plant to the light
bulb, and suddenly the user needs to trace potential problem s from  one end to the other.
A lthough the user does not need to becom e a physicist or electrical engineer, a general
understanding of electricity helps determ ine how  to overcom e the problem , or at least how
to isolate faults under the user‒s control (burned out bulb, unplugged lam p).

In this chapter w e describe security problem s in program s and program m ing. A s w ith
the light, a problem  can reside anyw here betw een the m achine hardw are and the user
interface. Tw o or m ore problem s m ay com bine in negative w ays, som e problem s can be
interm ittent or occur only w hen som e other condition is present, and the im pact of
problem s can range from  annoying (perhaps not even perceptible) to catastrophic.

Security failures can result from  intentional or nonm alicious causes; both
can cause harm .



In C hapter 1 w e introduce the notion of m otive, observing that som e security problem s
result from  nonm alicious oversights or blunders, but others are intentional. A  m alicious
attacker can exploit a nonm alicious flaw  to cause real harm . Thus, w e now  study several
com m on program  failings to show  how  sim ple errors during program m ing can lead to
large-scale problem s during execution. A long the w ay w e describe real attacks that have
been caused by program  flaw s. (W e use the term  flaw  because m any security professionals
use that term  or the m ore evocative term  bug. H ow ever, as you can see in Sidebar 3-1, the
language for describing program  problem s is not universal.)

Sidebar 3-1 T he Term inology of (L ack of) Q uality
Thanks to A dm iral G race M urray H opper, w e casually call a softw are problem  a
―bug.‖ [K ID 98] B ut that term  can m ean different things depending on context: a
m istake in interpreting a requirem ent, a syntax error in a piece of code, or the
(as-yet-unknow n) cause of a system  crash. The Institute of Electronics and
Electrical Engineers (IEEE) suggests using a standard term inology (in IEEE
Standard 729) for describing bugs in our softw are products [IEE83].
W hen a hum an m akes a m istake, called an error, in perform ing som e

softw are activity, the error m ay lead to a fault, or an incorrect step, com m and,
process, or data definition in a com puter program , design, or docum entation. For
exam ple, a designer m ay m isunderstand a requirem ent and create a design that
does not m atch the actual intent of the requirem ents analyst and the user. This
design fault is an encoding of the error, and it can lead to other faults, such as
incorrect code and an incorrect description in a user m anual. Thus, a single error
can generate m any faults, and a fault can reside in any developm ent or
m aintenance product.
A  failure is a departure from  the system ‒s required behavior. It can be

discovered before or after system  delivery, during testing, or during operation
and m aintenance. Since the requirem ents docum ents can contain faults, a failure
indicates that the system  is not perform ing as required, even though it m ay be
perform ing as specified.
Thus, a fault is an inside view  of the system , as seen by the eyes of the

developers, w hereas a failure is an outside view : a problem  that the user sees.
Every failure has at least one fault as its root cause. B ut not every fault
corresponds to a failure; for exam ple, if faulty code is never executed or a
particular state is never entered, the fault w ill never cause the code to fail.
A lthough softw are engineers usually pay careful attention to the distinction

betw een faults and failures, security engineers rarely do. Instead, security
engineers use flaw  to describe both faults and failures. In this book, w e use the
security term inology; w e try to provide enough context so that you can
understand w hether w e m ean fault or failure.

3.1 U nintentional (N onm alicious) Program m ing O versights
Program s and their com puter code are the basis of com puting. W ithout a program  to



guide its activity, a com puter is pretty useless. B ecause the early days of com puting
offered few  program s for general use, early com puter users had to be program m ers too‍
they w rote the code and then ran it to accom plish som e task. Today‒s com puter users
som etim es w rite their ow n code, but m ore often they buy program s off the shelf; they even
buy or share code com ponents and then m odify them  for their ow n uses. A nd all users
gladly run program s all the tim e: spreadsheets, m usic players, w ord processors, brow sers,
em ail handlers, gam es, sim ulators, and m ore. Indeed, code is initiated in m yriad w ays,
from  turning on a m obile phone to pressing ―start‖ on a coffee-m aker or m icrow ave oven.
B ut as the program s have becom e m ore num erous and com plex, users are m ore frequently
unable to know  w hat the program  is really doing or how .

M ore im portantly, users seldom  know  w hether the program  they are using is producing
correct results. If a program  stops abruptly, text disappears from  a docum ent, or m usic
suddenly skips passages, code m ay not be w orking properly. (Som etim es these
interruptions are intentional, as w hen a C D  player skips because the disk is dam aged or a
m edical device program  stops in order to prevent an injury.) B ut if a spreadsheet produces
a result that is off by a sm all am ount or an autom ated draw ing package doesn‒t align
objects exactly, you m ight not notice‍ or you notice but blam e yourself instead of the
program  for the discrepancy.

These flaw s, seen and unseen, can be cause for concern in several w ays. A s w e all
know , program s are w ritten by fallible hum ans, and program  flaw s can range from
insignificant to catastrophic. D espite significant testing, the flaw s m ay appear regularly or
sporadically, perhaps depending on m any unknow n and unanticipated conditions.

Program  flaw s can have tw o kinds of security im plications: They can cause integrity
problem s leading to harm ful output or action, and they offer an opportunity for
exploitation by a m alicious actor. W e discuss each one in turn.

‛ A  program  flaw  can be a fault affecting the correctness of the program ‒s result
‍ that is, a fault can lead to a failure. Incorrect operation is an integrity failing.
A s w e saw  in C hapter 1, integrity is one of the three fundam ental security
properties of the C -I-A  triad. Integrity involves not only correctness but also
accuracy, precision, and consistency. A  faulty program  can also inappropriately
m odify previously correct data, som etim es by overw riting or deleting the
original data. Even though the flaw  m ay not have been inserted m aliciously, the
outcom es of a flaw ed program  can lead to serious harm .
‛ O n the other hand, even a flaw  from  a benign cause can be exploited by
som eone m alicious. If an attacker learns of a flaw  and can use it to m anipulate
the program ‒s behavior, a sim ple and nonm alicious flaw  can becom e part of a
m alicious attack.

B enign flaw s can be‍ often are‍ exploited for m alicious im pact.

Thus, in both w ays, program  correctness becom es a security issue as w ell as a general
quality problem . In this chapter w e exam ine several program m ing flaw s that have security
im plications. W e also show  w hat activities during program  design, developm ent, and
deploym ent can im prove program  security.



B uffer O verflow
W e start w ith a particularly w ell know n flaw , the buffer overflow . A lthough the basic

problem  is easy to describe, locating and preventing such difficulties is challenging.
Furtherm ore, the im pact of an overflow  can be subtle and disproportionate to the
underlying oversight. This outsized effect is due in part to the exploits that people have
achieved using overflow s. Indeed, a buffer overflow  is often the initial toehold for
m ounting a m ore dam aging strike. M ost buffer overflow s are sim ple program m ing
oversights, but they can be used for m alicious ends. See Sidebar 3-2 for the story of a
search for a buffer overflow .

B uffer overflow s often com e from  innocent program m er oversights or
failures to docum ent and check for excessive data.

This exam ple w as not the first buffer overflow , and in the intervening tim e‍
approaching tw o decades‍ far m ore buffer overflow s have been discovered. H ow ever,
this exam ple show s clearly the m ind of an attacker. In this case, D avid w as trying to
im prove security‍ he happened to be w orking for one of this book‒s authors at the tim e‍
but attackers w ork to defeat security for reasons such as those listed in C hapter 1. W e now
investigate sources of buffer overflow  attacks, their consequences, and som e
counterm easures.

A natom y of B uffer O verflow s

A  string overruns its assigned space or one extra elem ent is shoved into an array; w hat‒s
the big deal, you ask? To understand w hy buffer overflow s are a m ajor security issue, you
need to understand how  an operating system  stores code and data.

A s noted above, buffer overflow s have existed alm ost as long as higher-level
program m ing languages w ith arrays. Early overflow s w ere sim ply a m inor annoyance to
program m ers and users, a cause of errors and som etim es even system  crashes. M ore
recently, how ever, attackers have used them  as vehicles to cause first a system  crash and
then a controlled failure w ith a serious security im plication. The large num ber of security
vulnerabilities based on buffer overflow s show s that developers m ust pay m ore attention
now  to w hat had previously been thought to be just a m inor annoyance.

Sidebar 3-2 M y Phone N um ber is 5656 4545 7890 1234 2929 2929 2929 “
In 1999, security analyst D avid Litchfield [LIT99] w as intrigued by buffer
overflow s. H e had both an uncanny sense for the kind of program  that w ould
contain overflow s and the patience to search for them  diligently. H e happened
onto the M icrosoft D ialer program , dialer.exe.

D ialer w as a program  for dialing a telephone. B efore cell phones, W iFi,
broadband, and D SL, com puters w ere equipped w ith m odem s by w hich they
could connect to the land-based telephone netw ork; a user w ould dial an Internet
service provider and establish a connection across a standard voice telephone
line. M any people shared one line betw een voice and com puter (data)
com m unication. You could look up a contact‒s phone num ber, reach for the
telephone, dial the num ber, and converse; but the com puter‒s m odem  could dial



the sam e line, so you could feed the num ber to the m odem  from  an electronic
contacts list, let the m odem  dial your num ber, and pick up the receiver w hen
your called party answ ered. Thus, M icrosoft provided D ialer, a sim ple utility
program  to dial a num ber w ith the m odem . (A s of 2014, dialer.exe w as still part
of W indow s 10, although the buffer overflow  described here w as patched
shortly after D avid reported it.)

D avid reasoned that D ialer had to accept phone num bers of different lengths,
given country variations, outgoing access codes, and rem ote signals (for
exam ple, to enter an extension num ber). B ut he also suspected there w ould be an
upper lim it. So he tried dialer.exe w ith a 20-digit phone num ber and everything
w orked fine. H e tried 25 and 50, and the program  still w orked fine. W hen he
tried a 100-digit phone num ber, the program  crashed. The program m er had
probably m ade an undocum ented and untested decision that nobody w ould ever
try to dial a 100-digit phone num ber “  except D avid.

H aving found a breaking point, D avid then began the interesting part of his
w ork: C rashing a program  dem onstrates a fault, but exploiting that flaw  show s
how  serious the fault is. B y m ore experim entation, D avid found that the num ber
to dial w as w ritten into the stack, the data structure that stores param eters and
return addresses for em bedded program  calls. The dialer.exe program  is treated
as a program  call by the operating system , so by controlling w hat dialer.exe
overw rote, D avid could redirect execution to continue anyw here w ith any
instructions he w anted. The full details of his exploitation are given in [LIT99].

M em ory A llocation

M em ory is a lim ited but flexible resource; any m em ory location can hold any piece of
code or data. To m ake m anaging com puter m em ory efficient, operating system s jam  one
data elem ent next to another, w ithout regard for data type, size, content, or purpose.1 U sers
and program m ers seldom  know , m uch less have any need to know , precisely w hich
m em ory location a code or data item  occupies.

1. Som e operating system s do separate executable code from  nonexecutable data, and som e hardw are can provide
different protection to m em ory addresses containing code as opposed to data. U nfortunately, how ever, for reasons
including sim ple design and perform ance, m ost operating system s and hardw are do not im plem ent such
separation. W e ignore the few  exceptions in this chapter because the security issue of buffer overflow  applies even
w ithin a m ore constrained system . D esigners and program m ers need to be aw are of buffer overflow s, because a
program  designed for use in one environm ent is som etim es transported to another less protected one.

C om puters use a pointer or register know n as a program  counter that indicates the next
instruction. A s long as program  flow  is sequential, hardw are bum ps up the value in the
program  counter to point just after the current instruction as part of perform ing that
instruction. C onditional instructions such as IF(), branch instructions such as loops
(W H ILE, FO R ) and unconditional transfers such as G O TO  or C A LL divert the flow  of
execution, causing the hardw are to put a new  destination address into the program  counter.
C hanging the program  counter causes execution to transfer from  the bottom  of a loop back
to its top for another iteration. H ardw are sim ply fetches the byte (or bytes) at the address
pointed to by the program  counter and executes it as an instruction.

Instructions and data are all binary strings; only the context of use says a byte, for



exam ple, 0x41 represents the letter A , the num ber 65, or the instruction to m ove the
contents of register 1 to the stack pointer. If you happen to put the data string ―A ‖ in the
path of execution, it w ill be executed as if it w ere an instruction. In Figure 3-1 w e show  a
typical arrangem ent of the contents of m em ory, show ing code, local data, the heap
(storage for dynam ically created data), and the stack (storage for subtask call and return
data). A s you can see, instructions m ove from  the bottom  (low  addresses) of m em ory up;
left unchecked, execution w ould proceed through the local data area and into the heap and
stack. O f course, execution typically stays w ithin the area assigned to program  code.

FIG U R E  3-1 Typical M em ory O rganization

N ot all binary data item s represent valid instructions. Som e do not correspond to any
defined operation, for exam ple, operation 0x78 on a m achine w hose instructions are all
num bers betw een 0x01 and 0x6f. O ther invalid form s attem pt to use nonexistent hardw are
features, such as a reference to register 9 on a m achine w ith only eight hardw are registers.

To help operating system s im plem ent security, som e hardw are recognizes m ore than
one m ode of instruction: so-called privileged instructions that can be executed only w hen
the processor is running in a protected m ode. Trying to execute som ething that does not
correspond to a valid instruction or trying to execute a privileged instruction w hen not in
the proper m ode w ill cause a program  fault. W hen hardw are generates a program  fault, it
stops the current thread of execution and transfers control to code that w ill take recovery
action, such as halting the current process and returning control to the supervisor.

C ode and D ata

B efore w e can explain the real im pact of buffer overflow s, w e need to clarify one point:
C ode, data, instructions, the operating system , com plex data structures, user program s,
strings, dow nloaded utility routines, hexadecim al data, decim al data, character strings,
code libraries, photos, and everything else in m em ory are just strings of 0s and 1s; think of



it all as bytes, each containing a num ber. The com puter pays no attention to how  the bytes
w ere produced or w here they cam e from . Each com puter instruction determ ines how  data
values are interpreted: A n A dd instruction im plies the data item  is interpreted as a num ber,
a M ove instruction applies to any string of bits of arbitrary form , and a Jum p instruction
assum es the target is an instruction. B ut at the m achine level, nothing prevents a Jum p
instruction from  transferring into a data field or an A dd com m and operating on an
instruction, although the results m ay be unpleasant. C ode and data are bit strings
interpreted in a particular w ay.

In m em ory, code is indistinguishable from  data. T he origin of code
(respected source or attacker) is also not visible.

You do not usually try to execute data values or perform  arithm etic on instructions. B ut
if 0x1C  is the operation code for a Jum p instruction, and the form  of a Jum p instruction is
1C  displ, m eaning execute the instruction at the address displ bytes ahead of this
instruction, the string 0x1C 0A  is interpreted as jum p forw ard 10 bytes. B ut, as show n in
Figure 3-2, that sam e bit pattern represents the tw o-byte decim al integer 7178. So storing
the num ber 7178 in a series of instructions is the sam e as having program m ed a Jum p.
M ost higher-level-language program m ers do not care about the representation of
instructions in m em ory, but curious investigators can readily find the correspondence.
M anufacturers publish references specifying precisely the behavior of their chips, and
utility program s such as com pilers, assem blers, and disassem blers help interested
program m ers develop and interpret m achine instructions.

FIG U R E  3-2 B it Patterns C an R epresent D ata or Instructions

U sually w e do not treat code as data, or vice versa; attackers som etim es do, how ever,
especially in m em ory overflow  attacks. The attacker‒s trick is to cause data to spill over



into executable code and then to select the data values such that they are interpreted as
valid instructions to perform  the attacker‒s goal. For som e attackers this is a tw o-step goal:
First cause the overflow  and then experim ent w ith the ensuing action to cause a desired,
predictable result, just as D avid did.

H arm  from  an O verflow

Let us suppose a m alicious person understands the dam age that can be done by a buffer
overflow ; that is, w e are dealing w ith m ore than sim ply a norm al, bum bling program m er.
The m alicious program m er thinks deviously: W hat data values could I insert to cause
m ischief or dam age, and w hat planned instruction codes could I force the system  to
execute? There are m any possible answ ers, som e of w hich are m ore m alevolent than
others. H ere, w e present tw o buffer overflow  attacks that are used frequently. (See
[A LE96] for m ore details.)

First, the attacker m ay replace code in the system  space. A s show n in Figure 3-3,
m em ory organization is not as sim ple as show n in Figure 3-1. The operating system ‒s code
and data coexist w ith a user‒s code and data. The heavy line betw een system  and user
space is only to indicate a logical separation betw een those tw o areas; in practice, the
distinction is not so solid.

FIG U R E  3-3 M em ory O rganization w ith U ser and System  A reas

R em em ber that every program  is invoked by an operating system  that m ay run w ith
higher privileges than those of a regular program . Thus, if the attacker can gain control by
m asquerading as the operating system , the attacker can execute com m ands in a pow erful
role. Therefore, by replacing a few  instructions right after returning from  his or her ow n
procedure, the attacker regains control from  the operating system , possibly w ith raised
privileges. This technique is called privilege escalation. If the buffer overflow s into
system  code space, the attacker m erely inserts overflow  data that correspond to the
m achine code for instructions.



In the other kind of attack, the intruder m ay w ander into an area called the stack and
heap. Subprocedure calls are handled w ith a stack, a data structure in w hich the m ost
recent item  inserted is the next one rem oved (last arrived, first served). This structure
w orks w ell because procedure calls can be nested, w ith each return causing control to
transfer back to the im m ediately preceding routine at its point of execution. Each tim e a
procedure is called, its param eters, the return address (the address im m ediately after its
call), and other local values are pushed onto a stack. A n old stack pointer is also pushed
onto the stack, and a stack pointer register is reloaded w ith the address of these new
values. C ontrol is then transferred to the subprocedure.

A s the subprocedure executes, it fetches param eters that it finds by using the address
pointed to by the stack pointer. Typically, the stack pointer is a register in the processor.
Therefore, by causing an overflow  into the stack, the attacker can change either the old
stack pointer (changing the context for the calling procedure) or the return address
(causing control to transfer w here the attacker intends w hen the subprocedure returns).
C hanging the context or return address allow s the attacker to redirect execution to code
w ritten by the attacker.

In both these cases, the assailant m ust experim ent a little to determ ine w here the
overflow  is and how  to control it. B ut the w ork to be done is relatively sm all‍ probably a
day or tw o for a com petent analyst. These buffer overflow s are carefully explained in a
paper by M udge [M U D 95] (real nam e, Pieter Zatko) of the fam ed l0pht com puter security
group. Pincus and B aker [PIN 04] review ed buffer overflow s ten years after M udge and
found that, far from  being a m inor aspect of attack, buffer overflow s had been a significant
attack vector and had spaw ned several other new  attack types. That pattern continues
today.

A n alternative style of buffer overflow  occurs w hen param eter values are passed into a
routine, especially w hen the param eters are passed to a w eb server on the Internet.
Param eters are passed in the U R L line, w ith a syntax sim ilar to
C lick here to view  code im age

http://www.somesite.com/subpage/userinput.asp?

parm1=(808)555-1212

In this exam ple, the application script userinput receives one param eter, parm 1 w ith
value (808)555-1212 (perhaps a U .S. telephone num ber). The w eb brow ser on the caller‒s
m achine w ill accept values from  a user w ho probably com pletes fields on a form . The
brow ser encodes those values and transm its them  back to the server‒s w eb site.

The attacker m ight question w hat the server w ould do w ith a really long telephone
num ber, say, one w ith 500 or 1000 digits. This is precisely the question D avid asked in the
exam ple w e described in Sidebar 3-2. Passing a very long string to a w eb server is a slight
variation on the classic buffer overflow , but no less effective.

O verw riting M em ory

N ow  think about a buffer overflow . If you w rite an elem ent past the end of an array or
you store an 11-byte string in a 10-byte area, that extra data has to go som ew here; often it
goes im m ediately after the last assigned space for the data.

A  buffer (or array or string) is a space in w hich data can be held. A  buffer resides in



m em ory. B ecause m em ory is finite, a buffer‒s capacity is finite. For this reason, in m any
program m ing languages the program m er m ust declare the buffer‒s m axim um  size so that
the com piler can set aside that am ount of space.

Let us look at an exam ple to see how  buffer overflow s can happen. Suppose a C
language program  contains the declaration

char sample[10];

The com piler sets aside 10 bytes to store this buffer, one byte for each of the 10
elem ents of the array, denoted sam ple[0] through sam ple[9]. N ow  w e execute the
statem ent

sample[10] =  B ;

The subscript is out of bounds (that is, it does not fall betw een 0 and 9), so w e have a
problem . The nicest outcom e (from  a security perspective) is for the com piler to detect the
problem  and m ark the error during com pilation, w hich the com piler could do in this case.
H ow ever, if the statem ent w ere

sample[i] =  B ;

then the com piler could not identify the problem  until i w as set during execution either
to a proper value (betw een 0 and 9) or to an out-of-bounds subscript (less than 0 or greater
than 9). It w ould be useful if, during execution, the system  produced an error m essage
w arning of a subscript exception. U nfortunately, in som e languages, buffer sizes do not
have to be predefined, so there is no w ay to detect an out-of-bounds error. M ore
im portantly, the code needed to check each subscript against its potential m axim um  value
takes tim e and space during execution, and resources are applied to catch a problem  that
occurs relatively infrequently. Even if the com piler w ere careful in analyzing the buffer
declaration and use, this sam e problem  can be caused w ith pointers, for w hich there is no
reasonable w ay to define a proper lim it. Thus, som e com pilers do not generate the code to
check for exceeding bounds.

Im plications of O verw riting M em ory

Let us m ore closely exam ine the problem  of overw riting m em ory. B e sure to recognize
that the potential overflow  causes a serious problem  only in som e instances. The
problem ‒s occurrence depends on w hat is adjacent to the array sample. For exam ple,
suppose each of the ten elem ents of the array sample is filled w ith the letter A  and the
erroneous reference uses the letter B , as follow s:
C lick here to view  code im age

for (i=0; i<=9; i++)

      sample[i] =  A ;

sample[10] =  B 

A ll program  and data elem ents are in m em ory during execution, sharing space w ith the
operating system , other code, and resident routines. So four cases m ust be considered in
deciding w here the ‐B ‒ goes, as show n in Figure 3-4. If the extra character overflow s into
the user‒s data space, it sim ply overw rites an existing variable value (or it m ay be w ritten
into an as-yet unused location), perhaps affecting the program ‒s result but affecting no
other program  or data.



FIG U R E  3-4 O ne-C haracter O verflow

In the second case, the ‐B ‒ goes into the user‒s program  area. If it overlays an already
executed instruction (w hich w ill not be executed again), the user should perceive no
effect. If it overlays an instruction that is not yet executed, the m achine w ill try to execute
an instruction w ith operation code 0x42, the internal code for the character ‐B ‒. If there is
no instruction w ith operation code 0x42, the system  w ill halt on an illegal instruction
exception. O therw ise, the m achine w ill use subsequent bytes as if they w ere the rest of the
instruction, w ith success or failure depending on the m eaning of the contents. A gain, only
the user is likely to experience an effect.

The m ost interesting cases (from  a security perspective) occur w hen the system  ow ns
the space im m ediately after the array that overflow s. Spilling over into system  data or
code areas produces results sim ilar to those for the user‒s space: com puting w ith a faulty
value or trying to execute an operation.

Program  procedures use both local data, data used strictly w ithin one procedure, and
shared or com m on or global data, w hich are shared betw een tw o or m ore procedures.
M em ory organization can be com plicated, but w e sim plify the layout as in Figure 3-5. In
that picture, local data are stored adjacent to the code of a procedure. Thus, as you can see,
a data overflow  either falls strictly w ithin a data space or it spills over into an adjacent
code area. The data end up on top of one of

‛ another piece of your data
‛ an instruction of yours



‛ data or code belonging to another program
‛ data or code belonging to the operating system

W e consider each of these cases separately.

FIG U R E  3-5 M em ory of D ifferent Procedures for D ifferent U sers

A ffecting Your O w n D ata

M odifying your ow n data, especially w ith an unintended value, w ill obviously affect
your com puting. Perhaps a loop w ill repeat too m any or too few  tim es, a sum  w ill be
com prom ised, or a date w ill becom e garbled. You can im agine these possibilities for
yourself. The error m ay be so egregious that you w ill easily recognize som ething is
w rong, but a m ore subtle failure m ay escape your notice, perhaps forever.

From  a security standpoint, few  system  controls protect you from  this kind of error: You
ow n your data space and anything you w ant to store there is your business. Som e, but not
all, program m ing languages generate checking code for things like arrays to ensure that
you store elem ents only w ithin the space allocated. For this reason, the defensive
program m ing technique (discussed later in this chapter) recom m ends that you alw ays
check to ensure that array elem ents and strings are w ithin their boundaries. A s Sidebar 3-3
dem onstrates, som etim es such an error lies dorm ant for a long tim e.

Sidebar 3-3 Too M any C om puters
The A R PA N ET, precursor to today‒s Internet, began operation in 1969. Stephen
C rocker and M ary B ernstein [C R O 89] exhaustively studied the root causes of 17
catastrophic failures of the A R PA N ET, failures that brought dow n the entire
netw ork or a significant portion of it.
A s you m ight expect, m any of these failures occurred during the early 1970s

as use of the netw ork caused flaw s to surface. The final one of their 17 causes
appeared only in 1988, nearly 20 years after the inception of the netw ork. This
disruption w as caused by an overflow .
The original A R PA N ET netw ork com prised hosts that connected to



specialized com m unications processors called IM Ps. Each interface m essage
processor (IM P) controlled an individual subnetw ork, m uch like today‒s routers;
the IM Ps connected to other IM Ps through dedicated com m unications lines. For
reliability, each IM P had at least tw o distinct paths to each other IM P. The IM P
connections w ere added to a table dynam ically as com m unication betw een tw o
IM Ps w as required by netw ork traffic.
In 1988, one subnetw ork added a connection to a 348th IM P. The table for

IM P connections had been hard-coded in 1969 to only 347 entries, w hich
seem ed w ildly excessive at the tim e, and in the intervening years people had
forgotten that table size if, indeed, it had ever been publicized. (In 1967, 347
IM Ps w as far m ore than the designers ever envisioned the netw ork w ould have.)
Softw are handling the IM P‒s table detected this overflow  but handled it by
causing the IM P to reboot; upon rebooting, the IM P‒s table w as cleared and
w ould be repopulated as it discovered other reachable subnetw orks. A pparently
the authors of that softw are assum ed such a table overflow  w ould be a sporadic
m istake from  another cause, so clearing and rebooting w ould rid the table of the
faulty data. B ecause the fault w as due to a real situation, in 1989 the refreshed
IM P ran for a w hile until its table refilled and then it failed and rebooted again.
It took som e tim e to determ ine the source and rem edy of this flaw , because

tw enty years had passed betw een coding and failing; everybody associated w ith
the original design or im plem entation had m oved on to other projects.
A s this exam ple show s, buffer overflow s‍ like other program  faults‍ can

rem ain unexploited and undetected for som e tim e, but they are still present.

A ffecting an Instruction of Yours

A gain, the failure of one of your instructions affects you, and system s give w ide latitude
to w hat you can do to yourself. If you store a string that does not represent a valid or
perm itted instruction, your program  m ay generate a fault and halt, returning control to the
operating system . H ow ever, the system  w ill try to execute a string that accidentally does
represent a valid instruction, w ith effects depending on the actual value. A gain, depending
on the nature of the error, this faulty instruction m ay have no effect (if it is not in the path
of execution or in a section that has already been executed), a null effect (if it happens not
to affect code or data, such as an instruction to m ove the contents of register 1 to itself), or
an unnoticed or readily noticed effect.

D estroying your ow n code or data is unpleasant, but at least you can say the harm  w as
your ow n fault. U nless, of course, it w asn‒t your fault. O ne early flaw  in M icrosoft‒s
O utlook involved the sim ple date field: A  date is a few  bytes long to represent a day,
m onth, year, and tim e in G M T (G reenw ich M ean Tim e) form at. In a form er version of
O utlook, a m essage w ith a date of m ore than 1000 bytes exceeded the buffer space for
m essage headers and ran into reserved space. Sim ply dow nloading such a m essage from  a
m ail server w ould cause your system  to crash, and each tim e you tried to restart, O utlook
w ould try to reload the sam e m essage and crash again. In this case, you suffered harm
from  a buffer overflow  involving only your m em ory area.

O ne program  can accidentally m odify code or data of another procedure that w ill not be



executed until m uch later, so the delayed im pact can be alm ost as difficult to diagnose as if
the attack cam e from  an unrelated, independent user. The m ost significant im pact of a
buffer overflow  occurs w hen the excess data affect the operating system ‒s code or data.

M odification of code and data for one user or another is significant, but it is not a m ajor
com puter security issue. H ow ever, as w e show  in the next section, buffer overflow s
perpetrated on the operating system  can have serious consequences.

A ffecting the O perating System  or a C ritical A pplication

The sam e basic scenarios occur for operating system  code or data as for users, although
again there are im portant variations. Exploring these differences also leads us to consider
m otive, and so w e shift from  thinking of w hat are essentially accidents to intentional
m alicious acts by an attacker.

B ecause the m ix of program s changes continually on a com puting system , there is little
opportunity to affect any one particular use. W e now  consider the case in w hich an
attacker w ho has already overtaken an ordinary user now  w ants to overtake the operating
system . Such an attack can let the attacker plant perm anent code that is reactivated each
tim e a m achine is restarted, for exam ple. O r the attack m ay expose data, for exam ple,
passw ords or cryptographic keys that the operating system  is entrusted to safeguard. So
now  let us consider the im pact a (com prom ised) user can have on the operating system .

U sers‒ code and data are placed essentially at random : w herever there is free m em ory of
an appropriate size. O nly by tracing through system  m em ory allocation tables can you
learn w here your program  and data appear in m em ory. H ow ever, certain portions of the
operating system  are placed at particular fixed locations, and other data are located at
places that can easily be determ ined during execution. Fixed or easily determ ined location
distinguishes operating system  routines, especially the m ost critical ones, from  a user‒s
code and data.

A  second distinction betw een ordinary users and the operating system  is that a user runs
w ithout operating system  privileges. The operating system  invokes a user‒s program  as if
it w ere a subprocedure, and the operating system  receives control back w hen the user‒s
program  exits. If the user can alter w hat the operating system  does w hen it regains control,
the user can force the operating system  to execute code the user w ants to run, but w ith
elevated privileges (those of the operating system ). B eing able to m odify operating system
code or data allow s the user (that is, an attacker acting as the user) to obtain effective
privileged status.

Privilege escalation, executing attack code w ith higher system
perm issions, is a bonus for the attacker.

The call and return sequence operates under a w ell-defined protocol using a data
structure called the stack. A leph O ne (Elias Levy) describes how  to use buffer overflow s
to overw rite the call stack [A LE96]. In the next section w e show  how  a program m er can
use an overflow  to com prom ise a com puter‒s operation.

T he Stack and the H eap

The stack is a key data structure necessary for interchange of data betw een procedures,



as w e described earlier in this chapter. Executable code resides at one end of m em ory,
w hich w e depict as the low  end; above it are constants and data item s w hose size is know n
at com pile tim e; above that is the heap for data item s w hose size can change during
execution; and finally, the stack. A ctually, as show n earlier in Figure 3-1, the heap and
stack are at opposite ends of the m em ory left over after code and local data.

W hen procedure A  calls procedure B , A  pushes onto the stack its return address (that is,
the current value of the program  counter), the address at w hich execution should resum e
w hen B  exits, as w ell as calling param eter values. Such a sequence is show n in Figure 3-6.

FIG U R E  3-6 Param eters and R eturn A ddress

To help unw ind stack data tangled because of a program  that fails during execution, the
stack also contains the pointer to the logical bottom  of this program ‒s section of the stack,
that is, to the point just before w here this procedure pushed values onto the stack. This
data group of param eters, return address, and stack pointer is called a stack fram e, as
show n in Figure 3-7.

FIG U R E  3-7 A  Stack Fram e

W hen one procedure calls another, the stack fram e is pushed onto the stack to allow  the
tw o procedures to exchange data and transfer control; an exam ple of the stack after
procedure A  calls B  is show n in Figure 3-8.

FIG U R E  3-8 The Stack after a Procedure C all



N ow  let us consider a slightly deeper exam ple: Suppose procedure A  calls B  that in turn
calls C . A fter these tw o calls the stack w ill look as show n in Figure 3-7, w ith the return
address to A  on the bottom , then param eters from  A  to B , the return address from  C  to B ,
and param eters from  B  to C , in that order. A fter procedure C  returns to B , the second stack
fram e is popped off the stack and it looks again like Figure 3-9.

FIG U R E  3-9 The Stack after N ested Procedure C alls

The im portant thing to notice in these figures is the program  counter: If the attacker can
overw rite the program  counter, doing so w ill redirect program  execution after the
procedure returns, and that redirection is, in fact, a frequently seen step in exploiting a
buffer overflow .

O verflow  into system  space can redirect execution im m ediately or on exit
from  the current called procedure.

R efer again to Figure 3-1 and notice that the stack is at the top of m em ory, grow ing
dow nw ard, and som ething else, called the heap, is at the bottom  grow ing up. A s you have
just seen, the stack is m ainly used for nested calls to procedures. The heap provides space
for dynam ic data, that is, data item s w hose size is not know n w hen a program  is com piled.

If you declare an array of ten elem ents in the source code of a routine, the com piler
allocates enough space for those ten elem ents, as w ell as space for constants and
individual variables. B ut suppose you are w riting a general-purpose sort routine that w orks
on any data, for exam ple, tables w ith arbitrarily m any row s and colum ns of any kind of
data. You m ight process an array of 100 integers, a table of 20,000 telephone num bers, or
a structure of 2,000 bibliographic references w ith nam es, titles, and sources. Even if the
table itself is passed as a param eter so that you do not need space to store it w ithin your
program , you w ill need som e tem porary space, for exam ple, for variables to hold the
values of tw o row s as you com pare them  and perhaps exchange their positions. B ecause
you cannot know  w hen you w rite your code how  large a row  w ill be, m odern
program m ing languages let you defer declaring the size of these variables until the
program  executes. D uring execution, code inserted by the com piler into your program



determ ines the sizes and asks the operating system  to allocate dynam ic m em ory, w hich the
operating system  gets from  the heap. The heap grow s and shrinks as m em ory is allocated
and freed for dynam ic data structures.

A s you can see in Figure 3-1, the stack and heap grow  tow ard each other, and you can
predict that at som e point they m ight collide. O rdinarily, the operating system  m onitors
their sizes and prevents such a collision, except that the operating system  cannot know  that
you w ill w rite 15,000 bytes into a dynam ic heap space for w hich you requested only 15
bytes, or 8 bytes into a 4-byte param eter, or four return param eter values into three
param eter spaces.

The attacker w ants to overw rite stack m em ory, som etim es called stack sm ashing, in a
purposeful m anner: A rbitrary data in the w rong place causes strange behavior, but
particular data in a predictable location causes a planned im pact. H ere are som e w ays the
attacker can produce effects from  an overflow  attack:

‛ O verw rite the program  counter stored in the stack so that w hen this routine
exits, control transfers to the address pointed at by the m odified program  counter
address.
‛ O verw rite part of the code in low  m em ory, substituting the attacker‒s
instructions for previous program  statem ents.
‛ O verw rite the program  counter and data in the stack so that the program
counter now  points into the stack, causing the data overw ritten into the stack to
be executed.

The com m on feature of these attack m ethods is that the attacker uses overflow  data as
code the victim  w ill execute. B ecause this code runs under the authority of the victim , it
carries the victim ‒s privileges, and it can destroy the victim ‒s data by overw riting it or can
perform  any actions the victim  could, for exam ple, sending em ail as if from  the victim . If
the overflow  occurs during a system  call, that is, w hen the system  is running w ith elevated
privileges, the attacker‒s code also executes w ith those privileges; thus, an attack that
transfers control to the attacker by invoking one of the attacker‒s routines activates the
attacker‒s code and leaves the attacker in control w ith privileges. A nd for m any attackers
the goal is not sim ply to destroy data by overw riting m em ory but also to gain control of
the system  as a first step in a m ore com plex and em pow ering attack.

B uffer overflow  attacks are interesting because they are the first exam ple of a class of
problem s called data driven attacks. In a data driven attack the harm  occurs by the data
the attacker sends. Think of such an attack this w ay: A  buffer overflow s w hen som eone
stuffs too m uch into it. M ost people accidentally put one m ore elem ent in an array or
append an additional character into a string. The data inserted relate to the application
being com puted. H ow ever, w ith a m alicious buffer overflow  the attacker, like D avid the
nonm alicious researcher, carefully chooses data that w ill cause specific action, to m ake the
program  fail in a planned w ay. In this w ay, the selected data drive the im pact of the attack.

D ata driven attacks are directed by specially chosen data the attacker
feeds a program  as input.



M alicious exploitation of buffer overflow s also exhibit one m ore im portant
characteristic: They are exam ples of a m ultistep approach. N ot only does the attacker
overrun allocated space, but the attacker also uses the overrun to execute instructions to
achieve the next step in the attack. The overflow  is not a goal but a stepping stone to a
larger purpose.

B uffer overflow s can occur w ith m any kinds of data, ranging from  arrays to param eters
to individual data item s, and although som e of them  are easy to prevent (such as checking
an array‒s dim ension before storing), others are not so easy. H um an m istakes w ill never be
elim inated, w hich m eans overflow  conditions are likely to rem ain. In the next section w e
present a selection of controls that can detect and block various kinds of overflow  faults.

O verflow  C ounterm easures

It w ould seem  as if the counterm easure for a buffer overflow  is sim ple: C heck before
you w rite. U nfortunately, that is not quite so easy because som e buffer overflow  situations
are not directly under the program m er‒s control, and an overflow  can occur in several
w ays.

A lthough buffer overflow s are easy to program , no single counterm easure w ill prevent
them . H ow ever, because of the prevalence and seriousness of overflow s, several kinds of
protection have evolved.

The m ost obvious counterm easure to overw riting m em ory is to stay w ithin bounds.
M aintaining boundaries is a shared responsibility of the program m er, operating system ,
com piler, and hardw are. A ll should do the follow ing:

‛ C heck lengths before w riting.
‛ C onfirm  that array subscripts are w ithin lim its.
‛ D ouble-check boundary condition code to catch possible off-by-one errors.
‛ M onitor input and accept only as m any characters as can be handled.
‛ U se string utilities that transfer only a bounded am ount of data.
‛ C heck procedures that m ight overrun their space.
‛ Lim it program s‒ privileges, so if a piece of code is overtaken m aliciously, the
violator does not acquire elevated system  privileges as part of the com prom ise.

Program m ing C ontrols

Later in this chapter w e study program m ing controls in general. You m ay already have
encountered these principles of softw are engineering in other places. Techniques such as
code review s (in w hich people other than the program m er inspect code for im plem entation
oversights) and independent testing (in w hich dedicated testers hypothesize points at
w hich a program  could fail) can catch overflow  situations before they becom e problem s.

L anguage Features

Tw o features you m ay have noticed about attacks involving buffer overflow s are that
the attacker can w rite directly to particular m em ory addresses and that the language or
com piler allow s inappropriate operations on certain data types.

A nthony (C .A .R .) H oare [H O A 81] com m ents on the relationship betw een language and



design:

Program m ers are alw ays surrounded by com plexity; w e cannot avoid it.
O ur applications are com plex because w e are am bitious to use our
com puters in ever m ore sophisticated w ays. Program m ing is com plex
because of the large num ber of conflicting objectives for each of our
program m ing projects. If our basic tool, the language in w hich w e design
and code our program s, is also com plicated, the language itself becom es
part of the problem  rather than part of its solution.

Som e program m ing languages have features that preclude overflow s. For exam ple,
languages such as Java, .N ET, Perl, and Python generate code to check bounds before
storing data. The unchecked languages C , C ++, and assem bler language allow  largely
unlim ited program  access. To counter the openness of these languages, com piler w riters
have developed extensions and libraries that generate code to keep program s in check.

C ode A nalyzers

Softw are developers hope for a sim ple tool to find security errors in program s. Such a
tool, called a static code analyzer, analyzes source code to detect unsafe conditions.
A lthough such tools are not, and can never be, perfect, several good ones exist. K endra
K ratkiew icz and R ichard Lippm ann [K R A 05] and the U S-C ERT B uild Security In w ebsite
at https://buildsecurityin.us-cert.gov/ contain lists of static code analyzers.

Separation

A nother direction for protecting against buffer overflow s is to enforce containm ent:
separating sensitive areas from  the running code and its buffers and data space. To a
certain degree, hardw are can separate code from  data areas and the operating system .

Stum bling B locks

B ecause overw riting the stack is such a com m on and pow erful point of attack,
protecting it becom es a priority.

R efer again to Figure 3-8, and notice that each procedure call adds a new  stack fram e
that becom es a distinct slice of the stack. If our goal is to protect the stack, w e can do that
by w rapping each stack fram e in a protective layer. Such a layer is som etim es called a
canary, in reference to canary birds that w ere form erly taken into underground m ines; the
canary w as m ore sensitive to lim ited oxygen, so the m iners could notice the canary
reacting before they w ere affected, giving the m iners tim e to leave safely.

In this section w e show  how  som e m anufacturers have developed cushions to guard
against benign or m alicious dam age to the stack.

In a com m on buffer overflow  stack m odification, the program  counter is reset to point
into the stack to the attack code that has overw ritten stack data. In Figure 3-10, the tw o
param eters P1 and P2 have been overw ritten w ith code to w hich the program  counter has
been redirected. (Tw o instructions is too short a set for m any stack overflow  attacks, so a
real buffer overflow  attack w ould involve m ore data in the stack, but the concept is easier
to see w ith a sm all stack.)



FIG U R E  3-10 C om prom ised Stack

StackG uard is an approach proposed by C rispin C ow an et al. [C O W 98] The attacker
usually cannot tell exactly w here the saved program  counter is in the stack, only that there
is one at an approxim ate address. Thus, the attacker has to rew rite not just the stack
pointer but also som e w ords around it to be sure of changing the true stack pointer, but this
uncertainty to the attacker allow s StackG uard to detect likely changes to the program
counter. Each procedure includes a prolog code to push values on the stack, set the
rem ainder of the stack fram e, and pass control to the called return; then on return, som e
term ination code cleans up the stack, reloads registers, and returns. Just below  the
program  counter, StackG uard inserts a canary value to signal m odification; if the attacker
rew rites the program  counter and the added value, StackG uard augm ents the term ination
code to detect the m odified added value and signal an error before returning. Thus, each
canary value serves as a protective insert to protect the program  counter. These protective
inserts are show n in Figure 3-11. The idea of surrounding the return address w ith a
tam per-detecting value is sound, as long as only the defender can generate and verify that
value.



FIG U R E  3-11 C anary Values to Signal M odification

A las, the attack‌counterm easure tennis m atch w as played here, as w e have seen in other
situations such as passw ord guessing: The attacker serves, the defender responds w ith a
counterm easure, the attacker returns the ball w ith an enhanced attack, and so on. The
protective canary value has to be som ething to w hich the term ination code can detect a
change, for exam ple, the recognizable pattern 0x0f1e2d3c, w hich is a num ber the attacker
is unlikely to w rite naturally (although not im possible). A s soon as the attacker discovers
that a com m ercial product looks for a pad of exactly that value, w e know  w hat value the
attacker is likely to w rite near the return address. C ountering again, to add variety the
defender picks random  patterns that follow  som e sequence, such as 0x0f1e2d3c,
0x0f1e2d3d, and so on. In response, the attacker m onitors the stack over tim e to try to
predict the sequence pattern. The tw o sides continue to volley m odifications until, as in
tennis, one side fails.

N ext w e consider a program m ing flaw  that is sim ilar to an overflow : a failure to check
and control access com pletely and consistently.

Incom plete M ediation
M ediation m eans checking: the process of intervening to confirm  an actor‒s

authorization before it takes an intended action. In the last chapter w e discussed the steps
and actors in the authentication process: the access control triple that describes w hat
subject can perform  w hat operation on w hat object. Verifying that the subject is authorized
to perform  the operation on an object is called m ediation. Incom plete m ediation is a
security problem  that has been w ith us for decades: Forgetting to ask ―W ho goes there?‖
before allow ing the knight across the castle draw bridge is just asking for trouble. In the
sam e w ay, attackers exploit incom plete m ediation to cause security problem s.

D efinition

C onsider the follow ing U R L. In addition to a w eb address, it contains tw o param eters,



so you can think of it as input to a program :
C lick here to view  code im age

http://www.somesite.com/subpage/userinput.asp?

parm1=(808)555-1212&parm2=2015Jan17

A s a security professional trying to find and fix problem s before they occur, you m ight
exam ine the various parts of the U R L to determ ine w hat they m ean and how  they m ight be
exploited. For instance, the param eters parm 1 and parm 2 look like a telephone num ber
and a date, respectively. Probably the client‒s (user‒s) w eb brow ser enters those tw o values
in their specified form at for easy processing on the server‒s side.

B ut w hat w ould happen if parm 2 w ere subm itted as 1800Jan01? O r 1800Feb30? O r
2048M in32? O r 1A ardvark2M any? Som ething in the program  or the system  w ith w hich it
com m unicates w ould likely fail. A s w ith other kinds of program m ing errors, one
possibility is that the system  w ould fail catastrophically, w ith a routine‒s failing on a data
type error as it tried to handle a m onth nam ed ―M in‖ or even a year (like 1800) that w as
out of expected range. A nother possibility is that the receiving program  w ould continue to
execute but w ould generate a very w rong result. (For exam ple, im agine the am ount of
interest due today on a billing error w ith a start date of 1 Jan 1800.) Then again, the
processing server m ight have a default condition, deciding to treat 1A ardvark2M any as 21
July 1951. The possibilities are endless.

A  program m er typically dism isses considering bad input, asking w hy anyone w ould
enter such num bers. Everybody know s there is no 30th of February and, for certain
applications, a date in the 1800s is ridiculous. True. B ut ridiculousness does not alter
hum an behavior. A  person can type 1800 if fingers slip or the typist is m om entarily
distracted, or the num ber m ight have been corrupted during transm ission. W orse, just
because som ething is senseless, stupid, or w rong doesn‒t prevent people from  doing it.
A nd if a m alicious person does it accidentally and finds a security w eakness, other people
m ay w ell hear of it. Security scoundrels m aintain a robust exchange of findings. Thus,
program m ers should not assum e data w ill be proper; instead, program s should validate
that all data values are reasonable before using them .

U sers m ake errors from  ignorance, m isunderstanding, distraction; user
errors should not cause program  failures.

Validate A ll Input

O ne w ay to address potential problem s is to try to anticipate them . For instance, the
program m er in the exam ples above m ay have w ritten code to check for correctness on the
client‒s side (that is, the user‒s brow ser). The client program  can search for and screen out
errors. O r, to prevent the use of nonsense data, the program  can restrict choices to valid
ones only. For exam ple, the program  supplying the param eters m ight have solicited them
by using a drop-dow n box or choice list from  w hich only the tw elve conventional m onths
could have been selected. Sim ilarly, the year could have been tested to ensure a reasonable
value (for exam ple, betw een 2000 and 2050, according to the application) and date
num bers w ould have to be appropriate for the m onths in w hich they occur (no 30th of
February, for exam ple). U sing such verification, the program m er m ay have felt w ell



insulated from  the possible problem s a careless or m alicious user could cause.

G uard A gainst U sers‒ Fingers

H ow ever, the application is still vulnerable. B y packing the result into the return U R L,
the program m er left these data fields in a place w here the user can access (and m odify)
them . In particular, the user can edit the U R L line, change any param eter values, and send
the revised line. O n the server side, the server has no w ay to tell if the response line cam e
from  the client‒s brow ser or as a result of the user‒s editing the U R L directly. W e say in
this case that the data values are not com pletely m ediated: The sensitive data (nam ely, the
param eter values) are in an exposed, uncontrolled condition.

U nchecked data values represent a serious potential vulnerability. To dem onstrate this
flaw ‒s security im plications, w e use a real exam ple; only the nam e of the vendor has been
changed to protect the guilty. Things, Inc., w as a very large, international vendor of
consum er products, called O bjects. The com pany w as ready to sell its O bjects through a
w eb site, using w hat appeared to be a standard e-com m erce application. The m anagem ent
at Things decided to let som e of its in-house developers produce a w eb site w ith w hich its
custom ers could order O bjects directly from  the w eb.

To accom pany the w eb site, Things developed a com plete price list of its O bjects,
including pictures, descriptions, and drop-dow n m enus for size, shape, color, scent, and
any other properties. For exam ple, a custom er on the w eb could choose to buy 20 of part
num ber 555A  O bjects. If the price of one such part w ere $10, the w eb server w ould
correctly com pute the price of the 20 parts to be $200. Then the custom er could decide
w hether to have the O bjects shipped by boat, by ground transportation, or sent
electronically. If the custom er w ere to choose boat delivery, the custom er‒s w eb brow ser
w ould com plete a form  w ith param eters like these:
C lick here to view  code im age

http://www.things.com/order.asp?custID=101&part=555A

&qy=20&price=10&ship=boat&shipcost=5&total=205

So far, so good; everything in the param eter passing looks correct. B ut this procedure
leaves the param eter statem ent open for m alicious tam pering. Things should not need to
pass the price of the item s back to itself as an input param eter. Things presum ably know s
how  m uch its O bjects cost, and they are unlikely to change dram atically since the tim e the
price w as quoted a few  screens earlier.

T here is no reason to leave sensitive data under control of an untrusted
user.

A  m alicious attacker m ay decide to exploit this peculiarity by supplying instead the
follow ing U R L, w here the price has been reduced from  $205 to $25:
C lick here to view  code im age

http://www.things.com/order.asp?custID=101&part=555A

&qy=20&price=1&ship=boat&shipcost=5&total=25

Surprise! It w orked. The attacker could have ordered O bjects from  Things in any
quantity at any price. A nd yes, this code w as running on the w eb site for a w hile before



the problem  w as detected.

From  a security perspective, the m ost serious concern about this flaw  w as the length of
tim e that it could have run undetected. H ad the w hole w orld suddenly m ade a rush to
Things‒ w eb site and bought O bjects at a fraction of their actual price, Things probably
w ould have noticed. B ut Things is large enough that it w ould never have detected a few
custom ers a day choosing prices that w ere sim ilar to (but sm aller than) the real price, say,
30 percent off. The e-com m erce division w ould have show n a slightly sm aller profit than
other divisions, but the difference probably w ould not have been enough to raise anyone‒s
eyebrow s; the vulnerability could have gone unnoticed for years. Fortunately, Things hired
a consultant to do a routine review  of its code, and the consultant quickly found the error.

The vulnerability in this situation is that the custom er (com puter user) has unm ediated
access to sensitive data. A n application running on the user‒s brow ser m aintained the order
details but allow ed the user to change those details at w ill. In fact, few  of these values
should have been exposed in the U R L sent from  the client‒s brow ser to the server. The
client‒s application should have specified part num ber and quantity, but an application on
the server‒s side should have returned the price per unit and total price.

If data can be changed, assum e they have been.

This w eb program  design flaw  is easy to im agine in other settings. Those of us
interested in security m ust ask ourselves, H ow  m any sim ilar problem s are in running code
today? A nd how  w ill those vulnerabilities ever be found? A nd if found, by w hom ?

C om plete M ediation

B ecause the problem  here is incom plete m ediation, the solution is com plete m ediation.
R em em ber from  C hapter 2 that one of our standard security tools is access control,
som etim es im plem ented according to the reference m onitor concept. The three properties
of a reference m onitor are (1) sm all and sim ple enough to give confidence of correctness,
(2) unbypassable, and (3) alw ays invoked. These three properties com bine to give us solid,
com plete m ediation.

Tim e-of-C heck to Tim e-of-U se
The third program m ing flaw  w e describe also involves synchronization. To im prove

efficiency, m odern processors and operating system s usually change the order in w hich
instructions and procedures are executed. In particular, instructions that appear to be
adjacent m ay not actually be executed im m ediately after each other, either because of
intentionally changed order or because of the effects of other processes in concurrent
execution.

D efinition

A ccess control is a fundam ental part of com puter security; w e w ant to m ake sure that
only those subjects w ho should access an object are allow ed that access. Every requested
access m ust be governed by an access policy stating w ho is allow ed access to w hat; then
the request m ust be m ediated by an access-policy-enforcem ent agent. B ut an incom plete
m ediation problem  occurs w hen access is not checked universally. The tim e-of-check to



tim e-of-use (TO C T TO U ) flaw  concerns m ediation that is perform ed w ith a ―bait and
sw itch‖ in the m iddle.

B etw een access check and use, data m ust be protected against change.

To understand the nature of this flaw , consider a person‒s buying a sculpture that costs
$100. The buyer takes out five $20 bills, carefully counts them  in front of the seller, and
lays them  on the table. Then the seller turns around to w rite a receipt. W hile the seller‒s
back is turned, the buyer takes back one $20 bill. W hen the seller turns around, the buyer
hands over the stack of bills, takes the receipt, and leaves w ith the sculpture. B etw een the
tim e the security w as checked (counting the bills) and the access occurred (exchanging the
sculpture for the bills), a condition changed: W hat w as checked is no longer valid w hen
the object (that is, the sculpture) is accessed.

A  sim ilar situation can occur w ith com puting system s. Suppose a request to access a file
w ere presented as a data structure, w ith the nam e of the file and the m ode of access
presented in the structure. A n exam ple of such a structure is show n in Figure 3-12.

FIG U R E  3-12 File A ccess D ata Structure

The data structure is essentially a w ork ticket, requiring a stam p of authorization; once
authorized, it is put on a queue of things to be done. N orm ally the access control m ediator
process receives the data structure, determ ines w hether the access should be allow ed, and
either rejects the access and stops processing or allow s the access and forw ards the data
structure to the file handler for processing.

To carry out this authorization sequence, the access control m ediator w ould have to
look up the file nam e (and the user identity and any other relevant param eters) in tables.
The m ediator could com pare the nam es in the table to the file nam e in the data structure to
determ ine w hether access is appropriate. M ore likely, the m ediator w ould copy the file
nam e into its ow n local storage area and com pare from  there. C om paring from  the copy
leaves the data structure in the user‒s area, under the user‒s control.

A t this point the incom plete m ediation flaw  can be exploited. W hile the m ediator is
checking access rights for the file m y_file, the user could change the file nam e descriptor
to your_file, the value show n in Figure 3-13. H aving read the w ork ticket once, the
m ediator w ould not be expected to reread the ticket before approving it; the m ediator
w ould approve the access and send the now -m odified descriptor to the file handler.



FIG U R E  3-13 U nchecked C hange to W ork D escriptor

The problem  is called a tim e-of-check to tim e-of-use flaw  because it exploits the delay
betw een the tw o actions: check and use. That is, betw een the tim e the access w as checked
and the tim e the result of the check w as used, a change occurred, invalidating the result of
the check.

Security Im plication

The security im plication here is clear: C hecking one action and perform ing another is
an exam ple of ineffective access control, leading to confidentiality failure or integrity
failure or both. W e m ust be w ary w henever a tim e lag or loss of control occurs, m aking
sure that there is no w ay to corrupt the check‒s results during that interval.

C ounterm easures

Fortunately, there are w ays to prevent exploitation of the tim e lag, again depending on
our security tool, access control. C ritical param eters are not exposed during any loss of
control. The access-checking softw are m ust ow n the request data until the requested action
is com plete. A nother protection technique is to ensure serial integrity, that is, to allow  no
interruption (loss of control) during the validation. O r the validation routine can initially
copy data from  the user‒s space to the routine‒s area‍ out of the user‒s reach‍ and
perform  validation checks on the copy. Finally, the validation routine can seal the request
data to detect m odification. R eally, all these protection m ethods are expansions on the
tam perproof criterion for a reference m onitor: D ata on w hich the access control decision is
based and the result of the decision m ust be outside the dom ain of the program  w hose
access is being controlled.

U ndocum ented A ccess Point
N ext w e describe a com m on program m ing situation. D uring program  developm ent and

testing, the program m er needs a w ay to access the internals of a m odule. Perhaps a result
is not being com puted correctly so the program m er w ants a w ay to interrogate data values
during execution. M aybe flow  of control is not proceeding as it should and the
program m er needs to feed test values into a routine. It could be that the program m er w ants
a special debug m ode to test conditions. For w hatever reason the program m er creates an
undocum ented entry point or execution m ode.

These situations are understandable during program  developm ent. Som etim es, how ever,
the program m er forgets to rem ove these entry points w hen the program  m oves from
developm ent to product. O r the program m er decides to leave them  in to facilitate program



m aintenance later; the program m er m ay believe that nobody w ill find the special entry.
Program m ers can be naíve, because if there is a hole, som eone is likely to find it. See
Sidebar 3-4 for a description of an especially intricate backdoor.

Sidebar 3-4 O h L ook: T he E aster B unny!
M icrosoft‒s Excel spreadsheet program , in an old version, Excel 97, had the
follow ing feature.

‛ O pen a new  w orksheet
‛ Press F5
‛ Type X 97:L97 and press Enter
‛ Press Tab
‛ H old <C trl-Shift> and click the C hart W izard

A  user w ho did that suddenly found that the spreadsheet disappeared and the
screen filled w ith the im age of an airplane cockpit! U sing the arrow  keys, the
user could fly a sim ulated plane through space. W ith a few  m ore keystrokes the
user‒s screen seem ed to follow  dow n a corridor w ith panels on the sides, and on
the panels w ere inscribed the nam es of the developers of that version of Excel.
Such a piece of code is called an E aster egg, for chocolate candy eggs filled

w ith toys for children. This is not the only product w ith an Easter egg. A n old
version of Internet Explorer had som ething sim ilar, and other exam ples can be
found w ith an Internet search. A lthough m ost Easter eggs do not appear to be
harm ful, they raise a serious question: If such com plex functionality can be
em bedded in com m ercial softw are products w ithout being stopped by a
com pany‒s quality control group, are there other holes, potentially w ith security
vulnerabilities?

B ackdoor

A n undocum ented access point is called a backdoor or trapdoor. Such an entry can
transfer control to any point w ith any privileges the program m er w anted.

Few  things rem ain secret on the w eb for long; som eone finds an opening and exploits it.
Thus, coding a supposedly secret entry point is an opening for unannounced visitors.

Secret backdoors are eventually found. Security cannot depend on such
secrecy.

A nother exam ple of backdoors is used once an outsider has com prom ised a m achine. In
m any cases an intruder w ho obtains access to a m achine w ants to return later, either to
extend the raid on the one m achine or to use the m achine as a jum ping-off point for strikes
against other m achines to w hich the first m achine has access. Som etim es the first m achine
has privileged access to other m achines so the intruder can get enhanced rights w hen
exploring capabilities on these new  m achines. To facilitate return, the attacker can create a
new  account on the com prom ised m achine, under a user nam e and passw ord that only the
attacker know s.



Protecting A gainst U nauthorized E ntry

U ndocum ented entry points are a poor program m ing practice (but they w ill still be
used). They should be found during rigorous code review s in a softw are developm ent
process. U nfortunately, tw o factors w ork against that ideal.

First, being undocum ented, these entry points w ill not be clearly labeled in source code
or any of the developm ent docum entation. Thus, code review ers m ight fail to recognize
them  during review .

Second, such backdoors are often added after ordinary code developm ent, during testing
or even m aintenance, so even the scrutiny of skilled review ers w ill not find them .
M aintenance people w ho add such code are seldom  security engineers, so they are not
used to thinking of vulnerabilities and failure m odes. For exam ple, as reported by security
w riter B rian K rebs in his blog K rebs on Security, 24 January 2013, security researcher
Stefan V iehbôck of SEC  C onsult V ulnerability Labs in V ienna, A ustria found that som e
products from  B arracuda N etw orks (m aker of firew alls and other netw ork devices)
accepted rem ote (netw ork) logins from  user nam e ―product‖ and no passw ord. The
engineer w ho inserted the backdoor probably thought the activity w as protected by
restricting the address range from  w hich the logins w ould be accepted: O nly logins from
the range of addresses assigned to B arracuda w ould succeed. H ow ever, the engineer failed
to consider (and a good security engineer w ould have caught) that the specified range also
included hundreds of other com panies.

Thus, preventing or locking these vulnerable doorw ays is difficult, especially because
the people w ho w rite them  m ay not appreciate their security im plications.

O ff-by-O ne E rror
W hen learning to program , neophytes can easily fail w ith the off-by-one error:

m iscalculating the condition to end a loop (repeat w hile i< = n or i<n? repeat until i=n or
i>n?) or overlooking that an array of A [0] through A [n] contains n+1 elem ents.

U sually the program m er is at fault for failing to think correctly about w hen a loop
should stop. O ther tim es the problem  is m erging actual data w ith control data (som etim es
called m etadata or data about the data). For exam ple, a program  m ay m anage a list that
increases and decreases. Think of a list of unresolved problem s in a custom er service
departm ent: Today there are five open issues, num bered 10, 47, 38, 82, and 55; during the
day, issue 82 is resolved but issues 93 and 64 are added to the list. A  program m er m ay
create a sim ple data structure, an array, to hold these issue num bers and m ay reasonably
specify no m ore than 100 num bers. B ut to help w ith m anaging the num bers, the
program m er m ay also reserve the first position in the array for the count of open issues.
Thus, in the first case the array really holds six elem ents, 5 (the count), 10, 47, 38, 82, and
55; and in the second case there are seven, 6, 10, 47, 38, 93, 55, 64, as show n in Figure 3-
14. A  100-elem ent array w ill clearly not hold 100 data item s plus one count.



FIG U R E  3-14 B oth D ata and N um ber of U sed C ells in an A rray

In this sim ple exam ple, the program  m ay run correctly for a long tim e, as long as no
m ore than 99 issues are open at any tim e, but adding the 100th issue w ill cause the
program  to fail. A  sim ilar problem  occurs w hen a procedure edits or reform ats input,
perhaps changing a one-character sequence into tw o or m ore characters (as for exam ple,
w hen the one-character ellipsis sym bol ―“ ‖ available in som e fonts is converted by a
w ord processor into three successive periods to account for m ore lim ited fonts.) These
unanticipated changes in size can cause changed data to no longer fit in the space w here it
w as originally stored. W orse, the error w ill appear to be sporadic, occurring only w hen the
am ount of data exceeds the size of the allocated space.

A las, the only control against these errors is correct program m ing: alw ays checking to
ensure that a container is large enough for the am ount of data it is to contain.

Integer O verflow
A n integer overflow  is a peculiar type of overflow , in that its outcom e is som ew hat

different from  that of the other types of overflow s. A n integer overflow  occurs because a
storage location is of fixed, finite size and therefore can contain only integers up to a
certain lim it. The overflow  depends on w hether the data values are signed (that is, w hether
one bit is reserved for indicating w hether the num ber is positive or negative). Table 3-1
gives the range of signed and unsigned values for several m em ory location (w ord) sizes.

TA B L E  3-1 Value R ange by W ord Size



W hen a com putation causes a value to exceed one of the lim its in Table 3-1, the extra
data does not spill over to affect adjacent data item s. That‒s because the arithm etic is
perform ed in a hardw are register of the processor, not in m em ory. Instead, either a
hardw are program  exception or fault condition is signaled, w hich causes transfer to an
error handling routine, or the excess digits on the m ost significant end of the data item  are
lost. Thus, w ith 8-bit unsigned integers, 255 + 1 = 0. If a program  uses an 8-bit unsigned
integer for a loop counter and the stopping condition for the loop is count = 256, then the
condition w ill never be true.

C hecking for this type of overflow  is difficult, because only w hen a result overflow s
can the program  determ ine an overflow  occurs. U sing 8-bit unsigned values, for exam ple,
a program  could determ ine that the first operand w as 147 and then check w hether the
second w as greater than 108. Such a test requires double w ork: First determ ine the
m axim um  second operand that w ill be in range and then com pute the sum . Som e
com pilers generate code to test for an integer overflow  and raise an exception.

U nterm inated N ull-Term inated String
Long strings are the source of m any buffer overflow s. Som etim es an attacker

intentionally feeds an overly long string into a processing program  to see if and how  the
program  w ill fail, as w as true w ith the D ialer program . O ther tim es the vulnerability has
an accidental cause: A  program  m istakenly overw rites part of a string, causing the string to
be interpreted as longer than it really is. H ow  these errors actually occur depends on how
the strings are stored, w hich is a function of the program m ing language, application
program , and operating system  involved.

Variable-length character (text) strings are delim ited in three w ays, as show n in Figure
3-15. The easiest w ay, used by B asic and Java, is to allocate space for the declared
m axim um  string length and store the current length in a table separate from  the string‒s
data, as show n in Figure 3-15(a).

FIG U R E  3-15 Variable-Length String R epresentations

Som e system s and languages, particularly Pascal, precede a string w ith an integer that
tells the string‒s length, as show n in Figure 3-15(b). In this representation, the string
―H ello‖ w ould be represented as 0x0548656c6c6f because 0x48, 0x65, 0x6c, and 0x6f are



the internal representation of the characters ―H ,‖ ―e,‖ ―l,‖ and ―o,‖ respectively. The length
of the string is the first byte, 0x05. W ith this representation, string buffer overflow s are
uncom m on because the processing program  receives the length first and can verify that
adequate space exists for the string. (This representation is vulnerable to the problem  w e
described earlier of failing to include the length elem ent w hen planning space for a string.)
Even if the length field is accidentally overw ritten, the application reading the string w ill
read only as m any characters as w ritten into the length field. B ut the lim it for a string‒s
length thus becom es the m axim um  num ber that w ill fit in the length field, w hich can reach
255 for a 1-byte length and 65,535 for a 2-byte length.

The last m ode of representing a string, typically used in C , is called null term inated,
m eaning that the end of the string is denoted by a null byte, or 0x00, as show n in Figure 3-
15(c). In this form  the string ―H ello‖ w ould be 0x48656c6c6f00. R epresenting strings this
w ay can lead to buffer overflow s because the processing program  determ ines the end of
the string, and hence its length, only after having received the entire string. This form at is
prone to m isinterpretation. Suppose an erroneous process happens to overw rite the end of
the string and its term inating null character; in that case, the application reading the string
w ill continue reading m em ory until a null byte happens to appear (from  som e other data
value), at any distance beyond the end of the string. Thus, the application can read 1, 100
to 100,000 extra bytes or m ore until it encounters a null.

The problem  of buffer overflow  arises in com putation, as w ell. Functions to m ove and
copy a string m ay cause overflow s in the stack or heap as param eters are passed to these
functions.

Param eter L ength, Type, and N um ber
A nother source of data-length errors is procedure param eters, from  w eb or conventional

applications. A m ong the sources of problem s are these:

‛ Too m any param eters. Even though an application receives only three
incom ing param eters, for exam ple, that application can incorrectly w rite four
outgoing result param eters by using stray data adjacent to the legitim ate
param eters passed in the calling stack fram e. (The opposite problem , m ore
inputs than the application expects, is less of a problem  because the called
applications‒ outputs w ill stay w ithin the caller‒s allotted space.)
‛ W rong output type or size. A  calling and called procedure need to agree on the
type and size of data values exchanged. If the caller provides space for a tw o-
byte integer but the called routine produces a four-byte result, those extra tw o
bytes w ill go som ew here. O r a caller m ay expect a date result as a num ber of
days after 1 January 1970 but the result produced is a string of the form  ―dd-
m m m -yyyy.‖
‛ Too-long string. A  procedure can receive as input a string longer than it can
handle, or it can produce a too-long string on output, each of w hich w ill also
cause an overflow  condition.

Procedures often have or allocate tem porary space in w hich to m anipulate param eters,
so tem porary space has to be large enough to contain the param eter‒s value. If the
param eter being passed is a null-term inated string, the procedure cannot know  how  long



the string w ill be until it finds the trailing null, so a very long string w ill exhaust the
buffer.

U nsafe U tility Program
Program m ing languages, especially C , provide a library of utility routines to assist w ith

com m on activities, such as m oving and copying strings. In C  the function strcpy(dest,
src) copies a string from  src to dest, stopping on a null, w ith the potential to overrun
allocated m em ory. A  safer function is strncpy(dest, src, max), w hich copies up to the
null delim iter or max characters, w hichever com es first.

A lthough there are other sources of overflow  problem s, from  these descriptions you can
readily see w hy so m any problem s w ith buffer overflow s occur. N ext, w e describe several
classic and significant exploits that have had a buffer overflow  as a significant
contributing cause. From  these exam ples you can see the am ount of harm  that a seem ingly
insignificant program  fault can produce.

R ace C ondition
A s the nam e im plies, a race condition m eans that tw o processes are com peting w ithin

the sam e tim e interval, and the race affects the integrity or correctness of the com puting
tasks. For instance, tw o devices m ay subm it com peting requests to the operating system
for a given chunk of m em ory at the sam e tim e. In the tw o-step request process, each
device first asks if the size chunk is available, and if the answ er is yes, then reserves that
chunk for itself. D epending on the tim ing of the steps, the first device could ask for the
chunk, get a ―yes‖ answ er, but then not get the chunk because it has already been assigned
to the second device. In cases like this, the tw o requesters ―race‖ to obtain a resource. A
race condition occurs m ost often in an operating system , but it can also occur in
m ultithreaded or cooperating processes.

U nsynchronized A ctivity

In a race condition or serialization flaw  tw o processes execute concurrently, and the
outcom e of the com putation depends on the order in w hich instructions of the processes
execute.

R ace condition: situation in w hich program  behavior depends on the
order in w hich tw o procedures execute

Im agine an airline reservation system . Each of tw o agents, A  and B , sim ultaneously
tries to book a seat for a passenger on flight 45 on 10 January, for w hich there is exactly
one seat available. If agent A  com pletes the booking before that for B  begins, A  gets the
seat and B  is inform ed that no seats are available. In Figure 3-16 w e show  a tim eline for
this situation.



FIG U R E  3-16 Seat R equest and R eservation Exam ple

H ow ever, you can im agine a situation in w hich A  asks if a seat is available, is told yes,
and proceeds to com plete the purchase of that seat. M eanw hile, betw een the tim e A  asks
and then tries to com plete the purchase, agent B  asks if a seat is available. The system
designers knew  that som etim es agents inquire about seats but never com plete the booking;
their clients often choose different itineraries once they explore their options. For later
reference, how ever, the booking softw are gives each agent a reference num ber to m ake it
easy for the server to associate a booking w ith a particular flight. B ecause A  has not
com pleted the transaction before the system  gets a request from  B , the system  tells B  that
the seat is available. If the system  is not designed properly, both agents can com plete their
transactions, and tw o passengers w ill be confirm ed for that one seat (w hich w ill be
uncom fortable, to say the least). W e show  this tim eline in Figure 3-17.



FIG U R E  3-17 O verbooking Exam ple

A  race condition is difficult to detect because it depends on the order in w hich tw o
processes execute. B ut the execution order of the processes can depend on m any other
things, such as the total load on the system , the am ount of available m em ory space, the
priority of each process, or the num ber and tim ing of system  interrupts to the processes.
D uring testing, and even for a long period of execution, conditions m ay never cause this
particular overload condition to occur. G iven these difficulties, program m ers can have
trouble devising test cases for all the possible conditions under w hich races can occur.
Indeed, the problem  m ay occur w ith tw o independent program s that happen to access
certain shared resources, som ething the program m ers of each program  never envisioned.

M ost of today‒s com puters are configured w ith applications selected by their ow ners,
tailored specifically for the ow ner‒s activities and needs. These applications, as w ell as the
operating system  and device drivers, are likely to be produced by different vendors w ith
different design strategies, developm ent philosophies, and testing protocols. The
likelihood of a race condition increases w ith this increasing system  heterogeneity.

Security Im plication

The security im plication of race conditions is evident from  the airline reservation
exam ple. A  race condition betw een tw o processes can cause inconsistent, undesired and
therefore w rong, outcom es‍ a failure of integrity.

A  race condition also raised another security issue w hen it occurred in an old version of
the Tripw ire program . Tripw ire is a utility for preserving the integrity of files, introduced
in C hapter 2. A s part of its operation it creates a tem porary file to w hich it w rites a log of
its activity. In the old version, Tripw ire (1) chose a nam e for the tem porary file, (2)
checked the file system  to ensure that no file of that nam e already existed, (3) created a
file by that nam e, and (4) later opened the file and w rote results. W heeler [W H E04]
describes how  a m alicious process can subvert Tripw ire‒s steps by changing the new ly
created tem porary file to a pointer to any other system  file the process w ants Tripw ire to
destroy by overw riting.

In this exam ple, the security im plication is clear: A ny file can be com prom ised by a
carefully tim ed use of the inherent race condition betw een steps 2 and 3, as show n in
Figure 3-18. O verw riting a file m ay seem  rather futile or self-destructive, but an attacker
gains a strong benefit. Suppose, for exam ple, the attacker w ants to conceal w hich other
processes w ere active w hen an attack occurred (so a security analyst w ill not know  w hat
program  caused the attack). A  great gift to the attacker is that of allow ing an innocent but
privileged utility program  to obliterate the system  log file of process activations. U sually
that file is w ell protected by the system , but in this case, all the attacker has to do is point
to it and let the Tripw ire program  do the dirty w ork.



FIG U R E  3-18 File N am e R ace C ondition

R ace conditions depend on the order and tim ing of tw o different
processes, m aking these errors hard to find (and test for).

If the m alicious program m er acts too early, no tem porary file has yet been created, and
if the program m er acts too late, the file has been created and is already in use. B ut if the
program m er‒s tim ing is betw een too early and too late, Tripw ire w ill innocently w rite its
tem porary data over w hatever file is pointed at. A lthough this tim ing m ay seem  to be a
serious constraint, the attacker has an advantage: If the attacker is too early, the attacker
can try again and again until either the attack succeeds or is too late.

Thus, race conditions can be hard to detect; testers are challenged to set up exactly the
necessary conditions of system  load and tim ing. For the sam e reason, race condition
threats are hard for the attacker to execute. N evertheless, if race condition vulnerabilities
exist, they can also be exploited.

The vulnerabilities w e have presented here‍ incom plete m ediation, race conditions,
tim e-of-check to tim e-of-use, and undocum ented access points‍ are flaw s that can be
exploited to cause a failure of security. Throughout this book w e describe other sources of
failures because program m ers have m any process points to exploit and opportunities to
create program  flaw s. M ost of these flaw s m ay have been created because the program m er
failed to think clearly and carefully: sim ple hum an errors. O ccasionally, how ever, the
program m er m aliciously planted an intentional flaw . O r, m ore likely, the assailant found
one of these innocent program  errors and exploited it for m alicious purpose. In the
descriptions of program  flaw s w e have pointed out how  an attacker could capitalize on the
error. In the next section w e explain in m ore detail the harm  that m alicious code can cause.

3.2 M alicious C ode‍ M alw are
In M ay 2010, researcher R oger Thom pson of the antivirus firm  AV G  detected m alicious

code at the w eb site of the U .S. B ureau of Engraving and Printing, a part of the Treasury
D epartm ent [M C M 10]. The site has tw o particularly popular sections: a description of the
design of the new ly redesigned U .S. $100 bill and a set of steps for identifying counterfeit
currency.

The altered w eb site contained a hidden call to a w eb site in the U kraine, w hich then



attem pted to exploit know n vulnerabilities in the w eb site to lodge m alicious code on
unsuspecting users‒ m achines. V isitors to the site w ould dow nload pictures and text, as
expected; w hat visitors couldn‒t see, and probably did not expect, w as that they also
dow nloaded an additional w eb code script that invoked code at the U krainian site.

The source of the exploit is unknow n; som e researchers think it w as slipped into the
site‒s tracking tool that tallies and displays the num ber of visits to a w eb page. O ther
researchers think it w as introduced in a configuration flaw  from  the com pany acting as the
Treasury D epartm ent‒s w eb site provider.

Tw o features of this attack are significant. First, U .S. governm ent sites are seldom
unw itting propagators of code attacks because adm inistrators strongly defend the sites and
m ake them  resistant to attackers. B ut precisely those characteristics m ake users m ore
w illing to trust these sites to be free of m alicious code, so users readily open their
w indow s and dow nload their content, w hich m akes such sites attractive to attackers.

Second, this attack seem s to have used the Eleonore attack toolkit [FIS10]. The kit is a
package of attacks against know n vulnerabilities, som e from  as long ago as 2005,
com bined into a ready-to-run package. A  kind of ―click and run‖ application, the $2000 kit
has been around in different versions since 2009. Each kit sold is preconfigured for use
against only one w eb site address (although custom ers can buy additional addresses), so
the attacker w ho bought the kit intended to dispatch the attack specifically through the
Treasury w eb site, perhaps because of its high credibility w ith users.

A s m alicious code attacks go, this one w as not the m ost sophisticated, com plicated, or
devastating, but it illustrates several im portant features w e explore as w e analyze
m alicious code, the topic of this chapter. W e also describe som e other m alicious code
attacks that have had a far m ore serious im pact.

M alicious code com es in m any form s under m any nam es. In this chapter w e explore
three of the m ost popular form s: viruses, Trojan horses, and w orm s. The distinctions
am ong them  are sm all, and w e do not need to classify any piece of code precisely. M ore
im portant is to learn about the nature of attacks from  these three: how  they can spread,
w hat harm  they can cause, and how  they can be controlled. W e can then apply this
know ledge to other types of m alicious code, including code form s that do not yet have
popular nam es.

M alw are‍ V iruses, Trojan H orses, and W orm s
M alicious code or rogue program s or m alw are (short for M A Licious softW A R E) is

the general nam e for program s or program  parts planted by an agent w ith m alicious intent
to cause unanticipated or undesired effects. The agent is the program ‒s w riter or
distributor. M alicious intent distinguishes this type of code from  unintentional errors, even
though both kinds can certainly have sim ilar and serious negative effects. This definition
also excludes coincidence, in w hich m inor flaw s in tw o benign program s com bine for a
negative effect. M ost faults found in softw are inspections, review s, and testing do not
qualify as m alicious code; their cause is usually unintentional. H ow ever, unintentional
faults can in fact invoke the sam e responses as intentional m alevolence; a benign cause
can still lead to a disastrous effect.



M alicious code can be directed at a specific user or class of users, or it
can be for anyone.

You m ay have been affected by m alw are at one tim e or another, either because your
com puter w as infected or because you could not access an infected system  w hile its
adm inistrators w ere cleaning up the m ess caused by the infection. The m alw are m ay have
been caused by a w orm  or a virus or neither; the infection m etaphor often seem s apt, but
the term inology of m alicious code is som etim es used im precisely. H ere w e distinguish
nam es applied to certain types of m alw are, but you should focus on m ethods and im pacts,
instead of nam es. That w hich w e call a virus by any other nam e w ould sm ell as vile.

A  virus is a program  that can replicate itself and pass on m alicious code to other
nonm alicious program s by m odifying them . The term  ―virus‖ w as coined because the
affected program  acts like a biological virus: It infects other healthy subjects by attaching
itself to the program  and either destroying the program  or coexisting w ith it. B ecause
viruses are insidious, w e cannot assum e that a clean program  yesterday is still clean today.
M oreover, a good program  can be m odified to include a copy of the virus program , so the
infected good program  itself begins to act as a virus, infecting other program s. The
infection usually spreads at a geom etric rate, eventually overtaking an entire com puting
system  and spreading to other connected system s.

V irus: code w ith m alicious purpose; intended to spread

A  virus can be either transient or resident. A  transient virus has a life span that depends
on the life of its host; the virus runs w hen the program  to w hich it is attached executes,
and it term inates w hen the attached program  ends. (D uring its execution, the transient
virus m ay spread its infection to other program s.) A  resident virus locates itself in
m em ory; it can then rem ain active or be activated as a stand-alone program , even after its
attached program  ends.

The term s w orm  and virus are often used interchangeably, but they actually refer to
different things. A  w orm  is a program  that spreads copies of itself through a netw ork.
(John Shoch and Jon H upp [SH O 82] are apparently the first to describe a w orm , w hich,
interestingly, w as created for nonm alicious purposes. R esearchers at the X erox Palo A lto
R esearch C enter, Shoch and H upp w rote the first program  as an experim ent in distributed
com puting.) The prim ary difference betw een a w orm  and a virus is that a w orm  operates
through netw orks, and a virus can spread through any m edium  (but usually uses a copied
program  or data files). A dditionally, the w orm  spreads copies of itself as a stand-alone
program , w hereas the virus spreads copies of itself as a program  that attaches to or em beds
in other program s.

W orm : program  that spreads copies of itself through a netw ork

Spreading copies of yourself seem s boring and perhaps narcissistic. B ut w orm s do have
a com m on, useful purpose. H ow  big is the Internet? W hat addresses are in use? W orm
program s, som etim es called ―craw lers‖ seek out m achines on w hich they can install sm all
pieces of code to gather such data. The code item s report back to collection points, telling



w hat connectivity they have found. A s w e describe in C hapter 6, this kind of
reconnaissance can also have a negative security purpose; the w orm s that travel and
collect data do not have to be evil.

A s a slightly different exam ple of this type of w orm , consider how  search engines know
about all the pages on the w eb. A  bot (short for robot), is a kind of w orm  used in vast
num bers by search engine hosts like B ing and G oogle. A rm ies of these agents run on any
com puters on w hich they can install them selves. Their purpose is to scan accessible w eb
content continuously and report back to their controller any new  content they have found.
In this w ay, the agents find pages that their controllers then catalog, enabling the search
engines to return these results in response to individuals‒ queries. Thus, w hen you post a
new  w eb page (or m odify an old one) w ith results of your research on w hy people like
peanut butter, a craw ler soon notices that page and inform s its controller of the contents
and w hereabouts of your new  page.

A  Trojan horse is m alicious code that, in addition to its prim ary effect, has a second,
nonobvious, m alicious effect. The nam e is derived from  a reference to the Trojan w ar.
Legends tell how  the G reeks tricked the Trojans by leaving a great w ooden horse outside
the Trojans‒ defensive w all. The Trojans, thinking the horse a gift, took it inside and gave
it pride of place. B ut unknow n to the naíve Trojans, the w ooden horse w as filled w ith the
bravest of G reek soldiers. In the night, the G reek soldiers descended from  the horse,
opened the gates, and signaled their troops that the w ay in w as now  clear to capture Troy.
In the sam e w ay, Trojan horse m alw are slips inside a program  undetected and produces
unw elcom e effects later on.

A s an exam ple of a com puter Trojan horse, consider a login script that solicits a user‒s
identification and passw ord, passes the identification inform ation on to the rest of the
system  for login processing, but also retains a copy of the inform ation for later, m alicious
use. In this exam ple, the user sees only the login occurring as expected, so there is no
reason to suspect that any other, unw elcom e action took place.

Trojan horse: program  w ith benign apparent effect but second, hidden,
m alicious effect

To rem em ber the differences am ong these three types of m alw are, understand that a
Trojan horse is on the surface a useful program  w ith extra, undocum ented (m alicious)
features. It does not necessarily try to propagate. B y contrast, a virus is a m alicious
program  that attem pts to spread to other com puters, as w ell as perhaps perform ing
unpleasant action on its current host. The virus does not necessarily spread by using a
netw ork‒s properties; it can be spread instead by traveling on a docum ent transferred by a
portable device (that m em ory stick you just inserted in your laptop!) or triggered to spread
to other, sim ilar file types w hen a file is opened. H ow ever, a w orm  requires a netw ork for
its attem pts to spread itself elsew here.

B eyond this basic term inology, there is m uch sim ilarity in types of m alicious code.
M any other types of m alicious code are show n in Table 3-2. A s you can see, types of
m alw are differ w idely in their operation, transm ission, and objective. A ny of these term s
is used popularly to describe m alw are, and you w ill encounter im precise and overlapping



definitions. Indeed, people som etim es use virus as a convenient general term  for m alicious
code. A gain, let us rem ind you that nom enclature is not critical; im pact and effect are.
B attling over w hether som ething is a virus or w orm  is beside the point; instead, w e
concentrate on understanding the m echanism s by w hich m alw are perpetrates its evil.

TA B L E  3-2 Types of M alicious C ode

In this chapter w e explore viruses in particular, because their ability to replicate and
cause harm  gives us insight into tw o aspects of m alicious code. Throughout the rest of this
chapter w e m ay also use the general term  m alw are for any type of m alicious code. You
should recognize that, although w e are interested prim arily in the m alicious aspects of
these code form s so that w e can recognize and address them , not all activities listed here
are alw ays m alicious.

Every m onth the security firm  K aspersky reports the top 20 infections detected on
users‒ com puters by its products. (See http://w w w .securelist.com /en/analysis.) In A pril
2014, for exam ple, there w ere eight adw are attacks (ads offering useless or m alicious
program s for sale), and nine Trojan horses or Trojan horse transm itters in the top 20, and
tw o exploit script attacks, w hich w e also describe in this chapter. B ut the top attack type,
com prising 81.73 percent of attacks, w as m alicious U R Ls, described in the next chapter. A
different m easure counts the num ber of pieces of m alicious code K aspersky products



found on protected com puters (that is, m alw are not blocked by K aspersky‒s em ail and
Internet activity screens). A m ong the top 20 types of m alw are w ere five Trojan horses,
one Trojan horse transm itter, eight varieties of adw are, tw o viruses, tw o w orm s, and one
JavaScript attack. So all attack types are im portant, and, as Sidebar 3-5 illustrates, general
m alicious code has a significant im pact on com puting.

Sidebar 3-5 T he R eal Im pact of M alw are
M easuring the real im pact of m alw are, especially in financial term s, is
challenging if not im possible. O rganizations are loath to report breaches except
w hen required by law , for fear of dam age to reputation, credit rating, and m ore.
M any surveys report num ber of incidents, financial im pact, and types of attacks,
but by and large they are convenience surveys that do not necessarily represent
the real situation. Shari Law rence Pfleeger [PFL08], R achel R ue [R U E09], and
Ian C ook [C O O 10] describe in m ore detail w hy these reports are interesting but
not necessarily trustw orthy.
For the last several years, Verizon has been studying breaches experienced by

m any custom ers w illing to collaborate and provide data; the Verizon reports are
am ong the few  credible and com parable studies available today. A lthough you
should rem em ber that the results are particular to the type of custom er Verizon
supports, the results are nonetheless interesting for illustrating that m alw are has
had severe im pacts in a w ide variety of situations.
The 2014 Verizon B reach R eport [V ER 14] show s that, from  2010 to 2013, the

percentage of data breaches m otivated by financial gain fell from  about 90
percent to 55 percent, w hile the num ber of breaches for purpose of espionage
rose from  near zero percent to alm ost 25 percent. A lthough the figures show
som e sw ings from  year to year, the overall trend is dow nw ard for financial gain
and upw ard for espionage. (Verizon acknow ledges part of the increase is no
doubt due to m ore com prehensive reporting from  a larger num ber of its
reporting partners; thus the data m ay reflect better data collection from  m ore
sources.)
D o not be m isled, how ever. Espionage certainly has a financial aspect as w ell.

The cost of a data breach at a point of sale (fraud at the checkout desk) is m uch
easier to calculate than the value of an invention or a pricing strategy. K now ing
these things, how ever, can help a com petitor w in sales aw ay from  the target of
the espionage.

W e preface our discussion of the details of these types of m alw are w ith a brief report on
the long history of m alicious code. O ver tim e, m alicious code types have evolved as the
m ode of com puting itself has changed from  m ultiuser m ainfram es to single-user personal
com puters to netw orked system s to the Internet. From  this background you w ill be able to
understand not only w here today‒s m alicious code cam e from  but also how  it m ight
evolve.

H istory of M alicious C ode

The popular literature and press continue to highlight the effects of m alicious code as if



it w ere a relatively recent phenom enon. It is not. Fred C ohen [C O H 87] is som etim es
credited w ith the discovery of viruses, but C ohen only gave a nam e to a phenom enon
know n long before. For exam ple, Shoch and H upp [SH O 82] published a paper on w orm s,
and K en Thom pson, in his 1984 Turing Aw ard lecture, ―R eflections on Trusting Trust‖
[TH O 84], described m alicious code that can be passed by a com piler. In that lecture, he
refers to an earlier A ir Force docum ent, the M ultics security evaluation by Paul K arger
and R oger Schell [K A R 74, K A R 02]. In fact, references to m alicious code go back at least
to 1970. W illis W are‒s 1970 study (publicly released in 1979 [W A R 70]) and Jam es P.
A nderson‒s planning study for the U .S. A ir Force [A N D 72] still, decades later, accurately
describe threats, vulnerabilities, and program  security flaw s, especially intentional ones.

Perhaps the progenitor of today‒s m alicious code is the gam e D arw in, developed by V ic
Vyssotsky, D oug M cIlroy, and R obert M orris of AT& T B ell Labs in 1962 (described in
[A LE72]). This program  w as not necessarily m alicious but it certainly w as m alevolent: It
represented a battle am ong com puter program s, the objective of w hich w as to kill
opponents‒ program s. The battling program s had a num ber of interesting properties,
including the ability to reproduce and propagate, as w ell as hide to evade detection and
exterm ination, all of w hich sound like properties of current m alicious code.

M alicious code dates certainly to the 1970s, and likely earlier. Its grow th
has been explosive, but it is certainly not a recent phenom enon.

Through the 1980s and early 1990s, m alicious code w as com m unicated largely person-
to-person by m eans of infected m edia (such as rem ovable disks) or docum ents (such as
m acros attached to docum ents and spreadsheets) transm itted through em ail. The principal
exception to individual com m unication w as the M orris w orm  [R O C 89, SPA 89, O R M 03],
w hich spread through the young and sm all Internet, then know n as the A R PA N ET. (W e
discuss the M orris w orm  in m ore detail later in this chapter.)

D uring the late 1990s, as the Internet exploded in popularity, so too did its use for
com m unicating m alicious code. N etw ork transm ission becam e w idespread, leading to
M elissa (1999), ILoveYou (2000), and C ode R ed and N IM D A  (2001), all program s that
infected hundreds of thousands‍ and possibly m illions‍ of system s.

M alw are continues to becom e m ore sophisticated. For exam ple, one characteristic of
C ode R ed, its successors SoB ig and Slam m er (2003), as w ell as m ost other m alw are that
follow ed, w as exploitation of know n system  vulnerabilities, for w hich patches had long
been distributed but for w hich system  ow ners had failed to apply the protective patches. In
2012 security firm  Solutionary looked at 26 popular toolkits used by hackers and found
that 58 percent of vulnerabilities exploited w ere over tw o years old, w ith som e dating back
to 2004.

Z ero day attack: A ctive m alw are exploiting a product vulnerability for
w hich the m anufacturer has no counterm easure available.

A  m ore recent phenom enon is called a zero-day attack, m eaning use of m alw are that
exploits a previously unknow n vulnerability or a know n vulnerability for w hich no
counterm easure has yet been distributed. The m oniker refers to the num ber of days (zero)



during w hich a know n vulnerability has gone w ithout being exploited. The exploit
w indow  is dim inishing rapidly, as show n in Sidebar 3-6.

Sidebar 3-6 R apidly A pproaching Z ero
Y 2K  or the year 2000 problem , w hen dire consequences w ere forecast for
com puter clocks w ith 2-digit year fields that w ould turn from  99 to 00, w as an
ideal problem : The threat w as easy to define, tim e of im pact w as easily
predicted, and plenty of advance w arning w as given. Perhaps as a consequence,
very few  com puter system s and people experienced significant harm  early in the
m orning of 1 January 2000. A nother countdow n clock has com puter security
researchers m uch m ore concerned.

The tim e betw een general know ledge of a product vulnerability and
appearance of code to exploit that vulnerability is shrinking. The general exploit
tim eline follow s this sequence:

‛ A n attacker discovers a previously unknow n vulnerability.
‛ The m anufacturer becom es aw are of the vulnerability.
‛ Som eone develops code (called proof of concept) to dem onstrate the
vulnerability in a controlled setting.
‛ The m anufacturer develops and distributes a patch or w orkaround that
counters the vulnerability.
‛ U sers im plem ent the control.
‛ Som eone extends the proof of concept, or the original vulnerability
definition, to an actual attack.

A s long as users receive and im plem ent the control before the actual attack,
no harm  occurs. A n attack before availability of the control is called a zero-day
exploit. Tim e betw een proof of concept and actual attack has been shrinking.
C ode R ed, one of the m ost virulent pieces of m alicious code, in 2001 exploited
vulnerabilities for w hich the patches had been distributed m ore than a m onth
before the attack. B ut m ore recently, the tim e betw een vulnerability and exploit
has steadily declined. O n 18 A ugust 2005, M icrosoft issued a security advisory
to address a vulnerability of w hich the proof of concept code w as posted to the
French SIRT (Security Incident R esponse Team ) w eb site frsirt.org. A  M icrosoft
patch w as distributed a w eek later. O n 27 D ecem ber 2005, a vulnerability w as
discovered in W indow s m etafile (.W M F) files. W ithin hours hundreds of sites
began to exploit the vulnerability to distribute m alicious code, and w ithin six
days a m alicious code toolkit appeared, by w hich anyone could easily create an
exploit. M icrosoft released a patch in nine days.

Security firm  Sym antec in its G lobal Internet Security Threat R eport
[SY M 14b] found 23 zero-day vulnerabilities in 2013, an increase from  14 the
previous year and 8 for 2011. A lthough these seem  like sm all num bers the
im portant observation is the upw ard trend and the rate of increase. A lso,
softw are under such attack is executed by m illions of users in thousands of
applications. B ecause a zero-day attack is a surprise to the m aintenance staff of
the affected softw are, the vulnerability rem ains exposed until the staff can find a



repair. Sym antec reports vendors take an average of four days to prepare and
distribute a patch for the top five zero-day attacks; users w ill actually apply the
patch at som e even later tim e.

B ut w hat exactly is a zero-day exploit? It depends on w ho is counting. If the
vendor know s of the vulnerability but has not yet released a control, does that
count as zero day, or does the exploit have to surprise the vendor? D avid
Litchfield of N ext G eneration Softw are in the U .K . identified vulnerabilities and
inform ed O racle. H e claim s O racle took an astonishing 800 days to fix tw o of
them  and others w ere not fixed for 650 days. O ther custom ers are disturbed by
the slow  patch cycle‍ O racle released no patches betw een January 2005 and
M arch 2006 [G R E06]. D istressed by the lack of response, Litchfield finally
w ent public w ith the vulnerabilities to force O racle to im prove its custom er
support. O bviously, there is no w ay to determ ine if a flaw  is know n only to the
security com m unity or to attackers as w ell unless an attack occurs.

Shrinking tim e betw een know ledge of vulnerability and exploit puts pressure
on vendors and users both, and tim e pressure is not conducive to good softw are
developm ent or system  m anagem ent.

The w orse problem  cannot be controlled: vulnerabilities know n to attackers
but not to the security com m unity.

Today‒s m alw are often stays dorm ant until needed, or until it targets specific types of
softw are to debilitate som e larger (som etim es hardw are) system . For instance, C onficker
(2008) is a general nam e for an infection that leaves its targets under the control of a
m aster agent. The effect of the infection is not im m ediate; the m alw are is latent until the
m aster agent causes the infected agents to dow nload specific code and perform  a group
attack.

M alw are doesn‒t attack just individual users and single com puters.
M ajor applications and industries are also at risk.

For exam ple, Stuxnet (2010) received a great deal of m edia coverage in 2010. A  very
sophisticated piece of code, Stuxnet exploits a vulnerability in Siem ens‒ industrial control
system s softw are. This type of softw are is especially popular for use in supervisory
control and data acquisition (SC A D A ) system s, w hich control processes in chem ical
m anufacturing, oil refining and distribution, and nuclear pow er plants‍ all processes
w hose failure can have catastrophic consequences. Table 3-3 gives a tim eline of som e of
the m ore notable m alicious code infections.



TA B L E  3-3 N otable M alicious C ode Infections

W ith this historical background w e now  explore m ore generally the m any types of
m alicious code.

Technical D etails: M alicious C ode
The num ber of strains of m alicious code is unknow n. A ccording to a testing service

[AV C 10], m alicious code detectors (such as fam iliar antivirus tools) that look for m alw are
―signatures‖ cover over 1 m illion definitions, although because of m utation, one strain
m ay involve several definitions. Infection vectors include operating system s, docum ent
applications (prim arily w ord processors and spreadsheets), m edia players, brow sers,
docum ent-rendering engines (such as A dobe PD F reader) and photo-editing program s.
Transm ission m edia include docum ents, photographs, and m usic files, on netw orks, disks,



flash m edia (such as U SB  m em ory devices), and even digital photo fram es. Infections
involving other program m able devices w ith em bedded com puters, such as m obile phones,
autom obiles, digital video recorders, and cash registers, are becom ing targets for m alicious
code.

In this section w e explore four aspects of m alicious code infections:

‛ harm ‍ how  they affect users and system s
‛ transm ission and propagation‍ how  they are transm itted and replicate, and
how  they cause further transm ission
‛ activation‍ how  they gain control and install them selves so that they can
reactivate
‛ stealth‍ how  they hide to avoid detection

W e begin our study of m alw are by looking at som e aspects of harm  caused by m alicious
code.

H arm  from  M alicious C ode

V iruses and other m alicious code can cause essentially unlim ited harm . B ecause
m alw are runs under the authority of the user, it can do anything the user can do. In this
section w e give som e exam ples of harm  m alw are can cause. Som e exam ples are trivial,
m ore in the vein of a com ical prank. B ut other exam ples are deadly serious w ith obvious
critical consequences.

W e can divide the payload from  m alicious code into three categories:

‛ N ondestructive. Exam ples of behavior are sending a funny m essage or flashing
an im age on the screen, often sim ply to show  the author‒s capability. This
category w ould also include virus hoaxes, m essages falsely w arning of a piece
of m alicious code, apparently to cause receivers to panic and forw ard the
m essage to contacts, thus spreading the panic.
‛ D estructive. This type of code corrupts files, deletes files, dam ages softw are,
or executes com m ands to cause hardw are stress or breakage w ith no apparent
m otive other than to harm  the recipient.
‛ C om m ercial or crim inal intent. A n infection of this type tries to take over the
recipient‒s com puter, installing code to allow  a rem ote agent to cause the
com puter to perform  actions on the agent‒s signal or to forw ard sensitive data to
the agent. Exam ples of actions include collecting personal data, for exam ple,
login credentials to a banking w eb site, collecting proprietary data, such as
corporate plans (as w as reported for an infection of com puters of five petroleum
industry com panies in February 2011), or serving as a com prom ised agent for
sending spam  em ail or m ounting a denial-of-service attack, as described in
C hapter 6.

A s w e point out in C hapter 1, w ithout our know ing the m ind of the attacker, m otive can
be hard to determ ine. H ow ever, this third category has an obvious com m ercial m otive.
O rganized crim e has taken an interest in using m alicious code to raise m oney [W IL01,
B R A 06, M EN 10].



H arm  to U sers

M ost m alicious code harm  occurs to the infected com puter‒s data. H ere are som e real-
w orld exam ples of m alice.

‛ H iding the cursor.
‛ D isplaying text or an im age on the screen.
‛ O pening a brow ser w indow  to w eb sites related to current activity (for
exam ple, opening an airline w eb page w hen the current site is a foreign city‒s
tourist board).
‛ Sending em ail to som e or all entries in the user‒s contacts or alias list. N ote
that the em ail w ould be delivered as having com e from  the user, leading the
recipient to think it authentic. The M elissa virus did this, sending copies of itself
as an attachm ent that unsuspecting recipients w ould open, w hich then infected
the recipients and allow ed the infection to spread to their contacts.
‛ O pening text docum ents and changing som e instances of ―is‖ to ―is not,‖ and
vice versa. Thus, ―R aul is m y friend‖ becom es ―R aul is not m y friend.‖ The
m alw are changed only a few  instances in random  locations, so the change w ould
not be readily apparent. Im agine the effect these changes w ould have on a term
paper, proposal, contract, or new s story.
‛ D eleting all files. The Jerusalem  virus did this every Friday that w as a 13th day
of the m onth.
‛ M odifying system  program  files. M any strains of m alw are do this to ensure
subsequent reactivation and avoid detection.
‛ M odifying system  inform ation, such as the W indow s registry (the table of all
critical system  inform ation).
‛ Stealing and forw arding sensitive inform ation such as passw ords and login
details.

In addition to these direct form s of harm , the user can be harm ed indirectly. For
exam ple, a com pany‒s public im age can be harm ed if the com pany‒s w eb site is hijacked
to spread m alicious code. O r if the attack m akes som e w eb files or functions unavailable,
people m ay sw itch to a com petitor‒s site perm anently (or until the com petitor‒s site is
attacked).

A lthough the user is m ost directly harm ed by m alw are, there is secondary harm  as the
user tries to clean up a system  after infection. N ext w e consider the im pact on the user‒s
system .

H arm  to the U ser‒s System

M alw are w riters usually intend that their code persist, so they w rite the code in a w ay
that resists attem pts to eradicate it. Few  w riters are so obvious as to plant a file nam ed
―m alw are‖ at the top-level directory of a user‒s disk. H ere are som e m aneuvers by w hich
m alw are w riters conceal their infection; these techniques also com plicate detection and
eradication.

‛ H ide the file in a low er-level directory, often a subdirectory created or used by



another legitim ate program . For exam ple, the W indow s operating system
m aintains subdirectories for som e installed program s in a folder nam ed
―registered packages.‖ Inside that folder are subfolders w ith unintelligible
nam es such as {982FB 688-E76B -4246-987B -9218318B 90A }. C ould you tell to
w hat package that directory belongs or w hat files properly belong there?
‛ A ttach, using the techniques described earlier in this chapter, to a critical
system  file, especially one that is invoked during system  startup (to ensure the
m alw are is reactivated).
‛ R eplace (retaining the nam e of) a noncritical system  file. Som e system
functionality w ill be lost, but a cursory look at the system  files w ill not highlight
any nam es that do not belong.
‛ H ide copies of the executable code in m ore than one location.
‛ H ide copies of the executable in different locations on different system s so no
single eradication procedure can w ork.
‛ M odify the system  registry so that the m alw are is alw ays executed or m alw are
detection is disabled.

A s these exam ples show , ridding a system  of m alw are can be difficult because the
infection can be in the system  area, installed program s, the user‒s data or undocum ented
free space. C opies can m ove back and forth betw een m em ory and a disk drive so that after
one location is cleaned, the infection is reinserted from  the other location.

For straightforw ard infections, sim ply rem oving the offending file eradicates the
problem . V iruses som etim es have a m ultipartite form , m eaning they install them selves in
several pieces in distinct locations, som etim es to carry out different objectives. In these
cases, if only one piece is rem oved, the rem aining pieces can reconstitute and reinstall the
deleted piece; eradication requires destroying all pieces of the infection. B ut for m ore
deeply established infections, users m ay have to erase and reform at an entire disk, and
then reinstall the operating system , applications, and user data. (O f course, users can
reinstall these things only if they have intact copies from  w hich to begin.)

Thus, the harm  to the user is not just in the tim e and effort of replacing data directly lost
or dam aged but also in handling the secondary effects to the system  and in cleaning up any
resulting corruption.

H arm  to the W orld

A n essential character of m ost m alicious code is its spread to other system s. Except for
specifically targeted attacks, m alw are w riters usually w ant their code to infect m any
people, and they em ploy techniques that enable the infection to spread at a geom etric rate.

The M orris w orm  of 1988 infected only 3,000 com puters, but those com puters
constituted a significant proportion, perhaps as m uch as half, of w hat w as then the
Internet. The IloveYou w orm  (transm itted in an em ail m essage w ith the alluring subject
line ―I Love You‖) is estim ated to have infected 100,000 servers; the security firm
M essage Labs estim ated that, at the attack‒s height, 1 em ail of every 28 transm itted
w orldw ide w as an infection from  the w orm . C ode R ed is believed to have affected close to
3 m illion hosts. B y som e estim ates, the C onficker w orm s (several strains) control a



netw ork of 1.5 m illion com prom ised and unrepaired hosts under the w orm s‒ author‒s
control [M A R 09]. C osts of recovery from  m ajor infections like these typically exceed $1
m illion U S. Thus, com puter users and society in general bear a heavy cost for dealing w ith
m alw are.

D am age E stim ates

H ow  do you determ ine the cost or dam age of any com puter security incident? The
problem  is sim ilar to the question of determ ining the cost of a com plex disaster such as a
building collapse, earthquake, oil spill, or personal injury. U nfortunately, translating harm
into m oney is difficult, in com puter security and other dom ains.

The first step is to enum erate the losses. Som e w ill be tangibles, such as dam aged
equipm ent. O ther losses include lost or dam aged data that m ust be re-created or repaired,
and degradation of service in w hich it takes an em ployee tw ice as long to perform  a task.
C osts also arise in investigating the extent of dam age. (W hich program s and data are
affected and w hich archived versions are safe to reload?) Then there are intangibles and
unm easurables such as loss of custom ers or dam age to reputation.

E stim ating the cost of an incident is hard. T hat does not m ean the cost is
zero or insignificant, just hard to determ ine.

You m ust determ ine a fair value for each thing lost. D am aged hardw are or softw are is
easy if there is a price to obtain a replacem ent. For dam aged data, you m ust estim ate the
cost of staff tim e to recover, re-create, or repair the data, including the tim e to determ ine
w hat is and is not dam aged. Loss of custom ers can be estim ated from  the difference
betw een num ber of custom ers before and after an incident; you can price the loss from  the
average profit per custom er. H arm  to reputation is a real loss, but extrem ely difficult to
price fairly. A s w e saw  w hen exploring risk m anagem ent, people‒s perceptions of risk
affect the w ay they estim ate the im pact of an attack. So their estim ates w ill vary for the
value of loss of a hum an‒s life or dam age to reputation.

K now ing the losses and their approxim ate cost, you can com pute the total cost of an
incident. B ut as you can easily see, determ ining w hat to include as losses and valuing
them  fairly can be subjective and im precise. Subjective and im precise do not m ean
invalid; they just indicate significant room  for variation. You can understand, therefore,
w hy there can be orders of m agnitude differences in dam age estim ates for recovering from
a security incident. For exam ple, estim ates of dam age from  C ode R ed range from  $500
m illion to $2.6 billion, and one estim ate of the dam age from  C onficker, for w hich 9 to 15
m illion system s w ere repaired (plus 1.5 m illion not yet cleaned of the infection), w as $9.2
billion, or roughly $1,000 per system  [D A N 09].

Transm ission and Propagation

A  printed copy of code does nothing and threatens no one. Even executable code sitting
on a disk does nothing. W hat triggers code to start? For m alw are to do its m alicious w ork
and spread itself, it m ust be executed to be activated. Fortunately for m alw are w riters but
unfortunately for the rest of us, there are m any w ays to ensure that program s w ill be
executed on a running com puter.



Setup and Installer Program  Transm ission

R ecall the SETU P program  that you run to load and install a new  program  on your
com puter. It m ay call dozens or hundreds of other program s, som e on the distribution
m edium , som e already residing on the com puter, som e in m em ory. If any one of these
program s contains a virus, the virus code could be activated. Let us see how . Suppose the
virus code w ere in a program  on the distribution m edium , such as a C D , or dow nloaded in
the installation package; w hen executed, the virus could install itself on a perm anent
storage m edium  (typically, a hard disk) and also in any and all executing program s in
m em ory. H um an intervention is necessary to start the process; a hum an being puts the
virus on the distribution m edium , and perhaps another person initiates the execution of the
program  to w hich the virus is attached. (Execution can occur w ithout hum an intervention,
though, such as w hen execution is triggered by a date or the passage of a certain am ount
of tim e.) A fter that, no hum an intervention is needed; the virus can spread by itself.

A ttached File

A  m ore com m on m eans of virus activation is in a file attached to an em ail m essage or
em bedded in a file. In this attack, the virus w riter tries to convince the victim  (the
recipient of the m essage or file) to open the object. O nce the viral object is opened (and
thereby executed), the activated virus can do its w ork. Som e m odern em ail handlers, in a
drive to ―help‖ the receiver (victim ), autom atically open attachm ents as soon as the
receiver opens the body of the em ail m essage. The virus can be executable code em bedded
in an executable attachm ent, but other types of files are equally dangerous. For exam ple,
objects such as graphics or photo im ages can contain code to be executed by an editor, so
they can be transm ission agents for viruses. In general, forcing users to open files on their
ow n rather than having an application do it autom atically is a best practice; program s
should not perform  potentially security-relevant actions w ithout a user‒s consent.
H ow ever, ease-of-use often trum ps security, so program s such as brow sers, em ail
handlers, and view ers often ―helpfully‖ open files w ithout first asking the user.

D ocum ent V iruses

A  virus type that used to be quite popular is w hat w e call the docum ent virus, w hich is
im plem ented w ithin a form atted docum ent, such as a w ritten docum ent, a database, a slide
presentation, a picture, or a spreadsheet. These docum ents are highly structured files that
contain both data (w ords or num bers) and com m ands (such as form ulas, form atting
controls, links). The com m ands are part of a rich program m ing language, including
m acros, variables and procedures, file accesses, and even system  calls. The w riter of a
docum ent virus uses any of the features of the program m ing language to perform
m alicious actions.

The ordinary user usually sees only the content of the docum ent (its text or data), so the
virus w riter sim ply includes the virus in the com m ands part of the docum ent, as in the
integrated program  virus.

A utorun

A utorun is a feature of operating system s that causes the autom atic execution of code
based on nam e or placem ent. A n early autorun program  w as the D O S file autoexec.bat, a
script file located at the highest directory level of a startup disk. A s the system  began



execution, it w ould autom atically execute autoexec.bat, so a goal of early m alicious code
w riters w as to augm ent or replace autoexec.bat to get the m alicious code executed.
Sim ilarly, in U nix, files such as .cshrc and .profile are autom atically processed at system
startup (depending on version).

In W indow s, the registry contains several lists of program s autom atically invoked at
startup, som e readily apparent (in the start m enu/program s/startup list) and others m ore
hidden (for exam ple, in the registry key softw are\w indow s\current_version\run).

O ne popular technique for transm itting m alw are is distribution via flash m em ory, such
as a solid state U SB  m em ory stick. People love getting som ething for free, and handing
out infected m em ory devices is a relatively low  cost w ay to spread an infection. A lthough
the spread has to be done by hand (handing out free drives as advertising at a railw ay
station, for exam ple), the personal touch does add to credibility: W e w ould be suspicious
of an attachm ent from  an unknow n person, but som e people relax their guards for
som ething received by hand from  another person.

Propagation

Since a virus can be rather sm all, its code can be ―hidden‖ inside other larger and m ore
com plicated program s. Tw o hundred lines of a virus could be separated into one hundred
packets of tw o lines of code and a jum p each; these one hundred packets could be easily
hidden inside a com piler, a database m anager, a file m anager, or som e other large utility.

A ppended V iruses

A  program  virus attaches itself to a program ; then, w henever the program  is run, the
virus is activated. This kind of attachm ent is usually easy to design and im plem ent.

In the sim plest case, a virus inserts a copy of itself into the executable program  file
before the first executable instruction. Then, all the virus instructions execute first; after
the last virus instruction, control flow s naturally to w hat used to be the first program
instruction. Such a situation is show n in Figure 3-19.



FIG U R E  3-19 V irus A ttachm ent

This kind of attachm ent is sim ple and usually effective. The virus w riter need not know
anything about the program  to w hich the virus w ill attach, and often the attached program
sim ply serves as a carrier for the virus. The virus perform s its task and then transfers to the
original program . Typically, the user is unaw are of the effect of the virus if the original
program  still does all that it used to. M ost viruses attach in this m anner.

V iruses T hat Surround a Program

A n alternative to the attachm ent is a virus that runs the original program  but has control
before and after its execution. For exam ple, a virus w riter m ight w ant to prevent the virus
from  being detected. If the virus is stored on disk, its presence w ill be given aw ay by its
file nam e, or its size w ill affect the am ount of space used on the disk. The virus w riter
m ight arrange for the virus to attach itself to the program  that constructs the listing of files
on the disk. If the virus regains control after the listing program  has generated the listing
but before the listing is displayed or printed, the virus could elim inate its entry from  the
listing and falsify space counts so that it appears not to exist. A  surrounding virus is show n
in Figure 3-20.



FIG U R E  3-20 Surrounding V irus

Integrated V iruses and R eplacem ents

A  third situation occurs w hen the virus replaces som e of its target, integrating itself into
the original code of the target. Such a situation is show n in Figure 3-21. C learly, the virus
w riter has to know  the exact structure of the original program  to know  w here to insert
w hich pieces of the virus.

FIG U R E  3-21 V irus Insertion

Finally, the m alicious code can replace an entire target, either m im icking the effect of
the target or ignoring its expected effect and perform ing only the virus effect. In this case,



the user m ay perceive the loss of the original program .

A ctivation

Early m alw are w riters used docum ent m acros and scripts as the vector for introducing
m alw are into an environm ent. C orrespondingly, users and designers tightened controls on
m acros and scripts to guard in general against m alicious code, so m alw are w riters had to
find other m eans of transferring their code.

M alw are now  often exploits one or m ore existing vulnerabilities in a com m only used
program . For exam ple, the C ode R ed w orm  of 2001 exploited an older buffer overflow
program  flaw  in M icrosoft‒s Internet Inform ation Server (IIS), and C onficker.A  exploited
a flaw  involving a specially constructed rem ote procedure call (R PC ) request. A lthough
the m alw are w riter usually m ust find a vulnerability and hope the intended victim  has not
yet applied a protective or corrective patch, each vulnerability represents a new  opening
for w reaking havoc against all users of a product.

Is it better to disclose a flaw  and alert users that they are vulnerable or
conceal it until there is a counterm easure? T here is no easy answ er.

Flaw s happen, in spite of the best efforts of developm ent team s. H aving discovered a
flaw , a security researcher‍ or a com m ercial softw are vendor‍ faces a dilem m a:
A nnounce the flaw  (for w hich there m ay not yet be a patch) and alert m alicious code
w riters of yet another vulnerability to attack, or keep quiet and hope the m alicious code
w riters have not yet discovered the flaw . A s Sidebar 3-7 describes, a vendor w ho cannot
release an effective patch w ill w ant to lim it disclosure. If one attacker finds the
vulnerability, how ever, w ord w ill spread quickly through the underground attackers‒
netw ork. C om peting objectives m ake vulnerability disclosure a difficult issue.

Sidebar 3-7 Just K eep It a Secret and It‒s N ot T here
In July 2005, security researcher M ichael Lynn presented inform ation to the
B lack H at security conference. A s a researcher for Internet Security System s
(ISS), he had discovered w hat he considered serious vulnerabilities in the
underlying operating system  IO S on w hich C isco based m ost of its firew all and
router products. ISS had m ade C isco aw are of the vulnerabilities a m onth before
the presentation, and the tw o com panies had been planning a joint talk there but
canceled it.

C oncerned that users w ere in jeopardy because the vulnerability could be
discovered by attackers, Lynn presented enough details of the vulnerability for
users to appreciate its severity. ISS had tried to block Lynn‒s presentation or
rem ove technical details, but he resigned from  ISS rather than be m uzzled.
C isco tried to block the presentation, as w ell, dem anding that 20 pages be torn
from  the conference proceedings. Various sites posted the details of the
presentation, law suits ensued, and the copies w ere w ithdraw n in settlem ent of
the suits. The incident w as a public relations fiasco for both C isco and ISS. (For
an overview  of the facts of the situation, see B ank [B A N 05].)

The issue rem ains: H ow  far can or should a com pany go to lim it vulnerability



disclosure? O n the one hand, a com pany w ants to lim it disclosure, w hile on the
other hand users should know  of a potential w eakness that m ight affect them .
R esearchers fear that com panies w ill not act quickly to close vulnerabilities,
thus leaving custom ers at risk. R egardless of the points, the legal system  m ay
not alw ays be the m ost effective w ay to address disclosure.
C om puter security is not the only dom ain in w hich these debates arise. M att

B laze, a com puter security researcher w ith AT& T Labs, investigated physical
locks and m aster keys [B LA 03]; these are locks for structures such as college
dorm itories and office buildings, in w hich individuals have keys to single
room s, and a few  m aintenance or other w orkers have a single m aster key that
opens all locks. B laze describes a technique that can find a m aster key for a
class of locks w ith relatively little effort because of a characteristic
(vulnerability?) of these locks; the attack finds the m aster key one pin at a tim e.
A ccording to Schneier [SC H 03] and B laze, the characteristic w as w ell know n to
locksm iths and lock-picking crim inals, but not to the general public (users). A
respected cryptographer, B laze cam e upon his strategy naturally: H is approach
is analogous to a standard cryptologic attack in w hich one seeks to deduce the
cryptographic key one bit at a tim e.
B laze confronted an im portant question: Is it better to docum ent a technique

know n by m anufacturers and attackers but not to users, or to leave users w ith a
false sense of security? H e opted for disclosure. Schneier notes that this
w eakness has been know n for over 100 years and that several other m aster key
designs are im m une from  B laze‒s attack. B ut those locks are not in w idespread
use because custom ers are unaw are of the risk and thus do not dem and stronger
products. Says Schneier, ―I‒d rather have as m uch inform ation as I can to m ake
inform ed decisions about security.‖

W hen an attacker finds a vulnerability to exploit, the next step is using that vulnerability
to further the attack. N ext w e consider how  m alicious code gains control as part of a
com prom ise.

H ow  M alicious C ode G ains C ontrol

To gain control of processing, m alicious code such as a virus (V ) has to be invoked
instead of the target (T). Essentially, the virus either has to seem  to be T, saying effectively
―I am  T,‖ or the virus has to push T out of the w ay and becom e a substitute for T, saying
effectively ―C all m e instead of T.‖ A  m ore blatant virus can sim ply say ―invoke m e [you
fool].‖

The virus can assum e T‒s nam e by replacing (or joining to) T‒s code in a file structure;
this invocation technique is m ost appropriate for ordinary program s. The virus can
overw rite T in storage (sim ply replacing the copy of T in storage, for exam ple).
A lternatively, the virus can change the pointers in the file table so that the virus is located
instead of T w henever T is accessed through the file system . These tw o cases are show n in
Figure 3-22.



FIG U R E  3-22 V irus V  R eplacing Target T

The virus can supplant T by altering the sequence that w ould have invoked T to now
invoke the virus V; this invocation can replace parts of the resident operating system  by
m odifying pointers to those resident parts, such as the table of handlers for different kinds
of interrupts.

E m bedding: H om es for M alw are

The m alw are w riter m ay find it appealing to build these qualities into the m alw are:

‛ The m alicious code is hard to detect.
‛ The m alicious code is not easily destroyed or deactivated.
‛ The m alicious code spreads infection w idely.
‛ The m alicious code can reinfect its hom e program  or other program s.
‛ The m alicious code is easy to create.
‛ The m alicious code is m achine independent and operating system  independent.

Few  exam ples of m alw are m eet all these criteria. The w riter chooses from  these
objectives w hen deciding w hat the code w ill do and w here it w ill reside.

Just a few  years ago, the challenge for the virus w riter w as to w rite code that w ould be
executed repeatedly so that the virus could m ultiply. N ow , how ever, one execution is
usually enough to ensure w idespread distribution. M any kinds of m alw are are transm itted
by em ail. For exam ple, som e exam ples of m alw are generate a new  em ail m essage to all
addresses in the victim ‒s address book. These new  m essages contain a copy of the
m alw are so that it propagates w idely. O ften the m essage is a brief, chatty, nonspecific
m essage that w ould encourage the new  recipient to open the attachm ent from  a friend (the
first recipient). For exam ple, the subject line or m essage body m ay read ―I thought you
m ight enjoy this picture from  our vacation.‖



O ne-Tim e E xecution (Im planting)

M alicious code often executes a one-tim e process to transm it or receive and install the
infection. Som etim es the user clicks to dow nload a file, other tim es the user opens an
attachm ent, and other tim es the m alicious code is dow nloaded silently as a w eb page is
displayed. In any event, this first step to acquire and install the code m ust be quick and not
obvious to the user.

B oot Sector V iruses

A  special case of virus attachm ent, but form erly a fairly popular one, is the so-called
boot sector virus. A ttackers are interested in creating continuing or repeated harm , instead
of just a one-tim e assault. For continuity the infection needs to stay around and becom e an
integral part of the operating system . In such attackers, the easy w ay to becom e perm anent
is to force the harm ful code to be reloaded each tim e the system  is restarted. A ctually, a
sim ilar technique w orks for m ost types of m alicious code, so w e first describe the process
for viruses and then explain how  the technique extends to other types.

W hen a com puter is started, control begins w ith firm w are that determ ines w hich
hardw are com ponents are present, tests them , and transfers control to an operating system .
A  given hardw are platform  can run m any different operating system s, so the operating
system  is not coded in firm w are but is instead invoked dynam ically, perhaps even by a
user‒s choice, after the hardw are test.

M odern operating system s consist of m any m odules; w hich m odules are included on
any com puter depends on the hardw are of the com puter and attached devices, loaded
softw are, user preferences and settings, and other factors. A n executive oversees the boot
process, loading and initiating the right m odules in an acceptable order. Putting together a
jigsaw  puzzle is hard enough, but the executive has to w ork w ith pieces from  m any
puzzles at once, som ehow  putting together just a few  pieces from  each to form  a
consistent, connected w hole, w ithout even a picture of w hat the result w ill look like w hen
it is assem bled. Som e people see flexibility in such a w ide array of connectable m odules;
others see vulnerability in the uncertainty of w hich m odules w ill be loaded and how  they
w ill interrelate.

M alicious code can intrude in this bootstrap sequence in several w ays. A n assault can
revise or add to the list of m odules to be loaded, or substitute an infected m odule for a
good one by changing the address of the m odule to be loaded or by substituting a m odified
routine of the sam e nam e. W ith boot sector attacks, the assailant changes the pointer to the
next part of the operating system  to load, as show n in Figure 3-23.



FIG U R E  3-23 B oot or Initialization Tim e V irus

The boot sector is an especially appealing place to house a virus. The virus gains
control early in the boot process, before m ost detection tools are active, so that it can
avoid, or at least com plicate, detection. The files in the boot area are crucial parts of the
operating system . C onsequently, to keep users from  accidentally m odifying or deleting
them  w ith disastrous results, the operating system  m akes them  ―invisible‖ by not show ing
them  as part of a norm al listing of stored files, thereby preventing their deletion. Thus, the
virus code is not readily noticed by users.

O perating system s have gotten large and com plex since the first viruses. The boot
process is still the sam e, but m any m ore routines are activated during the boot process;
m any program s‍ often hundreds of them ‍ run at startup tim e. The operating system ,
device handlers, and other necessary applications are num erous and have unintelligible
nam es, so m alicious code w riters do not need to hide their code com pletely; probably a
user even seeing a file nam ed m alw are.exe, w ould m ore likely think the file a joke than
som e real m alicious code. B urying the code am ong other system  routines and placing the
code on the list of program s started at com puter startup are current techniques to ensure
that a piece of m alw are is reactivated.

M em ory-R esident V iruses

Som e parts of the operating system  and m ost user program s execute, term inate, and
disappear, w ith their space in m em ory then being available for anything executed later.
For frequently used parts of the operating system  and for a few  specialized user program s,
it w ould take too long to reload the program  each tim e it is needed. Instead, such code
rem ains in m em ory and is called ―resident‖ code. Exam ples of resident code are the
routine that interprets keys pressed on the keyboard, the code that handles error conditions
that arise during a program ‒s execution, or a program  that acts like an alarm  clock,
sounding a signal at a tim e the user determ ines. R esident routines are som etim es called
TSR s or ―term inate and stay resident‖ routines.

V irus w riters also like to attach viruses to resident code because the resident code is
activated m any tim es w hile the m achine is running. Each tim e the resident code runs, the



virus does too. O nce activated, the virus can look for and infect uninfected carriers. For
exam ple, after activation, a boot sector virus m ight attach itself to a piece of resident code.
Then, each tim e the virus w as activated, it m ight check w hether any rem ovable disk in a
disk drive w as infected and, if not, infect it. In this w ay the virus could spread its infection
to all rem ovable disks used during the com puting session.

A  virus can also m odify the operating system ‒s table of program s to run. O nce the virus
gains control, it can insert a registry entry so that it w ill be reinvoked each tim e the system
restarts. In this w ay, even if the user notices and deletes the executing copy of the virus
from  m em ory, the system  w ill resurrect the virus on the next system  restart.

For general m alw are, executing just once from  m em ory has the obvious disadvantage of
only one opportunity to cause m alicious behavior, but on the other hand, if the infectious
code disappears w henever the m achine is shut dow n, the m alicious code is less likely to be
analyzed by security team s.

O ther H om es for V iruses

A  virus that does not take up residence in one of these cozy establishm ents has to fend
for itself. B ut that is not to say that the virus w ill go hom eless.

You m ight think that application program s‍ code‍ can do things, but that data files‍
docum ents, spreadsheets, docum ent im age PD F files, or pictures‍ are passive objects that
cannot do harm ful things. In fact, how ever, these structured data files contain com m ands
to display and m anipulate their data. Thus, a PD F file is displayed by a program  such as
A dobe R eader that does m any things in response to com m ands in the PD F file. A lthough
such a file is not executable as a program  itself, it can cause activity in the program  that
handles it. Such a file is called interpretive data, and the handler program  is also called
an interpreter. The A dobe R eader program  is an interpreter for PD F files. If there is a
flaw  in the PD F interpreter or the sem antics of the PD F interpretive language, opening a
PD F file can cause the dow nload and execution of m alicious code. So even an apparently
passive object like a docum ent im age can lead to a m alicious code infection.

O ne popular hom e for a virus is an application program . M any applications, such as
w ord processors and spreadsheets, have a ―m acro‖ feature, by w hich a user can record a
series of com m ands and then repeat the entire series w ith one invocation. Such program s
also provide a ―startup m acro‖ that is executed every tim e the application is executed. A
virus w riter can create a virus m acro that adds itself to the startup directives for the
application. It also then em beds a copy of itself in data files so that the infection spreads to
anyone receiving one or m ore of those files. Thus, the virus w riter effectively adds
m alw are to a trusted and com m only used application, thereby assuring repeated
activations of the harm ful addition.

C ode libraries are also excellent places for m alicious code to reside. B ecause libraries
are used by m any program s, the code in them  w ill have a broad effect. A dditionally,
libraries are often shared am ong users and transm itted from  one user to another, a practice
that spreads the infection. Finally, executing code in a library can pass on the viral
infection to other transm ission m edia. C om pilers, loaders, linkers, runtim e m onitors,
runtim e debuggers, and even virus control program s are good candidates for hosting
viruses because they are w idely shared.



Stealth

The final objective for a m alicious code w riter is stealth: avoiding detection during
installation, w hile executing, or even at rest in storage.

M ost viruses m aintain stealth by concealing their action, not announcing
their presence, and disguising their appearance.

D etection

M alicious code discovery could be aided w ith a procedure to determ ine if tw o program s
are equivalent: W e could w rite a program  w ith a know n harm ful effect, and then com pare
w ith any other suspect program  to determ ine if the tw o have equivalent results. H ow ever,
this equivalence problem  is com plex, and theoretical results in com puting suggest that a
general solution is unlikely. In com plexity theory, w e say that the general question ―A re
these tw o program s equivalent?‖ is undecidable (although that question can be answ ered
for m any specific pairs of program s).

Even if w e ignore the general undecidability problem , w e m ust still deal w ith a great
deal of uncertainty about w hat equivalence m eans and how  it affects security. Tw o
m odules m ay be practically equivalent but produce subtly different results that m ay‍ or
m ay not‍ be security relevant. O ne m ay run faster, or the first m ay use a tem porary file
for w orkspace, w hereas the second perform s all its com putations in m em ory. These
differences could be benign, or they could be a m arker of an infection. Therefore, w e are
unlikely to develop a screening program  that can separate infected m odules from
uninfected ones.

A lthough the general case is dism aying, the particular is not. If w e know  that a
particular virus m ay infect a com puting system , w e can check for its ―signature‖ and
detect it if it is there. H aving found the virus, how ever, w e are left w ith the task of
cleansing the system  of it. R em oving the virus in a running system  requires being able to
detect and elim inate its instances faster than it can spread.

The exam ples w e have just given describe several w ays in w hich m alicious code arrives
at a target com puter, but they do not answ er the question of how  the code is first executed
and continues to be executed. C ode from  a w eb page can sim ply be injected into the code
the brow ser executes, although users‒ security settings w ithin brow sers m ay lim it w hat
that code can do. M ore generally, how ever, code w riters try to find w ays to associate their
code w ith existing program s, in w ays such as w e describe here, so that the ―bad‖ code
executes w henever the ―good‖ code is invoked.

Installation Stealth

W e have described several approaches used to transm it code w ithout the user‒s being
aw are, including dow nloading as a result of loading a w eb page and advertising one
function w hile im plem enting another. M alicious code designers are fairly com petent at
tricking the user into accepting m alw are.

E xecution Stealth

Sim ilarly, rem aining unnoticed during execution is not too difficult. M odern operating



system s often support dozens of concurrent processes, m any of w hich have
unrecognizable nam es and functions. Thus, even if a user does notice a program  w ith an
unrecognized nam e, the user is m ore likely to accept it as a system  program  than m alw are.

Stealth in Storage

If you w rite a program  to distribute to others, you w ill give everyone a copy of the sam e
thing. Except for som e custom ization (such as user identity details or a product serial
num ber) your routine w ill be identical to everyone else‒s. Even if you have different
versions, you w ill probably structure your code in tw o sections: as a core routine for
everyone and som e sm aller m odules specific to the kind of user‍ hom e user, sm all
business professional, school personnel, or large enterprise custom er. D esigning your code
this w ay is the econom ical approach for you: D esigning, coding, testing, and m aintaining
one entity for m any custom ers is less expensive than doing that for each individual sale.
Your delivered and installed code w ill then have sections of identical instructions across
all copies.

A ntivirus and other m alicious code scanners look for patterns because m alw are w riters
have the sam e considerations you w ould have in developing m ass-m arket softw are: They
w ant to w rite one body of code and distribute it to all their victim s. That identical code
becom es a pattern on disk for w hich a scanner can search quickly and efficiently.

K now ing that scanners look for identical patterns, m alicious code w riters try to vary the
appearance of their code in several w ays:

‛ R earrange the order of m odules.
‛ R earrange the order of instructions (w hen order does not affect execution; for
exam ple A  := 1; B  := 2 can be rearranged w ith no detrim ental effect).
‛ Insert instructions, (such as A  := A ), that have no im pact.
‛ Insert random  strings (perhaps as constants that are never used).
‛ R eplace instructions w ith others of equivalent effect, such as replacing A  := B
‌1 w ith A  := B  + (‌1) or A  := B  + 2 ‌ 1.
‛ Insert instructions that are never executed (for exam ple, in the else part of a
conditional expression that is alw ays true).

These are relatively sim ple changes for w hich a m alicious code w riter can build a tool,
producing a unique copy for every user. U nfortunately (for the code w riter), even w ith a
few  of these changes on each copy, there w ill still be recognizable identical sections. W e
discuss this problem  for the m alw are w riter later in this chapter as w e consider virus
scanners as counterm easures to m alicious code.

N ow  that w e have explored the threat side of m alicious code, w e turn to vulnerabilities.
A s w e show ed in C hapter 1, a threat is harm less w ithout a vulnerability it can exploit.
U nfortunately, exploitable vulnerabilities abound for m alicious code.

Introduction of M alicious C ode

The easiest w ay for m alicious code to gain access to a system  is to be introduced by a
user, a system  ow ner, an adm inistrator, or other authorized agent.

The only w ay to prevent the infection of a virus is not to receive executable code from



an infected source. This philosophy used to be easy to follow  because it w as easy to tell if
a file w as executable or not. For exam ple, on PC s, a .exe extension w as a clear sign that
the file w as executable. H ow ever, as w e have noted, today‒s files are m ore com plex, and a
seem ingly nonexecutable file w ith a .doc extension m ay have som e executable code
buried deep w ithin it. For exam ple, a w ord processor m ay have com m ands w ithin the
docum ent file. A s w e noted earlier, these com m ands, called m acros, m ake it easy for the
user to do com plex or repetitive things, but they are really executable code em bedded in
the context of the docum ent. Sim ilarly, spreadsheets, presentation slides, other office or
business files, and even m edia files can contain code or scripts that can be executed in
various w ays‍ and thereby harbor viruses. A nd, as w e have seen, the applications that run
or use these files m ay try to be helpful by autom atically invoking the executable code,
w hether you w ant it to run or not! A gainst the principles of good security, em ail handlers
can be set to autom atically open (w ithout perform ing access control) attachm ents or
em bedded code for the recipient, so your em ail m essage can have anim ated bears dancing
across the top.

A nother approach virus w riters have used is a little-know n feature in the M icrosoft file
design that deals w ith file types. A lthough a file w ith a .doc extension is expected to be a
W ord docum ent, in fact, the true docum ent type is hidden in a field at the start of the file.
This convenience ostensibly helps a user w ho inadvertently nam es a W ord docum ent w ith
a .ppt (Pow erPoint) or any other extension. In som e cases, the operating system  w ill try to
open the associated application but, if that fails, the system  w ill sw itch to the application
of the hidden file type. So, the virus w riter creates an executable file, nam es it w ith an
inappropriate extension, and sends it to the victim , describing it as a picture or a necessary
code add-in or som ething else desirable. The unw itting recipient opens the file and,
w ithout intending to, executes the m alicious code.

M ore recently, executable code has been hidden in files containing large data sets, such
as pictures or read-only docum ents, using a process called steganography. These bits of
viral code are not easily detected by virus scanners and certainly not by the hum an eye.
For exam ple, a file containing a photograph m ay be highly detailed, often at a resolution
of 600 or m ore points of color (called pixels) per inch. C hanging every sixteenth pixel w ill
scarcely be detected by the hum an eye, so a virus w riter can conceal the m achine
instructions of the virus in a large picture im age, one bit of code for every sixteen pixels.

Steganography perm its data to be hidden in large, com plex, redundant
data sets.

E xecution Patterns

A  virus w riter m ay w ant a virus to do several things at the sam e tim e, nam ely, spread
infection, avoid detection, and cause harm . These goals are show n in Table 3-4, along w ith
w ays each goal can be addressed. U nfortunately, m any of these behaviors are perfectly
norm al and m ight otherw ise go undetected. For instance, one goal is m odifying the file
directory; m any norm al program s create files, delete files, and w rite to storage m edia.
Thus, no key signals point to the presence of a virus.



TA B L E  3-4 V irus Effects and W hat They C ause

M ost virus w riters seek to avoid detection for them selves and their creations. B ecause a
disk‒s boot sector is not visible to norm al operations (for exam ple, the contents of the boot
sector do not show  on a directory listing), m any virus w riters hide their code there. A
resident virus can m onitor disk accesses and fake the result of a disk operation that w ould
show  the virus hidden in a boot sector by show ing the data that should have been in the
boot sector (w hich the virus has m oved elsew here).

There are no lim its to the harm  a virus can cause. O n the m odest end, the virus m ight do
nothing; som e w riters create viruses just to show  they can do it. O r the virus can be
relatively benign, displaying a m essage on the screen, sounding the buzzer, or playing
m usic. From  there, the problem s can escalate. O ne virus can erase files, another an entire
disk; one virus can prevent a com puter from  booting, and another can prevent w riting to
disk. The dam age is bounded only by the creativity of the virus‒s author.

Transm ission Patterns

A  virus is effective only if it has som e m eans of transm ission from  one location to
another. A s w e have already seen, viruses can travel during the boot process by attaching
to an executable file or traveling w ithin data files. The travel itself occurs during execution
of an already infected program . Since a virus can execute any instructions a program  can,
virus travel is not confined to any single m edium  or execution pattern. For exam ple, a
virus can arrive on a diskette or from  a netw ork connection, travel during its host‒s
execution to a hard disk boot sector, reem erge next tim e the host com puter is booted, and
rem ain in m em ory to infect other diskettes as they are accessed.

Polym orphic V iruses

The virus signature m ay be the m ost reliable w ay for a virus scanner to identify a virus.
If a particular virus alw ays begins w ith the string 0x47F0F00E08 and has string
0x00113FFF located at w ord 12, other program s or data files are not likely to have these
exact characteristics. For longer signatures, the probability of a correct m atch increases.



If the virus scanner w ill alw ays look for those strings, then the clever virus w riter can
cause som ething other than those strings to be in those positions. C ertain instructions
cause no effect, such as adding 0 to a num ber, com paring a num ber to itself, or jum ping to
the next instruction. These instructions, som etim es called no-ops (for ―no operation‖), can
be sprinkled into a piece of code to distort any pattern. For exam ple, the virus could have
tw o alternative but equivalent beginning w ords; after being installed, the virus w ill choose
one of the tw o w ords for its initial w ord. Then, a virus scanner w ould have to look for
both patterns. A  virus that can change its appearance is called a polym orphic virus. (Poly
m eans ―m any‖ and m orph m eans ―form .‖)

A  tw o-form  polym orphic virus can be handled easily as tw o independent viruses.
Therefore, the virus w riter intent on preventing detection of the virus w ill w ant either a
large or an unlim ited num ber of form s so that the num ber of possible form s is too large for
a virus scanner to search for. Sim ply em bedding a random  num ber or string at a fixed
place in the executable version of a virus is not sufficient, because the signature of the
virus is just the unvaried instructions, excluding the random  part. A  polym orphic virus has
to random ly reposition all parts of itself and random ly change all fixed data. Thus, instead
of containing the fixed (and therefore searchable) string ―H A ! IN FEC TED  B Y  A  V IR U S,‖
a polym orphic virus has to change even that pattern som etim es.

Trivially, assum e a virus w riter has 100 bytes of code and 50 bytes of data. To m ake tw o
virus instances different, the w riter m ight distribute the first version as 100 bytes of code
follow ed by all 50 bytes of data. A  second version could be 99 bytes of code, a jum p
instruction, 50 bytes of data, and the last byte of code. O ther versions are 98 code bytes
jum ping to the last tw o, 97 and three, and so forth. Just by m oving pieces around, the virus
w riter can create enough different appearances to fool sim ple virus scanners. O nce the
scanner w riters becam e aw are of these kinds of tricks, how ever, they refined their
signature definitions and search techniques.

A  sim ple variety of polym orphic virus uses encryption under various keys to m ake the
stored form  of the virus different. These are som etim es called encrypting viruses. This
type of virus m ust contain three distinct parts: a decryption key, the (encrypted) object
code of the virus, and the (unencrypted) object code of the decryption routine. For these
viruses, the decryption routine itself or a call to a decryption library routine m ust be in the
clear, and so that becom es the signature. (See [PFL10d] for m ore on virus w riters‒ use of
encryption.)

To avoid detection, not every copy of a polym orphic virus has to differ from  every other
copy. If the virus changes occasionally, not every copy w ill m atch a signature of every
other copy.

B ecause you cannot alw ays know  w hich sources are infected, you should assum e that
any outside source is infected. Fortunately, you know  w hen you are receiving code from
an outside source; unfortunately, cutting off all contact w ith the outside w orld is not
feasible. M alw are seldom  com es w ith a big w arning sign and, in fact, as Sidebar 3-8
show s, m alw are is often designed to fool the unsuspecting.

Sidebar 3-8 M alw are N on-D etector
In M ay 2010, the U nited States issued indictm ents against three m en charged



w ith deceiving people into believing their com puters had been infected w ith
m alicious code [FB I10]. The three m en set up com puter sites that w ould first
report false and m isleading com puter error m essages and then indicate that the
users‒ com puters w ere infected w ith various form s of m alw are.
A ccording to the indictm ent, after the false error m essages w ere transm itted,

the sites then induced Internet users to purchase softw are products bearing such
nam es as ―D riveC leaner‖ and ―ErrorSafe,‖ ranging in price from  approxim ately
$30 to $70, that the w eb sites claim ed w ould rid the victim s‒ com puters of the
infection, but actually did little or nothing to im prove or repair com puter
perform ance. The U .S. Federal B ureau of Investigation (FB I) estim ated that the
sites generated over $100 m illion for the perpetrators of the fraud.
The perpetrators allegedly enabled the fraud by establishing advertising

agencies that sought legitim ate client w eb sites on w hich to host advertisem ents.
W hen a victim  user w ent to the client‒s site, code in the m alicious w eb
advertisem ent hijacked the user‒s brow ser and generated the false error
m essages. The user w as then redirected to w hat is called a scarew are w eb site,
to scare users about a com puter security w eakness. The site then displayed a
graphic purporting to m onitor the scanning of the victim ‒s com puter for
m alw are, of w hich (not surprisingly) it found a significant am ount. The user w as
then invited to click to dow nload a free m alw are eradicator, w hich w ould appear
to fix only a few  vulnerabilities and w ould then request the user to upgrade to a
paid version to repair the rest.
Tw o of the three indicted are U .S. citizens, although one w as believed to be

living in U kraine; the third w as Sw edish and believed to be living in Sw eden.
A ll w ere charged w ith w ire fraud and com puter fraud. The three ran a com pany
called Innovative M arketing that w as closed under action by the U .S. Federal
Trade C om m ission (FTC ), alleging the sale of fraudulent anti-m alw are softw are,
betw een 2003 and 2008.
The advice for innocent users seem s to be both ―trust but verify‖ and ―if it

ain‒t broke; don‒t fix it.‖ That is, if you are being lured into buying security
products, your skeptical self should first run your ow n trusted m alw are scanner
to verify that there is indeed m alicious code lurking on your system .

A s w e saw  in Sidebar 3-8, there m ay be no better w ay to entice a security-conscious
user than to offer a free security scanning tool. Several legitim ate antivirus scanners,
including ones from  the A nti-V irus G roup (AV G ) and M icrosoft, are free. H ow ever, other
scanner offers provide m alw are, w ith effects ranging from  locking up a com puter to
dem anding m oney to clean up nonexistent infections. A s w ith all softw are, be careful
acquiring softw are from  unknow n sources.

N atural Im m unity

In their interesting paper com paring com puter virus transm ission w ith hum an disease
transm ission, K ephart et al. [K EP93] observe that individuals‒ efforts to keep their
com puters free from  viruses lead to com m unities that are generally free from  viruses
because m em bers of the com m unity have little (electronic) contact w ith the outside w orld.



In this case, transm ission is contained not because of lim ited contact but because of
lim ited contact outside the com m unity, m uch as isolated hum an com m unities seldom
experience outbreaks of com m unicable diseases such as m easles.

For this reason, governm ents often run disconnected netw ork com m unities for handling
top m ilitary or diplom atic secrets. The key to success seem s to be choosing one‒s
com m unity prudently. H ow ever, as use of the Internet and the W orld W ide W eb increases,
such separation is alm ost im possible to m aintain. Furtherm ore, in both hum an and
com puting com m unities, natural defenses tend to be low er, so if an infection does occur, it
often spreads unchecked. H um an com puter users can be naíve, uninform ed, and lax, so the
hum an route to com puter infection is likely to rem ain im portant.

M alw are Toolkits

A  bank robber has to learn and practice the trade all alone. There is no Bank Robbing
for D um m ies book (at least none of w hich w e are aw are), and a w ould-be crim inal cannot
send off a check and receive a box containing all the necessary tools. There seem s to be a
form  of apprenticeship as new  crim inals w ork w ith m ore experienced ones, but this is a
difficult, risky, and tim e-consum ing process, or at least it seem s that w ay to us outsiders.

C om puter attacking is som ew hat different. First, there is a thriving underground of w eb
sites for hackers to exchange techniques and know ledge. (A s w ith any w eb site, the reader
has to assess the quality of the content.) Second, attackers can often experim ent in their
ow n laboratories (hom es) before launching public strikes. M ost im portantly, m alw are
toolkits are readily available for sale. A  w ould-be assailant can acquire, install, and
activate one of these as easily as loading and running any other softw are; using one is
easier than m any com puter gam es. Such a toolkit takes as input a target address and, w hen
the user presses the [Start] button, it launches a probe for a range of vulnerabilities. Such
toolkit users, w ho do not need to understand the vulnerabilities they seek to exploit, are
know n as script kiddies. A s w e noted earlier in this chapter, these toolkits often exploit old
vulnerabilities for w hich defenses have long been publicized. Still, these toolkits are
effective against m any victim s.

M alw are toolkits let novice attackers probe for m any vulnerabilities at
the press of a button.

Ease of use m eans that attackers do not have to understand, m uch less create, their ow n
attacks. For this reason, it w ould seem  as if offense is easier than defense in com puter
security, w hich is certainly true. R em em ber that the defender m ust protect against all
possible threats, but the assailant only has to find one uncovered vulnerability.



3.3 C ounterm easures
So far w e have described the techniques by w hich m alw are w riters can transm it,

conceal, and activate their evil products. If you have concluded that these hackers are
clever, crafty, diligent, and devious, you are right. A nd they never seem  to stop w orking.
A ntivirus softw are m aker M cA fee reports identifying 200 distinct, new  pieces of m alw are
per m inute. A t the start of 2012 their m alw are library contained slightly few er than 100
m illion item s and by the end of 2013 it had over 196 m illion [M C A 14].

Faced w ith such a siege, users are hard pressed to protect them selves, and the security
defense com m unity in general is strained. H ow ever, all is not lost. The available
counterm easures are not perfect, som e are reactive‍ after the attack succeeds‍ rather than
preventive, and all parties from  developers to users m ust do their part. In this section w e
survey the counterm easures available to keep code clean and com puting safe. W e organize
this section by w ho m ust take action: users or developers, and then w e add a few
suggestions that seem  appealing but sim ply do not w ork.

C ounterm easures for U sers
U sers bear the m ost harm  from  m alw are infection, so users have to im plem ent the first

line of protection. U sers can do this by being skeptical of all code, w ith the degree of
skepticism  rising as the source of the code becom es less trustw orthy.

U ser V igilance

The easiest control against m alicious code is hygiene: not engaging in behavior that
perm its m alicious code contam ination. The tw o com ponents of hygiene are avoiding
points of contam ination and blocking avenues of vulnerability.

To avoid contam ination, you could sim ply not use your com puter system s‍ not a
realistic choice in today‒s w orld. B ut, as w ith preventing colds and the flu, there are
several techniques for building a reasonably safe com m unity for electronic contact,
including the follow ing:

‛ U se only com m ercial softw are acquired from  reliable, w ell-established
vendors. There is alw ays a chance that you m ight receive a virus from  a large
m anufacturer w ith a nam e everyone w ould recognize. H ow ever, such enterprises
have significant reputations that could be seriously dam aged by even one bad
incident, so they go to som e degree of trouble to keep their products virus free
and to patch any problem -causing code right aw ay. Sim ilarly, softw are
distribution com panies w ill be careful about products they handle.
‛ Test all new  softw are on an isolated com puter. If you m ust use softw are from  a
questionable source, test the softw are first on a com puter that is not connected to
a netw ork and contains no sensitive or im portant data. R un the softw are and
look for unexpected behavior, even sim ple behavior such as unexplained figures
on the screen. Test the com puter w ith a copy of an up-to-date virus scanner
created before the suspect program  is run. O nly if the program  passes these tests
should you install it on a less isolated m achine.
‛ O pen attachm ents‍ and other potentially infected data files‍ only w hen you



know  them  to be safe. W hat constitutes ―safe‖ is up to you, as you have probably
already learned in this chapter. C ertainly, an attachm ent from  an unknow n
source is of questionable safety. You m ight also distrust an attachm ent from  a
know n source but w ith a peculiar m essage or description.
‛ Install softw are‍ and other potentially infected executable code files‍ only
w hen you really, really know  them  to be safe. W hen a softw are package asks to
install softw are on your system  (including plug-ins or brow ser helper objects),
be really suspicious.
‛ Recognize that any w eb site can be potentially harm ful. You m ight reasonably
assum e that sites run by and for hackers are risky, as are sites serving
pornography, scalping tickets, or selling contraband. You m ight also be w ary of
sites located in certain countries; R ussia, C hina, B razil, K orea, and India are
often near the top of the list for highest proportion of w eb sites containing
m alicious code. A  w eb site could be located anyw here, although a .cn or .ru at
the end of a U R L associates the dom ain w ith C hina or R ussia, respectively.
H ow ever, the U nited States is also often high on such lists because of the large
num ber of w eb-hosting providers located there.
‛ M ake a recoverable system  im age and store it safely. If your system  does
becom e infected, this clean version w ill let you reboot securely because it
overw rites the corrupted system  files w ith clean copies. For this reason, you
m ust keep the im age w rite-protected during reboot. Prepare this im age now ,
before infection; after infection is too late. For safety, prepare an extra copy of
the safe boot im age.
‛ M ake and retain backup copies of executable system  files. This w ay, in the
event of a virus infection, you can rem ove infected files and reinstall from  the
clean backup copies (stored in a secure, offline location, of course). A lso m ake
and retain backups of im portant data files that m ight contain infectable code;
such files include w ord-processor docum ents, spreadsheets, slide presentations,
pictures, sound files, and databases. K eep these backups on inexpensive m edia,
such as C D s or D V D s, a flash m em ory device, or a rem ovable disk so that you
can keep old backups for a long tim e. In case you find an infection, you w ant to
be able to start from  a clean backup, that is, one taken before the infection.

A s for blocking system  vulnerabilities, the recom m endation is clear but problem atic. A s
new  vulnerabilities becom e know n you should apply patches. H ow ever, finding flaw s and
fixing them  under tim e pressure is often less than perfectly effective. Zero-day attacks are
especially problem atic, because a vulnerability presum ably unknow n to the softw are
w riters is now  being exploited, so the m anufacturer w ill press the developm ent and
m aintenance team  hard to develop and dissem inate a fix. Furtherm ore, system s run m any
different softw are products from  different vendors, but a vendor‒s patch cannot and does
not consider possible interactions w ith other softw are. Thus, not only m ay a patch not
repair the flaw  for w hich it w as intended, but it m ay fail or cause failure in conjunction
w ith other softw are. Indeed, cases have arisen w here a patch to one softw are application
has been ―recognized‖ incorrectly by an antivirus checker to be m alicious code‍ and the
system  has ground to a halt. Thus, w e recom m end that you should apply all patches
prom ptly except w hen doing so w ould cause m ore harm  than good, w hich of course you



seldom  know  in advance.

Still, good hygiene and self-defense are im portant controls users can take against
m alicious code. M ost users rely on tools, called virus scanners or m alicious code
detectors, to guard against m alicious code that som ehow  m akes it onto a system .

V irus detectors are pow erful but not all-pow erful.

V irus D etectors

V irus scanners are tools that look for signs of m alicious code infection. M ost such tools
look for a signature or fingerprint, a telltale pattern in program  files or m em ory. A s w e
show  in this section, detection tools are generally effective, m eaning that they detect m ost
exam ples of m alicious code that are at m ost som ew hat sophisticated. D etection tools do
have tw o m ajor lim itations, how ever.

First, detection tools are necessarily retrospective, looking for patterns of know n
infections. A s new  infectious code types are developed, tools need to be updated
frequently w ith new  patterns. B ut even w ith frequent updates (m ost tool vendors
recom m end daily updates), there w ill be infections that are too new  to have been analyzed
and included in the latest pattern file. Thus, a m alicious code w riter has a brief w indow , as
little as hours or a day but perhaps longer if a new  strain evades notice of the pattern
analysts, during w hich the strain‒s pattern w ill not be in the database. Even though a day is
a short w indow  of opportunity, it is enough to achieve significant harm .

Second, patterns are necessarily static. If m alicious code alw ays begins w ith, or even
contains, the sam e four instructions, the binary code of those instructions m ay be the
invariant pattern for w hich the tool searches. B ecause tool w riters w ant to avoid
m isclassifying good code as m alicious, they seek the longest pattern they can: Tw o
program s, one good and one m alicious, m ight by chance contain the sam e four
instructions. B ut the longer the pattern string, the less likely a benign program  w ill m atch
that pattern, so longer patterns are desirable. M alicious code w riters are conscious of
pattern m atching, so they vary their code to reduce the num ber of repeated patterns.
Som etim es m inor perturbations in the order of instructions is insignificant. Thus, in the
exam ple, the dom inant pattern m ight be instructions A -B -C -D , in that order. B ut the
program ‒s logic m ight w ork just as w ell w ith instructions B -A -C -D , so the m alw are w riter
w ill send out half the code w ith instructions A -B -C -D  and half w ith B -A -C -D . D o-nothing
instructions, such as adding 0 or subtracting 1 and later adding 1 again or replacing a data
variable w ith itself, can be slipped into code at various points to break repetitive patterns.
Longer patterns are m ore likely to be broken by a code m odification. Thus, the virus
detector tool w riters have to discern m ore patterns for w hich to check.

B oth tim eliness and variation lim it the effectiveness of m alicious code detectors. Still,
these tools are largely successful, and so w e study them  now . You should also note in
Sidebar 3-9 that antivirus tools can also help people w ho do not use the tools.

Sym antec, m aker of the N orton antivirus softw are packages, announced in a 4 M ay
2014 W all Street Journal article that antivirus technology is dead. They contend that
recognizing m alicious code on a system  is a cat-and-m ouse gam e: M alw are signatures w ill



alw ays be reactive, reflecting code patterns discovered yesterday, and heuristics detect
suspicious behavior but m ust forw ard code sam ples to a laboratory for hum an analysis and
confirm ation. A ttackers are getting m ore skillful at evading detection by both pattern
m atchers and heuristic detectors. Furtherm ore, in the article, Sym antec‒s Senior V ice
President for Inform ation Security adm itted that antivirus softw are catches only 45 percent
of m alicious code. In the past, another vendor, FireEye, has also denounced these tools as
ineffective. B oth vendors prefer m ore specialized m onitoring and analysis services, of
w hich antivirus scanners are typically a first line of defense.

Sidebar 3-9 Free Security
W henever influenza threatens, governm ents urge all citizens to get a flu vaccine.
N ot everyone does, but the vaccines m anage to keep dow n the incidence of flu
nevertheless. A s long as enough people are vaccinated, the w hole population
gets protection. Such protection is called ―herd im m unity,‖ because all in the
group are protected by the actions of m ost, usually because enough vaccination
occurs to prevent the infection from  spreading.

In a sim ilar w ay, som etim es parts of a netw ork w ithout security are protected
by the other parts that are secure. For exam ple, a node on a netw ork m ay not
incur the expense of antivirus softw are or a firew all, know ing that a virus or
intruder is not likely to get far if the others in the netw ork are protected. So the
―free riding‖ acts as a disincentive to pay for security; the one w ho shirks
security gets the benefit from  the others‒ good hygiene.

The sam e kind of free-riding discourages reporting of security attacks and
breaches. A s w e have seen, it m ay be costly for an attacked organization to
report a problem , not just in term s of the resources invested in reporting but also
in negative effects on reputation or stock price. So free-riding provides an
incentive for an attacked organization to w ait for som eone else to report it, and
then benefit from  the problem ‒s resolution. Sim ilarly, if a second organization
experiences an attack and shares its inform ation and successful response
techniques w ith others, the first organization receives the benefits w ithout
bearing any of the costs. Thus, incentives m atter, and technology w ithout
incentives to understand and use it properly m ay in fact be ineffective
technology.

D oes this statistic m ean that people should abandon virus checkers? N o, for tw o
reasons. First, 45 percent still represents a solid defense, w hen you consider that there are
now  over 200 m illion specim ens of m alicious code in circulation [M C A 14]. Second,
recognize that the interview  w as in the W all Street Journal, a popular publication for
business and finance executives. A ntivirus products m ake m oney; otherw ise there w ould
not be so m any of them  on the m arket. H ow ever, consulting services can m ake even m ore
m oney, too. The Sym antec executive w as m aking the point that businesses, w hose
executives read the W all Street Journal, need to invest also in advisors w ho w ill study a
business‒s com puting activity, identify shortcom ings, and recom m end rem ediation. A nd in
the event of a security incident, organizations w ill need sim ilar advice on the cause of the
case, the am ount and nature of harm  suffered, and the next steps for further protection.



V irus Signatures

A  virus cannot be com pletely invisible. C ode m ust be stored som ew here, and the code
m ust be in m em ory to execute. M oreover, the virus executes in a particular w ay, using
certain m ethods to spread. Each of these characteristics yields a telltale pattern, called a
signature, that can be found by a program  that looks for it. The virus‒s signature is
im portant for creating a program , called a virus scanner, that can detect and, in som e
cases, rem ove viruses. The scanner searches m em ory and long-term  storage, m onitoring
execution and w atching for the telltale signatures of viruses. For exam ple, a scanner
looking for signs of the C ode R ed w orm  can look for a pattern containing the follow ing
characters:
C lick here to view  code im age

/default.ida?NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

%u9090%u6858%ucbd3

%u7801%u9090%u6858%ucdb3%u7801%u9090%u6858

%ucbd3%u7801%u9090

%u9090%u8190%u00c3%u0003%ub00%u531b%u53ff

%u0078%u0000%u00=a HTTP/1.0

W hen the scanner recognizes a know n virus‒s pattern, it can then block the virus,
inform  the user, and deactivate or rem ove the virus. H ow ever, a virus scanner is effective
only if it has been kept up-to-date w ith the latest inform ation on current viruses.

V irus w riters and antivirus tool m akers engage in a battle to conceal
patterns and find those regularities.

C ode A nalysis

A nother approach to detecting an infection is to analyze the code to determ ine w hat it
does, how  it propagates and perhaps even w here it originated. That task is difficult,
how ever.

The first difficulty w ith analyzing code is that the researcher norm ally has only the end
product to look at. A s Figure 3-24 show s, a program m er w rites code in som e high-level
language, such as C , Java, or C #. That code is converted by a com piler or interpreter into
interm ediate object code; a linker adds code of standard library routines and packages the
result into m achine code that is executable. The higher-level language code uses
m eaningful variable nam es, com m ents, and docum entation techniques to m ake the code
m eaningful, at least to the program m er.



FIG U R E  3-24 The C om pilation Process: (a) C om pilation. (b) D ecom pilation

D uring com pilation, all the structure and docum entation are lost; only the raw
instructions are preserved. To load a program  for execution, a linker m erges called library
routines and perform s address translation. If the code is intended for propagation, the
attacker m ay also invoke a packager, a routine that strips out other identifying inform ation
and m inim izes the size of the com bined code block.

In case of an infestation, an analyst m ay be called in. The analyst starts w ith code that
w as actually executing, active in com puter m em ory, but that m ay represent only a portion
of the actual m alicious package. W riters interested in stealth clean up, purging m em ory or
disk of unnecessary instructions that w ere needed once, only to install the infectious code.
In any event, analysis starts from  m achine instructions. U sing a tool called a disassem bler,
the analyst can convert m achine-language binary instructions to their assem bly language
equivalents, but the trail stops there. These assem bly language instructions have none of
the inform ative docum entation, variable nam es, structure, labels or com m ents, and the
assem bler language representation of a program  is m uch less easily understood than its
higher-level language counterpart. Thus, although the analyst can determ ine literally w hat
instructions a piece of code perform s, the analyst has a harder tim e determ ining the
broader intent and im pact of those statem ents.

Security research labs do an excellent job of tracking and analyzing m alicious code, but
such analysis is necessarily an operation of sm all steps w ith m icroscope and tw eezers.
(The phrase m icroscope and tw eezers is attributed to Jerom e Saltzer in [EIC 89].) Even
w ith analysis tools, the process depends heavily on hum an ingenuity. In C hapter 10 w e
expand on team s that do incident response and analysis.

T houghtful analysis w ith ―m icroscope and tw eezers‖ after an attack m ust
com plem ent preventive tools such as virus detectors.

Storage Patterns

M ost viruses attach to program s that are stored on m edia such as disks. The attached
virus piece is invariant, so the start of the virus code becom es a detectable signature. The
attached piece is alw ays located at the sam e position relative to its attached file. For
exam ple, the virus m ight alw ays be at the beginning, 400 bytes from  the top, or at the
bottom  of the infected file. M ost likely, the virus w ill be at the beginning of the file



because the virus w riter w ants to control execution before the bona fide code of the
infected program  is in charge. In the sim plest case, the virus code sits at the top of the
program , and the entire virus does its m alicious duty before the norm al code is invoked. In
other cases, the virus infection consists of only a handful of instructions that point or jum p
to other, m ore detailed, instructions elsew here. For exam ple, the infected code m ay consist
of condition testing and a jum p or call to a separate virus m odule. In either case, the code
to w hich control is transferred w ill also have a recognizable pattern. B oth of these
situations are show n in Figure 3-25.

FIG U R E  3-25 R ecognizable Patterns in V iruses

A  virus m ay attach itself to a file, in w hich case the file‒s size grow s. O r the virus m ay
obliterate all or part of the underlying program , in w hich case the program ‒s size does not
change but the program ‒s functioning w ill be im paired. The virus w riter has to choose one
of these detectable effects.

The virus scanner can use a code or checksum  to detect changes to a file. It can also
look for suspicious patterns, such as a JU M P instruction as the first instruction of a system
program  (in case the virus has positioned itself at the bottom  of the file but is to be
executed first, as w e saw  in Figure 3-25).

C ounterm easures for D evelopers
A gainst this threat background you m ay w ell ask how  anyone can ever m ake secure,

trustw orthy, flaw less program s. A s the size and com plexity of program s grow s, the
num ber of possibilities for attack does, too.

In this section w e briefly look at som e softw are engineering techniques that have been
show n to im prove the security of code. O f course, these m ethods m ust be used effectively,
for a good m ethod used im properly or naívely w ill not m ake program s better by m agic.



Ideally, developers should have a reasonable understanding of security, and especially of
thinking in term s of threats and vulnerabilities. A rm ed w ith that m indset and good
developm ent practices, program m ers can w rite code that m aintains security.

Softw are E ngineering Techniques

C ode usually has a long shelf-life and is enhanced over tim e as needs change and faults
are found and fixed. For this reason, a key principle of softw are engineering is to create a
design or code in sm all, self-contained units, called com ponents or m odules; w hen a
system  is w ritten this w ay, w e say that it is m odular. M odularity offers advantages for
program  developm ent in general and security in particular.

If a com ponent is isolated from  the effects of other com ponents, then the system  is
designed in a w ay that lim its the dam age any fault causes. M aintaining the system  is easier
because any problem  that arises connects w ith the fault that caused it. Testing (especially
regression testing‍ m aking sure that everything else still w orks w hen you m ake a
corrective change) is sim pler, since changes to an isolated com ponent do not affect other
com ponents. A nd developers can readily see w here vulnerabilities m ay lie if the
com ponent is isolated. W e call this isolation encapsulation.

Inform ation hiding is another characteristic of m odular softw are. W hen inform ation is
hidden, each com ponent hides its precise im plem entation or som e other design decision
from  the others. Thus, w hen a change is needed, the overall design can rem ain intact w hile
only the necessary changes are m ade to particular com ponents.

Let us look at these characteristics in m ore detail.

M odularity

M odularization is the process of dividing a task into subtasks, as depicted in Figure 3-
26. This division is usually done on a logical or functional basis, so that each com ponent
perform s a separate, independent part of the task. The goal is for each com ponent to m eet
four conditions:

‛ single-purpose, perform s one function
‛ sm all, consists of an am ount of inform ation for w hich a hum an can readily
grasp both structure and content
‛ sim ple, is of a low  degree of com plexity so that a hum an can readily
understand the purpose and structure of the m odule
‛ independent, perform s a task isolated from  other m odules



FIG U R E  3-26 M odularity

O ther com ponent characteristics, such as having a single input and single output or
using a lim ited set of program m ing constructs, indicate m odularity. From  a security
standpoint, m odularity should im prove the likelihood that an im plem entation is correct.

In particular, sm allness and sim plicity help both developers and analysts understand
w hat each com ponent does. That is, in good softw are, design and program  units should be
only as large or com plex as needed to perform  their required functions. There are several
advantages to having sm all, independent com ponents.

‛ M aintenance. If a com ponent im plem ents a single function, it can be replaced
easily w ith a revised one if necessary. The new  com ponent m ay be needed
because of a change in requirem ents, hardw are, or environm ent. Som etim es the
replacem ent is an enhancem ent, using a sm aller, faster, m ore correct, or
otherw ise better m odule. The interfaces betw een this com ponent and the
rem ainder of the design or code are few  and w ell described, so the effects of the
replacem ent are evident.
‛ U nderstandability. A  system  com posed of sm all and sim ple com ponents is
usually easier to com prehend than one large, unstructured block of code.
‛ Reuse. C om ponents developed for one purpose can often be reused in other
system s. R euse of correct, existing design or code com ponents can significantly
reduce the difficulty of im plem entation and testing.
‛ C orrectness. A  failure can be quickly traced to its cause if the com ponents
perform  only one task each.
‛ Testing. A  single com ponent w ith w ell-defined inputs, outputs, and function
can be tested exhaustively by itself, w ithout concern for its effects on other
m odules (other than the expected function and output, of course).



Sim plicity of softw are design im proves correctness and m aintainability.

A  m odular com ponent usually has high cohesion and low  coupling. B y cohesion, w e
m ean that all the elem ents of a com ponent have a logical and functional reason for being
there; every aspect of the com ponent is tied to the com ponent‒s single purpose. A  highly
cohesive com ponent has a high degree of focus on the purpose; a low  degree of cohesion
m eans that the com ponent‒s contents are an unrelated jum ble of actions, often put together
because of tim e dependencies or convenience.

C oupling refers to the degree w ith w hich a com ponent depends on other com ponents in
the system . Thus, low  or loose coupling is better than high or tight coupling because the
loosely coupled com ponents are free from  unw itting interference from  other com ponents.
This difference in coupling is show n in Figure 3-27.

FIG U R E  3-27 Types of C oupling

E ncapsulation

Encapsulation hides a com ponent‒s im plem entation details, but it does not necessarily
m ean com plete isolation. M any com ponents m ust share inform ation w ith other
com ponents, usually w ith good reason. H ow ever, this sharing is carefully docum ented so
that a com ponent is affected only in know n w ays by other com ponents in the system .
Sharing is m inim ized so that the few est interfaces possible are used.

A n encapsulated com ponent‒s protective boundary can be translucent or transparent, as
needed. B erard [B ER 00] notes that encapsulation is the ―technique for packaging the
inform ation [inside a com ponent] in such a w ay as to hide w hat should be hidden and
m ake visible w hat is intended to be visible.‖

Inform ation H iding

D evelopers w ho w ork w here m odularization is stressed can be sure that other
com ponents w ill have lim ited effect on the ones they w rite. Thus, w e can think of a
com ponent as a kind of black box, w ith certain w ell-defined inputs and outputs and a w ell-
defined function. O ther com ponents‒ designers do not need to know  how  the m odule
com pletes its function; it is enough to be assured that the com ponent perform s its task in
som e correct m anner.

Inform ation hiding: describing w hat a m odule does, not how

This concealm ent is the inform ation hiding, depicted in Figure 3-28. Inform ation hiding



is desirable, because m alicious developers cannot easily alter the com ponents of others if
they do not know  how  the com ponents w ork.

FIG U R E  3-28 Inform ation H iding

M utual Suspicion

Program s are not alw ays trustw orthy. Even w ith an operating system  to enforce access
lim itations, it m ay be im possible or infeasible to bound the access privileges of an
untested program  effectively. In this case, the user U  is legitim ately suspicious of a new
program  P. H ow ever, program  P m ay be invoked by another program , Q . There is no w ay
for Q  to know  that P is correct or proper, any m ore than a user know s that of P.

Therefore, w e use the concept of m utual suspicion to describe the relationship betw een
tw o program s. M utually suspicious program s operate as if other routines in the system
w ere m alicious or incorrect. A  calling program  cannot trust its called subprocedures to be
correct, and a called subprocedure cannot trust its calling program  to be correct. Each
protects its interface data so that the other has only lim ited access. For exam ple, a
procedure to sort the entries in a list cannot be trusted not to m odify those elem ents, w hile
that procedure cannot trust its caller to provide any list at all or to supply the num ber of
elem ents predicted. A n exam ple of m isplaced trust is described in Sidebar 3-10.

Sidebar 3-10 Facebook O utage from  Im proper E rror H andling
In Septem ber 2010 the popular social netw orking site Facebook w as forced to
shut dow n for several hours. A ccording to a posting by com pany representative
R obert Johnson, the root cause w as an im properly handled error condition.

Facebook m aintains in a persistent store a set of configuration param eters that
are then copied to cache for ordinary use. C ode checks the validity of
param eters in the cache. If it finds an invalid value, it fetches the value from  the
persistent store and uses it to replace the cache value. Thus, the developers
assum ed the cache value m ight becom e corrupted but the persistent value w ould
alw ays be accurate.

In the Septem ber 2010 instance, staff m istakenly placed an incorrect value in
the persistent store. W hen this value w as propagated to the cache, checking
routines identified it as erroneous and caused the cache controller to fetch the
value from  the persistent store. The persistent store value, of course, w as
erroneous, so as soon as the checking routines exam ined it, they again called for
its replacem ent from  the persistent store. This constant fetch from  the persistent
store led to an overload on the server holding the persistent store, w hich in turn



led to a severe degradation in perform ance overall.
Facebook engineers w ere able to diagnose the problem , concluding that the

best solution w as to disable all Facebook activity and then correct the persistent
store value. They gradually allow ed Facebook clients to reactivate; as each
client detected an inaccurate value in its cache, it w ould refresh it from  the
correct value in the persistent store. In this w ay, the gradual expansion of
services allow ed these refresh requests to occur w ithout overw helm ing access to
the persistent store server.

A  design of m utual suspicion‍ not im plicitly assum ing the cache is w rong
and the persistent store is right‍ w ould have avoided this catastrophe.

C onfinem ent

C onfinem ent is a technique used by an operating system  on a suspected program  to help
ensure that possible dam age does not spread to other parts of a system . A  confined
program  is strictly lim ited in w hat system  resources it can access. If a program  is not
trustw orthy, the data it can access are strictly lim ited. Strong confinem ent w ould be
particularly helpful in lim iting the spread of viruses. Since a virus spreads by m eans of
transitivity and shared data, all the data and program s w ithin a single com partm ent of a
confined program  can affect only the data and program s in the sam e com partm ent.
Therefore, the virus can spread only to things in that com partm ent; it cannot get outside
the com partm ent.

Sim plicity

The case for sim plicity‍ of both design and im plem entation‍ should be self-evident:
sim ple solutions are easier to understand, leave less room  for error, and are easier to
review  for faults. The value of sim plicity goes deeper, how ever.

W ith a sim ple design, all m em bers of the design and im plem entation team  can
understand the role and scope of each elem ent of the design, so each participant know s not
only w hat to expect others to do but also w hat others expect. Perhaps the w orst problem  of
a running system  is m aintenance: A fter a system  has been running for som e tim e, and the
designers and program m ers are w orking on other projects (or perhaps even at other
com panies), a fault appears and som e unlucky junior staff m em ber is assigned the task of
correcting the fault. W ith no background on the project, this staff m em ber m ust attem pt to
intuit the visions of the original designers and understand the entire context of the flaw
w ell enough to fix it. A  sim ple design and im plem entation facilitates correct m aintenance.

H oare [H O A 81] m akes the case sim ply for sim plicity of design:

I gave desperate w arnings against the obscurity, the com plexity, and
overam bition of the new  design, but m y w arnings w ent unheeded. I
conclude that there are tw o w ays of constructing a softw are design: O ne
w ay is to m ake it so sim ple that there are obviously no deficiencies and the
other w ay is to m ake it so com plicated that there are no obvious
deficiencies.

In 2014 the w eb site for the annual R SA  com puter security conference w as



com prom ised. A m it Yoran, Senior V ice President of Products and Sales for R SA , the
parent com pany that founded the conference and supports it financially, spoke to the issue.
―U nfortunately, com plexity is very often the enem y of security,‖ he concluded,
em phasizing that he w as speaking for R SA  and not for the R SA  conference w eb site, a
separate entity [K R E14].

―C om plexity is often the enem y of security.‖‍ A m it Yoran, R SA

G enetic D iversity

A t your local electronics shop you can buy a com bination printer‌scanner‌copier‌fax
m achine. It com es at a good price (com pared to costs of buying the four com ponents
separately) because there is considerable overlap in im plem enting the functionality am ong
those four. M oreover, the m ultifunction device is com pact, and you need install only one
device on your system , not four. B ut if any part of it fails, you lose a lot of capabilities all
at once. So the m ultipurpose m achine represents the kinds of trade-offs am ong
functionality, econom y, and availability that w e m ake in any system  design.

A n architectural decision about these types of devices is related to the argum ents above
for m odularity, inform ation hiding, and reuse or interchangeability of softw are
com ponents. For these reasons, som e people recom m end heterogeneity or ―genetic
diversity‖ in system  architecture: H aving m any com ponents of a system  com e from  one
source or relying on a single com ponent is risky, they say.

H ow ever, m any system s are in fact quite hom ogeneous in this sense. For reasons of
convenience and cost, w e often design system s w ith softw are or hardw are (or both) from  a
single vendor. For exam ple, in the early days of com puting, it w as convenient to buy
―bundled‖ hardw are and softw are from  a single vendor. There w ere few er decisions for
the buyer to m ake, and if som ething w ent w rong, only one phone call w as required to
initiate trouble-shooting and m aintenance. D aniel G eer et al. [G EE03a] exam ined the
m onoculture of com puting dom inated by one m anufacturer, often characterized by A pple
or G oogle today, M icrosoft or IB M  yesterday, unknow n tom orrow . They looked at the
parallel situation in agriculture w here an entire crop m ay be vulnerable to a single
pathogen. In com puting, the pathogenic equivalent m ay be m alicious code from  the
M orris w orm  to the C ode R ed virus; these ―infections‖ w ere especially harm ful because a
significant proportion of the w orld‒s com puters w ere disabled because they ran versions of
the sam e operating system s (U nix for M orris, W indow s for C ode R ed).

D iversity creates a m oving target for the adversary. A s Per Larson and colleagues
explain [LA R 14], introducing diversity autom atically is possible but tricky. A  com piler
can generate different but functionally equivalent object code from  one source file;
reordering statem ents (w here there is no functional dependence on the order), using
different storage layouts, and even adding useless but harm less instructions helps protect
one version from  harm  that m ight affect another version. H ow ever, different output object
code can create a nightm are for code m aintenance.

D iversity reduces the num ber of targets susceptible to one attack type.



In 2014 m any com puters and w eb sites w ere affected by the so-called H eartbleed
m alw are, w hich exploited a vulnerability in the w idely used O penSSL softw are. SSL
(secure socket layer) is a cryptographic technique by w hich brow ser w eb com m unications
are secured, for exam ple, to protect the privacy of a banking transaction. (W e cover SSL in
C hapter 6.) The O penSSL im plem entation is used by the m ajority of w eb sites; tw o m ajor
packages using O penSSL account for over 66 percent of sites using SSL. B ecause the
adoption of O penSSL is so vast, this one vulnerability affects a huge num ber of sites,
putting the m ajority of Internet users at risk. The w arning about lack of diversity in
softw are is especially relevant here. H ow ever, cryptography is a delicate topic; even
correctly w ritten code can leak sensitive inform ation, not to m ention the num erous subtle
w ays such code can be w rong. Thus, there is a good argum ent for having a sm all num ber
of cryptographic im plem entations that analysts can scrutinize rigorously. B ut com m on
code presents a single or com m on point for m ass failure.

Furtherm ore, diversity is expensive, as large users such as com panies or universities
m ust m aintain several kinds of system s instead of focusing their effort on just one.
Furtherm ore, diversity w ould be substantially enhanced by a large num ber of com peting
products, but the econom ics of the m arket m ake it difficult for m any vendors to all profit
enough to stay in business. G eer refined the argum ent in [G EE03], w hich w as debated by
Jam es W hittaker [W H I03b] and D avid A ucsm ith [A U C 03]. There is no obvious right
solution for this dilem m a.

Tight integration of products is a sim ilar concern. The W indow s operating system  is
tightly linked to Internet Explorer, the O ffice suite, and the O utlook em ail handler. A
vulnerability in one of these can also affect the others. B ecause of the tight integration,
fixing a vulnerability in one subsystem  can have an im pact on the others. O n the other
hand, w ith a m ore diverse (in term s of vendors) architecture, a vulnerability in another
vendor‒s brow ser, for exam ple, can affect W ord only to the extent that the tw o system s
com m unicate through a w ell-defined interface.

A  different form  of change occurs w hen a program  is loaded into m em ory for execution.
A ddress-space-layout random ization is a technique by w hich a m odule is loaded into
different locations at different tim es (using a relocation device sim ilar to base and bounds
registers, described in C hapter 5). H ow ever, w hen an entire m odule is relocated as a unit,
getting one real address gives the attacker the key to com pute the addresses of all other
parts of the m odule.

N ext w e turn from  product to process. H ow  is good softw are produced? A s w ith the
code properties, these process approaches are not a recipe: doing these things does not
guarantee good code. H ow ever, like the code characteristics, these processes tend to
reflect approaches of people w ho successfully develop secure softw are.

Testing

Testing is a process activity that concentrates on product quality: It seeks to locate
potential product failures before they actually occur. The goal of testing is to m ake the
product failure free (elim inating the possibility of failure); realistically, how ever, testing
w ill only reduce the likelihood or lim it the im pact of failures. Each softw are problem
(especially w hen it relates to security) has the potential not only for m aking softw are fail



but also for adversely affecting a business or a life. The failure of one control m ay expose
a vulnerability that is not am eliorated by any num ber of functioning controls. Testers
im prove softw are quality by finding as m any faults as possible and carefully docum enting
their findings so that developers can locate the causes and repair the problem s if possible.

Testing is easier said than done, and H erbert Thom pson points out that security testing
is particularly hard [TH O 03]. Jam es W hittaker observes in the G oogle Testing B log, 20
A ugust 2010, that ―D evelopers grow  trees; testers m anage forests,‖ m eaning the job of the
tester is to explore the interplay of m any factors. Side effects, dependencies, unpredictable
users, and flaw ed im plem entation bases (languages, com pilers, infrastructure) all
contribute to this difficulty. B ut the essential com plication w ith security testing is that w e
cannot look at just the one behavior the program  gets right; w e also have to look for the
hundreds of w ays the program  m ight go w rong.

Security testing tries to anticipate the hundreds of w ays a program  can
fail.

Types of Testing

Testing usually involves several stages. First, each program  com ponent is tested on its
ow n. Such testing, know n as m odule testing, com ponent testing, or unit testing, verifies
that the com ponent functions properly w ith the types of input expected from  a study of the
com ponent‒s design. U nit testing is done so that the test team  can feed a predeterm ined
set of data to the com ponent being tested and observe w hat output actions and data are
produced. In addition, the test team  checks the internal data structures, logic, and
boundary conditions for the input and output data.

W hen collections of com ponents have been subjected to unit testing, the next step is
ensuring that the interfaces am ong the com ponents are defined and handled properly.
Indeed, interface m ism atch can be a significant security vulnerability, so the interface
design is often docum ented as an application program m ing interface or A PI.
Integration testing is the process of verifying that the system  com ponents w ork together
as described in the system  and program  design specifications.

O nce the developers verify that inform ation is passed am ong com ponents in accordance
w ith their design, the system  is tested to ensure that it has the desired functionality. A
function test evaluates the system  to determ ine w hether the functions described by the
requirem ents specification are actually perform ed by the integrated system . The result is a
functioning system .

The function test com pares the system  being built w ith the functions described in the
developers‒ requirem ents specification. Then, a perform ance test com pares the system
w ith the rem ainder of these softw are and hardw are requirem ents. D uring the function and
perform ance tests, testers exam ine security requirem ents and confirm  that the system  is as
secure as it is required to be.

W hen the perform ance test is com plete, developers are certain that the system  functions
according to their understanding of the system  description. The next step is conferring
w ith the custom er to m ake certain that the system  w orks according to custom er



expectations. D evelopers join the custom er to perform  an acceptance test, in w hich the
system  is checked against the custom er‒s requirem ents description. U pon com pletion of
acceptance testing, the accepted system  is installed in the environm ent in w hich it w ill be
used. A  final installation test is run to m ake sure that the system  still functions as it
should. H ow ever, security requirem ents often state that a system  should not do som ething.
A s Sidebar 3-11 dem onstrates, absence is harder to dem onstrate than presence.

Sidebar 3-11 A bsence vs. Presence
C harles Pfleeger [PFL97] points out that security requirem ents resem ble those
for any other com puting task, w ith one seem ingly insignificant difference.
W hereas m ost requirem ents say ―the system  w ill do this,‖ security requirem ents
add the phrase ―and nothing m ore.‖ A s w e pointed out in C hapter 1, security
aw areness calls for m ore than a little caution w hen a creative developer takes
liberties w ith the system ‒s specification. O rdinarily, w e do not w orry if a
program m er or designer adds a little som ething extra. For instance, if the
requirem ent calls for generating a file list on a disk, the ―som ething m ore‖ m ight
be sorting the list in alphabetical order or displaying the date it w as created. B ut
w e w ould never expect som eone to m eet the requirem ent by displaying the list
and then erasing all the files on the disk!
If w e could easily determ ine w hether an addition w ere harm ful, w e could just

disallow  harm ful additions. B ut unfortunately w e cannot. For security reasons,
w e m ust state explicitly the phrase ―and nothing m ore‖ and leave room  for
negotiation in the requirem ents definition on any proposed extensions.
Program m ers naturally w ant to exercise their creativity in extending and

expanding the requirem ents. B ut apparently benign choices, such as storing a
value in a global variable or w riting to a tem porary file, can have serious
security im plications. A nd som etim es the best design approach for security is
the counterintuitive one. For exam ple, one attack on a cryptographic system
depends on m easuring the tim e it takes the system  to perform  an encryption.
W ith one encryption technique, the tim e to encrypt depends on the key, a
param eter that allow s som eone to ―unlock‖ or decode the encryption; encryption
tim e specifically depends on the size or the num ber of bits in the key. The tim e
m easurem ent helps attackers know  the approxim ate key length, so they can
narrow  their search space accordingly (as described in C hapter 2). Thus, an
efficient im plem entation can actually underm ine the system ‒s security. The
solution, oddly enough, is to artificially pad the encryption process w ith
unnecessary com putation so that short com putations com plete as slow ly as long
ones.
In another instance, an enthusiastic program m er added parity checking to a

cryptographic procedure. B ut the routine generating the keys did not supply a
check bit, only the keys them selves. B ecause the keys w ere generated random ly,
the result w as that 255 of the 256 encryption keys failed the parity check,
leading to the substitution of a fixed key‍ so that w ithout w arning, all
encryptions w ere being perform ed under the sam e key!
N o technology can autom atically distinguish m alicious extensions from



benign code. For this reason, w e have to rely on a com bination of approaches,
including hum an-intensive ones, to help us detect w hen w e are going beyond the
scope of the requirem ents and threatening the system ‒s security.

The objective of unit and integration testing is to ensure that the code im plem ented the
design properly; that is, that the program m ers have w ritten code to do w hat the designers
intended. System  testing has a very different objective: to ensure that the system  does
w hat the custom er w ants it to do. R egression testing, an aspect of system  testing, is
particularly im portant for security purposes. A fter a change is m ade to enhance the system
or fix a problem , regression testing ensures that all rem aining functions are still w orking
and that perform ance has not been degraded by the change. A s w e point out in Sidebar 3-
12, regression testing is difficult because it essentially entails reconfirm ing all
functionality.

Sidebar 3-12 T he G O TO  Fail B ug
In February 2014 A pple released a m aintenance patch to its iO S operating
system . The problem  involved code to im plem ent SSL, the encryption that
protects secure w eb com m unications, such as betw een a user‒s w eb brow ser and
a bank‒s w eb site, for exam ple. The code problem , w hich has been called the
―G O TO  Fail‖ bug, is show n in the follow ing code fragm ent.

C lick here to view  code im age

if ((err = SSLHashSHA1.update(&hashCtx, &serverRandom))

                  != 0)

            goto fail;

      if ((err = SSLHashSHA1.update(&hashCtx,

                  &signedParams)) != 0)

            goto fail;

            goto fail;

      if ((err = SSLHashSHA1.final(&hashCtx, &hashOut))

                  != 0)

            goto fail;

      ‎

fail:

      SSLFreeBuffer(&signedHashes);

      SSLFreeBuffer(&hashCtx);

      return err;

The problem  is in the seventh line. If the first tw o conditional statem ents are
false, execution drops directly to the duplicate goto fail line, and exits the
routine. The im pact of this flaw  is that even insecure w eb connections are
treated as secure.
The origin of this error is unknow n, but it appears either that another

conditional statem ent w as rem oved during m aintenance (but not the
corresponding conditional action of goto fail), or an extra goto fail statem ent
w as inadvertently pasted into the routine. Either of those possibilities is an
understandable, nonm alicious program m ing oversight.
R egression testing to catch such a sim ple program m ing error w ould require

setting up a com plicated test case. Program m ers are often pressed during
m aintenance to com plete fixes rapidly, so there is not tim e for thorough testing,
w hich could be how  this flaw  becam e part of the standard distribution of the



operating system .
The flaw  is sm all and easy to spot w hen you know  to look for it, although it is

line 632 of a 1970-line file, w here it w ould stand out less than in the fragm ent
w e reproduce here. The error affected m obile iPhones and iPads, as w ell as
desktop M acintosh com puters. The patches released by A pple indicate the error
has been em bedded in production code for som e tim e. For m ore details on the
flaw , see Paul D ucklin‒s blog posting at
http://nakedsecurity.sophos.com /2014/02/24/anatom y-of-a-goto-fail-apples-ssl-
bug-explained-plus-an-unofficial-patch/.

Each of the types of tests listed here can be perform ed from  tw o perspectives: black box
and clear box (som etim es called w hite box). B lack-box testing treats a system  or its
com ponents as black boxes; testers cannot ―see inside‖ the system , so they apply
particular inputs and verify that they get the expected output. C lear-box testing allow s
visibility. H ere, testers can exam ine the design and code directly, generating test cases
based on the code‒s actual construction. Thus, clear-box testing reveals that com ponent X
uses C A SE statem ents and can look for instances in w hich the input causes control to drop
through to an unexpected line. B lack-box testing m ust rely m ore on the required inputs
and outputs because the actual code is not available for scrutiny.

Jam es W hittaker in his testing blog lists seven key ingredients for testing
(http://googletesting.blogspot.com /2010/08/ingredients-list-for-testing-part-one.htm l). W e
sum m arize his posting here:

1. Product expertise. The tester needs to understand the requirem ents and
functionality of the object being tested. M ore im portantly, the tester should have
sufficient fam iliarity w ith the product to be able to predict w hat it cannot do and
be able to stress it in all its configurations.
2. C overage. Testing m ust be com plete, in that no com ponent should be ignored,
no m atter how  sm all or insignificant.
3. Risk analysis. Testing can never cover everything. Thus, w ise testing, that is,
to spend testing resources w isely and effectively, is necessary. A  risk analysis
answ ers the questions w hat are the m ost critical pieces and w hat can go
seriously w rong? From  this the priority for testing becom es clearer.
4. D om ain expertise. A  tester m ust understand the product being tested.
Trivially, som eone cannot effectively test a Fahrenheit-to-centigrade converter
w ithout understanding those tw o tem perature scales.
5. C om m on vocabulary. There is little com m on vocabulary for testing; even
term s like black-box testing are subject to som e interpretation. M ore
im portantly, testers need to be able to share patterns and techniques w ith one
another, and to do that, testers need som e com m on understanding of the larger
process.
6. Variation. Testing is not a checklist exercise; if it w ere, w e w ould autom ate
the w hole process, let a m achine do it, and never have product failures. Testers
need to vary their routine, test different things in different w ays, and adapt to
successes and failures.



7. Boundaries. B ecause testing can continue indefinitely, som e concept of
com pleteness and sufficiency is necessary. Som etim es, finite resources of tim e
or m oney dictate how  m uch testing is done. A  better approach is a rational plan
that determ ines w hat degree of testing is adequate.

E ffectiveness of Testing

The m ix of techniques appropriate for testing a given system  depends on the system ‒s
size, application dom ain, am ount of risk, and m any other factors. B ut understanding the
effectiveness of each technique helps us know  w hat is right for each particular system . For
exam ple, O lsen [O LS93] describes the developm ent at C ontel IPC  of a system  containing
184,000 lines of code. H e tracked faults discovered during various activities and found
these differences:

‛ 17.3 percent of the faults w ere found during inspections of the system  design
‛ 19.1 percent during com ponent design inspection
‛ 15.1 percent during code inspection
‛ 29.4 percent during integration testing
‛ 16.6 percent during system  and regression testing

O nly 0.1 percent of the faults w ere revealed after the system  w as placed in the field.
Thus, O lsen‒s w ork show s the im portance of using different techniques to uncover
different kinds of faults during developm ent; w e m ust not rely on a single m ethod applied
at one tim e to catch all problem s.

W ho does the testing? From  a security standpoint, independent testing is highly
desirable; it m ay prevent a developer from  attem pting to hide som ething in a routine or
keep a subsystem  from  controlling the tests that w ill be applied to it. Thus, independent
testing increases the likelihood that a test w ill expose the effect of a hidden feature.

L im itations of Testing

Testing is the m ost w idely accepted assurance technique. A s Earl B oebert [B O E92]
observes, conclusions from  testing are based on the actual product being evaluated, not on
som e abstraction or precursor of the product. This realism  is a security advantage.
H ow ever, conclusions based on testing are necessarily lim ited, for the follow ing reasons:

‛ Testing can dem onstrate the existence of a problem , but passing tests does not
dem onstrate the absence of problem s.
‛ Testing adequately w ithin reasonable tim e or effort is difficult because the
com binatorial explosion of inputs and internal states m akes com plete testing
com plex and tim e consum ing.
‛ Testing only observable effects, not the internal structure of a product, does not
ensure any degree of com pleteness.
‛ Testing the internal structure of a product involves m odifying the product by
adding code to extract and display internal states. That extra functionality affects
the product‒s behavior and can itself be a source of vulnerabilities or can m ask
other vulnerabilities.
‛ Testing real-tim e or com plex system s requires keeping track of all states and



triggers. This profusion of possible situations m akes it hard to reproduce and
analyze problem s reported as testers proceed.

O rdinarily, w e think of testing in term s of the developer: unit testing a m odule,
integration testing to ensure that m odules function properly together, function testing to
trace correctness across all aspects of a given function, and system  testing to com bine
hardw are w ith softw are. Likew ise, regression testing is perform ed to m ake sure a change
to one part of a system  does not degrade any other functionality. B ut for other tests,
including acceptance tests, the user or custom er adm inisters them  to determ ine if w hat w as
ordered is w hat is delivered. Thus, an im portant aspect of assurance is considering
w hether the tests run are appropriate for the application and level of security. The nature
and kinds of testing reflect the developer‒s testing strategy: w hich tests address w hat
issues.

Sim ilarly, testing is alm ost alw ays constrained by a project‒s budget and schedule. The
constraints usually m ean that testing is incom plete in som e w ay. For this reason, w e
consider notions of test coverage, test com pleteness, and testing effectiveness in a testing
strategy. The m ore com plete and effective our testing, the m ore confidence w e have in the
softw are. M ore inform ation on testing can be found in Pfleeger and A tlee [PFL10].

C ounterm easure Specifically for Security
G eneral softw are engineering principles are intended to lead to correct code, w hich is

certainly a security objective, as w ell. H ow ever, there are also activities during program
design, im plem entation, and fielding specifically to im prove the security of the finished
product. W e consider those practices next.

D esign Principles for Security

M ultics (M U LTiplexed Inform ation and C om puter Service) w as a m ajor secure
softw are project intended to provide a com puting utility to its users, m uch as w e access
electricity or w ater. The system  vision involved users w ho could effortlessly connect to it,
use the com puting services they needed, and then disconnect‍ m uch as w e turn the tap on
and off. C learly all three fundam ental goals of com puter security‍ confidentiality,
integrity, and availability‍ are necessary for such a w idely shared endeavor, and security
w as a m ajor objective for the three participating M ultics partners: M .I.T, AT& T B ell
Laboratories, and G E. A lthough the project never achieved significant com m ercial
success, its developm ent helped establish secure com puting as a rigorous and active
discipline. The U nix operating system  grew  out of M ultics, as did other now -com m on
operating system  design elem ents, such as a hierarchical file structure, dynam ically
invoked m odules, and virtual m em ory.

The chief security architects for M ultics, Jerom e Saltzer and M ichael Schroeder,
docum ented several design principles intended to im prove the security of the code they
w ere developing. Several of their design principles are essential for building a solid,
trusted operating system . These principles, w ell articulated in Saltzer [SA L74] and Saltzer
and Schroeder [SA L75], include the follow ing:

‛ Least privilege. Each user and each program  should operate using the few est
privileges possible. In this w ay, dam age from  an inadvertent or m alicious attack



is m inim ized.
‛ Econom y of m echanism . The design of the protection system  should be sm all,
sim ple, and straightforw ard. Such a protection system  can be carefully analyzed,
exhaustively tested, perhaps verified, and relied on.
‛ O pen design. The protection m echanism  m ust not depend on the ignorance of
potential attackers; the m echanism  should be public, depending on secrecy of
relatively few  key item s, such as a passw ord table. A n open design is also
available for extensive public scrutiny, thereby providing independent
confirm ation of the design security.
‛ C om plete m ediation. Every access attem pt m ust be checked. B oth direct access
attem pts (requests) and attem pts to circum vent the access-checking m echanism
should be considered, and the m echanism  should be positioned so that it cannot
be circum vented.
‛ Perm ission based. The default condition should be denial of access. A
conservative designer identifies the item s that should be accessible, rather than
those that should not.
‛ Separation of privilege. Ideally, access to objects should depend on m ore than
one condition, such as user authentication plus a cryptographic key. In this w ay,
som eone w ho defeats one protection system  w ill not have com plete access.
‛ Least com m on m echanism . Shared objects provide potential channels for
inform ation flow . System s em ploying physical or logical separation reduce the
risk from  sharing.
‛ Ease of use. If a protection m echanism  is easy to use, it is unlikely to be
avoided.

These principles have been generally accepted by the security com m unity as
contributing to the security of softw are and system  design. Even though they date from  the
stone age of com puting, the 1970s, they are at least as im portant today. A s a m ark of how
fundam ental and valid these precepts are, consider the recently issued ―Top 10 Secure
C oding Practices‖ from  the C om puter Em ergency R esponse Team  (C ERT) of the Softw are
Engineering Institute at C arnegie M ellon U niversity [C ER 10].

1. Validate input.
2. H eed com piler w arnings.
3. A rchitect and design for security policies.
4. K eep it sim ple.
5. D efault to deny.
6. A dhere to the principle of least privilege.
7. Sanitize data sent to other system s.
8. Practice defense in depth.
9. U se effective quality-assurance techniques.

10. A dopt a secure coding standard.

O f these ten, num bers 4, 5, and 6 m atch directly w ith Saltzer and Schroeder, and 3 and



8 are natural outgrow ths of that w ork. Sim ilarly, the Softw are A ssurance Forum  for
Excellence in C ode (SA FEC ode)2 produced a guidance docum ent [SA F11] that is also
com patible w ith these concepts, including such advice as im plem enting least privilege and
sandboxing (to be defined later), w hich is derived from  separation of privilege and
com plete m ediation. W e elaborate on m any of the points from  SA FEC ode throughout this
chapter, and w e encourage you to read their full report after you have finished this chapter.
O ther authors, such as John V iega and G ary M cG raw  [V IE01] and M ichael H ow ard and
D avid LeB lanc [H O W 02], have elaborated on the concepts in developing secure
program s.

2. SA FEC ode is a non-profit organization exclusively dedicated to increasing trust in inform ation and
com m unications technology products and services through the advancem ent of effective softw are assurance
m ethods. Its m em bers include A dobe System s Incorporated, EM C  C orporation, Juniper N etw orks, Inc., M icrosoft
C orp., N okia, SA P A G , and Sym antec C orp.

Penetration Testing for Security

The testing approaches in this chapter have described m ethods appropriate for all
purposes of testing: correctness, usability, perform ance, as w ell as security. In this section
w e exam ine several approaches that are especially effective at uncovering security flaw s.

W e noted earlier in this chapter that penetration testing or tiger team  analysis is a
strategy often used in com puter security. (See, for exam ple, [R U B 01, TIL03, PA L01].)
Som etim es it is called ethical hacking, because it involves the use of a team  of experts
trying to crack the system  being tested (as opposed to trying to break into the system  for
unethical reasons). The w ork of penetration testers closely resem bles w hat an actual
attacker m ight do [A N D 04, SC H 00b]. The tiger team  know s w ell the typical
vulnerabilities in operating system s and com puting system s. W ith this know ledge, the
team  attem pts to identify and exploit the system ‒s particular vulnerabilities.

Penetration testing is both an art and science. The artistic side requires careful analysis
and creativity in choosing the test cases. B ut the scientific side requires rigor, order,
precision, and organization. A s C lark W eissm an observes [W EI95], there is an organized
m ethodology for hypothesizing and verifying flaw s. It is not, as som e m ight assum e, a
random  punching contest.

U sing penetration testing is m uch like asking a m echanic to look over a used car on a
sales lot. The m echanic know s potential w eak spots and checks as m any of them  as
possible. A  good m echanic w ill likely find m ost significant problem s, but finding a
problem  (and fixing it) is no guarantee that no other problem s are lurking in other parts of
the system . For instance, if the m echanic checks the fuel system , the cooling system , and
the brakes, there is no guarantee that the m uffler is good.

In the sam e w ay, an operating system  that fails a penetration test is know n to have
faults, but a system  that does not fail is not guaranteed to be fault-free. A ll w e can say is
that the system  is likely to be free only from  the types of faults checked by the tests
exercised on it. N evertheless, penetration testing is useful and often finds faults that m ight
have been overlooked by other form s of testing.

A  system  that fails penetration testing is know n to have faults; one that
passes is know n only not to have the faults tested for.



O ne possible reason for the success of penetration testing is its use under real-life
conditions. U sers often exercise a system  in w ays that its designers never anticipated or
intended. So penetration testers can exploit this real-life environm ent and know ledge to
m ake certain kinds of problem s visible.

Penetration testing is popular w ith the com m ercial com m unity that thinks skilled
hackers w ill test (attack) a site and find all its problem s in days, if not hours. B ut finding
flaw s in com plex code can take w eeks if not m onths, so there is no guarantee that
penetration testing w ill be effective.

Indeed, the original m ilitary ―red team s‖ convened to test security in softw are system s
w ere involved in 4- to 6-m onth exercises‍ a very long tim e to find a flaw . A nderson et al.
[A N D 04] elaborate on this lim itation of penetration testing. To find one flaw  in a space of
1 m illion inputs m ay require testing all 1 m illion possibilities; unless the space is
reasonably lim ited, the tim e needed to perform  this search is prohibitive. To test the
testers, Paul K arger and R oger Schell inserted a security fault in the painstakingly
designed and developed M ultics system , to see if the test team s w ould find it. Even after
K arger and Schell inform ed testers that they had inserted a piece of m alicious code in a
system , the testers w ere unable to find it [K A R 02]. Penetration testing is not a m agic
technique for finding needles in haystacks.

Proofs of Program  C orrectness

A  security specialist w ants to be certain that a given program  com putes a particular
result, com putes it correctly, and does nothing beyond w hat it is supposed to do.
U nfortunately, results in com puter science theory indicate that w e cannot know  w ith
certainty that tw o program s do exactly the sam e thing. That is, there can be no general
procedure w hich, given any tw o program s, determ ines if the tw o are equivalent. This
difficulty results from  the ―halting problem ,‖ w hich states that there can never be a general
technique to determ ine w hether an arbitrary program  w ill halt w hen processing an
arbitrary input. (See [PFL85] for a discussion.)

In spite of this disappointing general result, a technique called program  verification
can dem onstrate form ally the ―correctness‖ of certain specific program s. Program
verification involves m aking initial assertions about the program ‒s inputs and then
checking to see if the desired output is generated. Each program  statem ent is translated
into a logical description about its contribution to the logical flow  of the program . Then,
the term inal statem ent of the program  is associated w ith the desired output. B y applying a
logic analyzer, w e can prove that the initial assum ptions, plus the im plications of the
program  statem ents, produce the term inal condition. In this w ay, w e can show  that a
particular program  achieves its goal. Sidebar 3-13 presents the case for appropriate use of
form al proof techniques.

Proving program  correctness, although desirable and useful, is hindered by several
factors. (For m ore details see [PFL94].)

‛ C orrectness proofs depend on a program m er‒s or logician‒s ability to translate
a program ‒s statem ents into logical im plications. Just as program m ing is prone
to errors, so also is this translation.



‛ D eriving the correctness proof from  the initial assertions and the im plications
of statem ents is difficult, and the logical engine to generate proofs runs slow ly.
The speed of the engine degrades as the size of the program  increases, so proofs
of correctness becom e less appropriate as program  size increases.

Sidebar 3-13 Form al M ethods C an C atch D ifficult-to-See Problem s
Form al m ethods are som etim es used to check various aspects of secure system s.
There is som e disagreem ent about just w hat constitutes a form al m ethod, but
there is general agreem ent that every form al m ethod involves the use of
m athem atically precise specification and design notations. In its purest form ,
developm ent based on form al m ethods involves refinem ent and proof of
correctness at each stage in the life cycle. B ut all form al m ethods are not created
equal.
Shari Law rence Pfleeger and Les H atton [PFL97a] exam ined the effects of

form al m ethods on the quality of the resulting softw are. They point out that, for
som e organizations, the changes in softw are developm ent practices needed to
support such techniques can be revolutionary. That is, there is not alw ays a
sim ple m igration path from  current practice to inclusion of form al m ethods.
That‒s because the effective use of form al m ethods can require a radical change
right at the beginning of the traditional softw are life cycle: how  w e capture and
record custom er requirem ents. Thus, the stakes in this area can be particularly
high. For this reason, com pelling evidence of the effectiveness of form al
m ethods is highly desirable.
Susan G erhart et al. [G ER 94] point out:

There is no sim ple answ er to the question: do form al m ethods pay off? O ur cases provide a
w ealth of data but only scratch the surface of inform ation available to address these questions.
A ll cases involve so m any interw oven factors that it is im possible to allocate payoff from
form al m ethods versus other factors, such as quality of people or effects of other
m ethodologies. Even w here data w as collected, it w as difficult to interpret the results across
the background of the organization and the various factors surrounding the application.

Indeed, Pfleeger and H atton com pare tw o sim ilar system s: one system
developed w ith form al m ethods and one not. The form er has higher quality than
the latter, but other possibilities explain this difference in quality, including that
of careful attention to the requirem ents and design.

‛ A s M arv Schaefer [SC H 89a] points out, too often people focus so m uch on the
form alism  and on deriving a form al proof that they ignore the underlying
security properties to be ensured.
‛ The current state of program  verification is less w ell developed than code
production. A s a result, correctness proofs have not been consistently and
successfully applied to large production system s.

Program  verification system s are being im proved constantly. Larger program s are being
verified in less tim e than before. G erhart [G ER 89] succinctly describes the advantages and
disadvantages of using form al m ethods, including proof of correctness. A s program



verification continues to m ature, it m ay becom e a m ore im portant control to ensure the
security of program s.

Validation

Form al verification is a particular instance of the m ore general approach to assuring
correctness. There are m any w ays to show  that each of a system ‒s functions w orks
correctly. Validation is the counterpart to verification, assuring that the system  developers
have im plem ented all requirem ents. Thus, validation m akes sure that the developer is
building the right product (according to the specification), and verification checks the
quality of the im plem entation. For m ore details on validation in softw are engineering, see
Shari Law rence Pfleeger and Joanne A tlee [PFL10].

A  program  can be validated in several different w ays:

‛ Requirem ents checking. O ne technique is to cross-check each system
requirem ent w ith the system ‒s source code or execution-tim e behavior. The goal
is to dem onstrate that the system  does each thing listed in the functional
requirem ents. This process is a narrow  one, in the sense that it dem onstrates
only that the system  does everything it should do. A s w e have pointed out, in
security, w e are equally concerned about prevention: m aking sure the system
does not do the things it is not supposed to do. R equirem ents-checking seldom
addresses this aspect of requirem ents com pliance.
‛ D esign and code review s. A s described earlier in this chapter, design and code
review s usually address system  correctness (that is, verification). B ut a review
can also address requirem ents im plem entation. To support validation, the
review ers scrutinize the design or the code to assure traceability from  each
requirem ent to design and code com ponents, noting problem s along the w ay
(including faults, incorrect assum ptions, incom plete or inconsistent behavior, or
faulty logic). The success of this process depends on the rigor of the review .
‛ System  testing. The program m ers or an independent test team  select data to
check the system . These test data can be organized m uch like acceptance testing,
so behaviors and data expected from  reading the requirem ents docum ent can be
confirm ed in the actual running of the system . The checking is done
m ethodically to ensure com pleteness.

O ther authors, notably Jam es W hittaker and H erbert Thom pson [W H I03a], M ichael
A ndrew s and Jam es W hittaker [A N D 06], and Paco H ope and B en W alther [H O P08], have
described security-testing approaches.

D efensive Program m ing

The aphorism  ―offense sells tickets; defense w ins cham pionships‖ has been attributed to
legendary U niversity of A labam a football coach Paul ―B ear‖ B ryant, Jr., M innesota high
school basketball coach D ave Thorson, and others. R egardless of its origin, the aphorism
has a certain relevance to com puter security as w ell. A s w e have already show n, the w orld
is generally hostile: D efenders have to counter all possible attacks, w hereas attackers have
only to find one w eakness to exploit. Thus, a strong defense is not only helpful, it is
essential.



Program  designers and im plem enters need not only w rite correct code but m ust also
anticipate w hat could go w rong. A s w e pointed out earlier in this chapter, a program
expecting a date as an input m ust also be able to handle incorrectly form ed inputs such as
31-N ov-1929 and 42-M pb-2030. K inds of incorrect inputs include

‛ value inappropriate for data type, such as letters in a num eric field or M  for a
true/false item
‛ value out of range for given use, such as a negative value for age or the date 30
February
‛ value unreasonable, such as 250 kilogram s of salt in a recipe
‛ value out of scale or proportion, for exam ple, a house description w ith 4
bedroom s and 300 bathroom s.
‛ incorrect num ber of param eters, because the system  does not alw ays protect a
program  from  this fault
‛ incorrect order of param eters, for exam ple, a routine that expects age, sex,
date, but the calling program  provides sex, age, date

Program  designers m ust not only w rite correct code but m ust also
anticipate w hat could go w rong.

A s M icrosoft says, secure softw are m ust be able to w ithstand attack itself:

Softw are security is different. It is the property of softw are that allow s it to
continue to operate as expected even w hen under attack. Softw are security
is not a specific library or function call, nor is it an add-on that m agically
transform s existing code. It is the holistic result of a thoughtful approach
applied by all stakeholders throughout the softw are developm ent life cycle.
[M IC 10a]

Trustw orthy C om puting Initiative

M icrosoft had a serious problem  w ith code quality in 2002. Flaw s in its products
appeared frequently, and it released patches as quickly as it could. B ut the sporadic nature
of patch releases confused users and m ade the problem  seem  w orse than it w as.

The public relations problem  becam e so large that M icrosoft President B ill G ates
ordered a total code developm ent shutdow n and a top-to-bottom  analysis of security and
coding practices. The analysis and progress plan becam e know n as the Trusted C om puting
Initiative. In this effort all developers underw ent security training, and secure softw are
developm ent practices w ere instituted throughout the com pany.

The effort seem ed to have m et its goal: The num ber of code patches w ent dow n
dram atically, to a level of tw o to three critical security patches per m onth.

D esign by C ontract

The technique know n as design by contract₧  (a tradem ark of Eiffel Softw are) or
program m ing by contract can assist us in identifying potential sources of error. The
tradem arked form  of this technique involves a form al program  developm ent approach, but



m ore w idely, these term s refer to docum enting for each program  m odule its preconditions,
postconditions, and invariants. Preconditions and postconditions are conditions necessary
(expected, required, or enforced) to be true before the m odule begins and after it ends,
respectively; invariants are conditions necessary to be true throughout the m odule‒s
execution. Effectively, each m odule com es w ith a contract: It expects the preconditions to
have been m et, and it agrees to m eet the postconditions. B y having been explicitly
docum ented, the program  can check these conditions on entry and exit, as a w ay of
defending against other m odules that do not fulfill the term s of their contracts or w hose
contracts contradict the conditions of this m odule. A nother w ay of achieving this effect is
by using assertions, w hich are explicit statem ents about m odules. Tw o exam ples of
assertions are ―this m odule accepts as input age, expected to be betw een 0 and 150 years‖
and ―input length m easured in m eters, to be an unsigned integer betw een 10 and 20.‖
These assertions are notices to other m odules w ith w hich this m odule interacts and
conditions this m odule can verify.

The calling program  m ust provide correct input, but the called program  m ust not
com pound errors if the input is incorrect. O n sensing a problem , the program  can either
halt or continue. Sim ply halting (that is, term inating the entire thread of execution) is
usually a catastrophic response to seriously and irreparably flaw ed data, but continuing is
possible only if execution w ill not allow  the effect of the error to expand. The program m er
needs to decide on the m ost appropriate w ay to handle an error detected by a check in the
program ‒s code. The program m er of the called routine has several options for action in the
event of incorrect input:

‛ Stop, or signal an error condition and return.
‛ G enerate an error m essage and w ait for user action.
‛ G enerate an error m essage and reinvoke the calling routine from  the top
(appropriate if that action forces the user to enter a value for the faulty field).
‛ Try to correct it if the error is obvious (although this choice should be taken
only if there is only one possible correction).
‛ C ontinue, w ith a default or nom inal value, or continue com putation w ithout the
erroneous value, for exam ple, if a m ortality prediction depends on age, sex,
am ount of physical activity, and history of sm oking, on receiving an
inconclusive value for sex, the system  could com pute results for both m ale and
fem ale and report both.
‛ D o nothing, if the error is m inor, superficial, and is certain not to cause further
harm .

For m ore guidance on defensive program m ing, consult Pfleeger et al. [PFL02].

In this section w e presented several characteristics of good, secure softw are. O f course,
a program m er can w rite secure code that has none of these characteristics, and faulty
softw are can exhibit all of them . These qualities are not m agic; they cannot turn bad code
into good. R ather, they are properties that m any exam ples of good code reflect and
practices that good code developers use; the properties are not a cause of good code but
are paradigm s that tend to go along w ith it. Follow ing these principles affects the m indset
of a designer or developer, encouraging a focus on quality and security; this attention is



ultim ately good for the resulting product.

C ounterm easures that D on‒t W ork
U nfortunately, a lot of good or good-sounding ideas turn out to be not so good on

further reflection. W orse, hum ans have a tendency to fix on ideas or opinions, so
dislodging a faulty opinion is often m ore difficult than concluding the opinion the first
tim e.

In the security field, several m yths rem ain, no m atter how  forcefully critics denounce or
disprove them . The penetrate-and-patch m yth is actually tw o problem s: People assum e
that the w ay to really test a com puter system  is to have a crack team  of brilliant
penetration m agicians com e in, try to m ake it behave insecurely and if they fail (that is, if
no faults are exposed) pronounce the system  good.

The second m yth w e w ant to debunk is called security by obscurity, the belief that if a
program m er just doesn‒t tell anyone about a secret, nobody w ill discover it. This m yth has
about as m uch value as hiding a key under a door m at.

Finally, w e reject an outsider‒s conjecture that program m ers are so sm art they can w rite
a program  to identify all m alicious program s. Sadly, as sm art as program m ers are, that feat
can be proven to be im possible.

Penetrate-and-Patch

B ecause program m ers m ake m istakes of m any kinds, w e can never be sure all program s
are w ithout flaw s. W e know  of m any practices that can be used during softw are
developm ent to lead to high assurance of correctness. Let us start w ith one technique that
seem s appealing but in fact does not lead to solid code.

Early w ork in com puter security w as based on the paradigm  of penetrate-and-patch, in
w hich analysts searched for and repaired flaw s. O ften, a top-quality tiger team  (so called
because of its ferocious dedication to finding flaw s) w ould be convened to test a system ‒s
security by attem pting to cause it to fail. The test w as considered to be a proof of security;
if the system  w ithstood the tiger team ‒s attacks, it m ust be secure, or so the thinking w ent.

U nfortunately, far too often the attem pted proof instead becam e a process for generating
counterexam ples, in w hich not just one but several serious security problem s w ere
uncovered. The problem  discovery in turn led to a rapid effort to ―patch‖ the system  to
repair or restore the security. H ow ever, the patch efforts w ere largely useless, generally
m aking the system  less secure, rather than m ore, because they frequently introduced new
faults even as they tried to correct old ones. (For m ore discussion on the futility of
penetrating and patching, see R oger Schell‒s analysis in [SC H 79].) There are at least four
reasons w hy penetrate-and-patch is a m isguided strategy.

‛ The pressure to repair a specific problem  encourages developers to take a
narrow  focus on the fault itself and not on its context. In particular, the analysts
often pay attention to the im m ediate cause of the failure and not to the
underlying design or requirem ents faults.
‛ The fault often has nonobvious side effects in places other than the im m ediate
area of the fault. For exam ple, the faulty code m ight have created and never



released a buffer that w as then used by unrelated code elsew here. The corrected
version releases that buffer. H ow ever, code elsew here now  fails because it needs
the buffer left around by the faulty code, but the buffer is no longer present in
the corrected version.
‛ Fixing one problem  often causes a failure som ew here else. The patch m ay
have addressed the problem  in only one place, not in other related places.
R outine A  is called by B , C , and D , but the m aintenance developer know s only
of the failure w hen B  calls A . The problem  appears to be in that interface, so the
developer patches B  and A  to fix the issue, tests, B , A , and B  and A  together
w ith inputs that invoke the B ‌A  interaction. A ll appear to w ork. O nly m uch later
does another failure surface, that is traced to the C ‌A  interface. A  different
program m er, unaw are of B  and D , addresses the problem  in the C ‌A  interface
that, not surprisingly generates latent faults. In m aintenance, few  people see the
big picture, especially not w hen w orking under tim e pressure.
‛ The fault cannot be fixed properly because system  functionality or
perform ance w ould suffer as a consequence. O nly som e instances of the fault
m ay be fixed or the dam age m ay be reduced but not prevented.

Penetrate-and-patch fails because it is hurried, m isses the context of the
fault, and focuses on one failure, not the com plete system .

In som e people‒s m inds penetration testers are geniuses w ho can find flaw s m ere
m ortals cannot see; therefore, if code passes review  by such a genius, it m ust be perfect.
G ood testers certainly have a depth and breadth of experience that lets them  think quickly
of potential w eaknesses, such as sim ilar flaw s they have seen before. This w isdom  of
experience‍ useful as it is‍ is no guarantee of correctness.

People outside the professional security com m unity still find it appealing to find and fix
security problem s as single aberrations. H ow ever, security professionals recom m end a
m ore structured and careful approach to developing secure code.

Security by O bscurity

C om puter security experts use the term  security by or through obscurity to describe
the ineffective counterm easure of assum ing the attacker w ill not find a vulnerability.
Security by obscurity is the belief that a system  can be secure as long as nobody outside its
im plem entation group is told anything about its internal m echanism s. H iding account
passw ords in binary files or scripts w ith the presum ption that nobody w ill ever find them
is a prim e case. A nother exam ple of faulty obscurity is described in Sidebar 3-14, in w hich
deleted text is not truly deleted. System  ow ners assum e an attacker w ill never guess, find,
or deduce anything not revealed openly. Think, for exam ple, of the dialer program
described earlier in this chapter. The developer of that utility m ight have thought that
hiding the 100-digit lim itation w ould keep it from  being found or used. O bviously that
assum ption w as w rong.

T hings m eant to stay hidden seldom  do. A ttackers find and exploit m any
hidden things.



Sidebar 3-14 H idden, B ut N ot Forgotten
W hen is som ething gone? W hen you press the delete key, it goes aw ay, right?
W rong.
B y now  you know  that deleted files are not really deleted; they are m oved to

the recycle bin. D eleted m ail m essages go to the trash folder. A nd tem porary
Internet pages hang around for a few  days in a history folder w aiting for
repeated interest. B ut you expect keystrokes to disappear w ith the delete key.
M icrosoft W ord saves all changes and com m ents since a docum ent w as

created. Suppose you and a colleague collaborate on a docum ent, you refer to
som eone else‒s w ork, and your colleague inserts the com m ent ―this research is
rubbish.‖ You concur, so you delete the reference and your colleague‒s
com m ent. Then you subm it the paper to a journal for review  and, as luck w ould
have it, your paper is sent to the author w hose w ork you disparaged. Then the
review er happens to turn on change m arking and finds not just the deleted
reference but also your colleague‒s deleted com m ent. (See [B Y E04].) If you
really w anted to rem ove that text, you should have used the M icrosoft H idden
D ata R em oval Tool. (O f course, inspecting the file w ith a binary editor is the
only w ay you can be sure the offending text is truly gone.)
The A dobe PD F docum ent form at is a sim pler form at intended to provide a

platform -independent w ay to display (and print) docum ents. Som e people
convert a W ord docum ent to PD F to elim inate hidden sensitive data. That does
rem ove the change-tracking data. B ut it preserves even invisible output. Som e
people create a w hite box to paste over data to be hidden, for exam ple, to cut out
part of a m ap or hide a profit colum n in a table. W hen you print the file, the box
hides your sensitive inform ation. B ut the PD F form at preserves all layers in a
docum ent, so your recipient can effectively peel off the w hite box to reveal the
hidden content. The N SA  issued a report detailing steps to ensure that deletions
are truly deleted [N SA 05].
O r if you w ant to show  that som ething w as there and has been deleted, you

can do that w ith the M icrosoft R edaction Tool, w hich, presum ably, deletes the
underlying text and replaces it w ith a thick black line.

A uguste K erckhoffs, a D utch cryptologist of the 19th century, laid out several principles
of solid cryptographic system s [K ER 83]. H is second principle3 applies to security of
com puter system s, as w ell:

The system  m ust not depend on secrecy, and security should not suffer if
the system  falls into enem y hands.

3. ―Il faut qu‒il n‒exige pas le secret, et qu‒il puisse sans inconvçnient tom ber entre les m ains de l‒ennem i.‖

N ote that K erckhoffs did not advise giving the enem y the system , but rather he said that
if the enem y should happen to obtain it by w hatever m eans, security should not fail. There
is no need to give the enem y an even break; just be sure that w hen (not if) the enem y
learns of the security m echanism , that know ledge w ill not harm  security. Johansson and



G rim es [JO H 08a] discuss the fallacy of security by obscurity in greater detail.

The term  w ork factor m eans the am ount of effort necessary for an adversary to defeat a
security control. In som e cases, such as passw ord guessing, w e can estim ate the w ork
factor by determ ining how  m uch tim e it w ould take to test a single passw ord, and
m ultiplying by the total num ber of possible passw ords. If the attacker can take a shortcut,
for exam ple, if the attacker know s the passw ord begins w ith an uppercase letter, the w ork
factor is reduced correspondingly. If the am ount of effort is prohibitively high, for
exam ple, if it w ould take over a century to deduce a passw ord, w e can conclude that the
security m echanism  is adequate. (N ote that som e m aterials, such as diplom atic m essages,
m ay be so sensitive that even after a century they should not be revealed, and so w e w ould
need to find a protection m echanism  strong enough that it had a longer w ork factor.)

W e cannot assum e the attacker w ill take the slow est route for defeating security; in fact,
w e have to assum e a dedicated attacker w ill take w hatever approach seem s to be fastest.
So, in the case of passw ords, the attacker m ight have several approaches:

‛ Try all passw ords, exhaustively enum erating them  in som e order, for exam ple,
shortest to longest.
‛ G uess com m on passw ords.
‛ W atch as som eone types a passw ord.
‛ B ribe som eone to divulge the passw ord.
‛ Intercept the passw ord betw een its being typed and used (as w as done at
C hurchill H igh School).
‛ Pretend to have forgotten the passw ord and guess the answ ers to the
supposedly secret recovery.
‛ O verride the passw ord request in the application.

If w e did a sim ple w ork factor calculation on passw ords, w e m ight conclude that it
w ould take x tim e units tim es y passw ords, for a w ork factor of x*y/2 assum ing, on
average, half the passw ords have to be tried to guess the correct one. B ut if the attacker
uses any but the first technique, the tim e could be significantly different. Thus, in
determ ining w ork factor, w e have to assum e the attacker uses the easiest w ay possible,
w hich m ight take m inutes, not decades.

Security by obscurity is a faulty counterm easure because it assum es the attacker w ill
alw ays take the hard approach and never the easy one. A ttackers are lazy, like m ost of us;
they w ill find the labor-saving w ay if it exists. A nd that w ay m ay involve looking under
the doorm at to find a key instead of battering dow n the door. W e rem ind you in later
chapters w hen a counterm easure m ay be an instance of security by obscurity.

A  Perfect G ood‌B ad C ode Separator

Program s can send a m an to the m oon, restart a failing heart, and defeat a form er
cham pion of the television program  Jeopardy. Surely they can separate good program s
from  bad, can‒t they? U nfortunately, not.

First, w e have to be careful w hat w e m ean w hen w e say a program  is good. (W e use the
sim ple term s good and bad instead of even m ore nuanced term s such as secure, safe, or



nonm alicious.) A s Sidebar 3-11 explains, every program  has side effects: It uses m em ory,
activates certain m achine hardw are, takes a particular am ount of tim e, not to m ention
additional activities such as reordering a list or even presenting an output in a particular
color. W e m ay see but not notice som e of these. If a designer prescribes that output is to be
presented in a particular shade of red, w e can check that the program  actually does that.
H ow ever, in m ost cases, the output color is unspecified, so the designer or a tester cannot
say a program  is nonconform ing or bad if the output appears in red instead of black. B ut if
w e cannot even decide w hether such an effect is acceptable or not, how  can a program  do
that? A nd the hidden effects (com putes for 0.379 m icroseconds, uses register 2 but not
register 4) are even w orse to think about judging. Thus, w e cannot now , and probably w ill
never be able to, define precisely w hat w e m ean by good or bad w ell enough that a
com puter program  could reliably judge w hether other program s are good or bad.

Even if w e could define ―good‖ satisfactorily, a fundam ental lim itation of logic w ill get
in our w ay. A lthough w ell beyond the scope of this book, the field of decidability or
com putability looks at w hether som e things can ever be program m ed, not just today or
using today‒s languages and m achinery, but ever. The crux of com putability is the so-
called halting problem , w hich asks w hether a com puter program  stops execution or runs
forever. W e can certainly answ er that question for m any program s. B ut the B ritish
m athem atician A lan Turing4 proved in 1936 (notably, w ell before the advent of m odern
com puters) that it is im possible to w rite a program  to solve the halting problem  for any
possible program  and any possible stream  of input. O ur good program  checker w ould fall
into the halting problem  trap: If w e could identify all good program s w e w ould solve the
halting problem , w hich is provably unsolvable. Thus, w e w ill never have a com prehensive
good program  checker.

4. A lan Turing w as also a vital contributor to B ritain during W orld W ar II w hen he devised several techniques that
succeeded at breaking G erm an encrypted com m unications.

This negative result does not say w e cannot exam ine certain program s for goodness. W e
can, in fact, look at som e program s and say they are bad, and w e can even w rite code to
detect program s that m odify protected m em ory locations or exploit know n security
vulnerabilities. So, yes, w e can detect som e bad program s, just not all of them .

C onclusion
In this chapter w e have surveyed program s and program m ing: errors program m ers

m ake and vulnerabilities attackers exploit. These failings can have serious consequences,
as reported alm ost daily in the new s. H ow ever, there are techniques to m itigate these
shortcom ings, as w e described at the end of this chapter.

The problem s recounted in this chapter form  the basis for m uch of the rest of this book.
Program s im plem ent w eb brow sers, w ebsite applications, operating system s, netw ork
technologies, cloud infrastructures, and m obile devices. A  buffer overflow  can happen in a
spreadsheet program  or a netw ork appliance, although the effect is m ore localized in the
form er case than the latter. Still, you should keep the problem s of this chapter in m ind as
you continue through the rem ainder of this book.

In the next chapter w e consider the security of the Internet, investigating harm  affecting
a user. In this chapter w e have im plicitly focused on individual program s running on one



com puter, although w e have acknow ledged external actors, for exam ple, w hen w e
explored transm ission of m alicious code. C hapter 4 involves both a local user and rem ote
Internet of potential m alice.

E xercises
1. Suppose you are a custom s inspector. You are responsible for checking
suitcases for secret com partm ents in w hich bulky item s such as jew elry m ight be
hidden. D escribe the procedure you w ould follow  to check for these
com partm ents.
2. Your boss hands you a m icroprocessor and its technical reference m anual.
You are asked to check for undocum ented features of the processor. B ecause of
the num ber of possibilities, you cannot test every operation code w ith every
com bination of operands. O utline the strategy you w ould use to identify and
characterize unpublicized operations.
3. Your boss hands you a com puter program  and its technical reference m anual.
You are asked to check for undocum ented features of the program . H ow  is this
activity sim ilar to the task of the previous exercises? H ow  does it differ? W hich
is the m ore feasible? W hy?
4. A  program  is w ritten to com pute the sum  of the integers from  1 to 10. The
program m er, w ell trained in reusability and m aintainability, w rites the program
so that it com putes the sum  of the num bers from  k to n. H ow ever, a team  of
security specialists scrutinizes the code. The team  certifies that this program
properly sets k to 1 and n to 10; therefore, the program  is certified as being
properly restricted in that it alw ays operates on precisely the range 1 to 10. List
different w ays that this program  can be sabotaged so that during execution it
com putes a different sum , such as 3 to 20.
5. O ne w ay to lim it the effect of an untrusted program  is confinem ent:
controlling w hat processes have access to the untrusted program  and w hat
access the program  has to other processes and data. Explain how  confinem ent
w ould apply to the earlier exam ple of the program  that com putes the sum  of the
integers 1 to 10.
6. List three controls that could be applied to detect or prevent off-by-one errors.
7. The distinction betw een a covert storage channel and a covert tim ing channel
is not clearcut. Every tim ing channel can be transform ed into an equivalent
storage channel. Explain how  this transform ation could be done.
8. List the lim itations on the am ount of inform ation leaked per second through a
covert channel in a m ultiaccess com puting system .
9. A n electronic m ail system  could be used to leak inform ation. First, explain
how  the leakage could occur. Then, identify controls that could be applied to
detect or prevent the leakage.

10. M odularity can have a negative as w ell as a positive effect. A  program  that is
overm odularized perform s its operations in very sm all m odules, so a reader has
trouble acquiring an overall perspective on w hat the system  is trying to do. That is,
although it m ay be easy to determ ine w hat individual m odules do and w hat sm all



groups of m odules do, it is not easy to understand w hat they do in their entirety as a
system . Suggest an approach that can be used during program  developm ent to
provide this perspective.
11. You are given a program  that purportedly m anages a list of item s through hash
coding. The program  is supposed to return the location of an item  if the item  is
present or to return the location w here the item  should be inserted if the item  is not in
the list. A ccom panying the program  is a m anual describing param eters such as the
expected form at of item s in the table, the table size, and the specific calling sequence.
You have only the object code of this program , not the source code. List the cases
you w ould apply to test the correctness of the program ‒s function.
12. You are w riting a procedure to add a node to a doubly linked list. The system  on
w hich this procedure is to be run is subject to periodic hardw are failures. The list
your program  is to m aintain is of great im portance. Your program  m ust ensure the
integrity of the list, even if the m achine fails in the m iddle of executing your
procedure. Supply the individual statem ents you w ould use in your procedure to
update the list. (Your list should be few er than a dozen statem ents long.) Explain the
effect of a m achine failure after each instruction. D escribe how  you w ould revise this
procedure so that it w ould restore the integrity of the basic list after a m achine
failure.
13. Explain how  inform ation in an access log could be used to identify the true
identity of an im postor w ho has acquired unauthorized access to a com puting system .
D escribe several different pieces of inform ation in the log that could be com bined to
identify the im postor.
14. Several proposals have been m ade for a processor that could decrypt encrypted
data and m achine instructions and then execute the instructions on the data. The
processor w ould then encrypt the results. H ow  w ould such a processor be useful?
W hat are the design requirem ents for such a processor?
15. Explain in w hat circum stances penetrate-and-patch is a useful program
m aintenance strategy.
16. D escribe a program m ing situation in w hich least privilege is a good strategy to
im prove security.
17. Explain w hy genetic diversity is a good principle for secure developm ent. C ite an
exam ple of lack of diversity that has had a negative im pact on security.
18. D escribe how  security testing differs from  ordinary functionality testing. W hat
are the criteria for passing a security test that differ from  functional criteria?
19.

(a) You receive an em ail m essage that purports to com e from  your bank. It
asks you to click a link for som e reasonable-sounding adm inistrative
purpose. H ow  can you verify that the m essage actually did com e from  your
bank?
(b) N ow  play the role of an attacker. H ow  could you intercept the m essage
described in part (a) and convert it to your purposes w hile still m aking both
the bank and the custom er think the m essage is authentic and trustw orthy?



20. O pen design w ould seem  to favor the attacker, because it certainly opens the
im plem entation and perhaps also the design for the attacker to study. Justify that open
design overrides this seem ing advantage and actually leads to solid security.



4. T he W eb‍ U ser Side

In this chapter:
‛ A ttacks against brow sers
‛ A ttacks against and from  w eb sites
‛ A ttacks seeking sensitive data
‛ A ttacks through em ail

In this chapter w e m ove beyond the general program s of the previous chapter to m ore
specific code that supports user interaction w ith the Internet. C ertainly, Internet code has
all the potential problem s of general program s, and you should keep m alicious code,
buffer overflow s, and trapdoors in m ind as you read this chapter. H ow ever, in this chapter
w e look m ore specifically at the kinds of security threats and vulnerabilities that Internet
access m akes possible. O ur focus here is on the user or client side: harm  that can com e to
an individual user interacting w ith Internet locations. Then, in C hapter 6 w e look at
security netw orking issues largely outside the user‒s realm  or control, problem s such as
interception of com m unications, replay attacks, and denial of service.

W e begin this chapter by looking at brow sers, the softw are m ost users perceive as the
gatew ay to the Internet. A s you already know , a brow ser is softw are w ith a relatively
sim ple role: connect to a particular w eb address, fetch and display content from  that
address, and transm it data from  a user to that address. Security issues for brow sers arise
from  several com plications to that sim ple description, such as these:

‛ A  brow ser often connects to m ore than the one address show n in the brow ser‒s
address bar.
‛ Fetching data can entail accesses to num erous locations to obtain pictures,
audio content, and other linked content.
‛ B row ser softw are can be m alicious or can be corrupted to acquire m alicious
functionality.
‛ Popular brow sers support add-ins, extra code to add new  features to the
brow ser, but these add-ins them selves can include corrupting code.
‛ D ata display involves a rich com m and set that controls rendering, positioning,
m otion, layering, and even invisibility.
‛ The brow ser can access any data on a user‒s com puter (subject to access
control restrictions); generally the brow ser runs w ith the sam e privileges as the
user.
‛ D ata transfers to and from  the user are invisible, m eaning they occur w ithout
the user‒s know ledge or explicit perm ission.

O n a local com puter you m ight constrain a spreadsheet program  so it can access files in
only certain directories. Photo-editing softw are can be run offline to ensure that photos are
not released to the outside. U sers can even inspect the binary or text content of w ord-



processing files to at least partially confirm  that a docum ent does not contain certain text.

B row sers connect users to outside netw orks, but few  users can m onitor
the actual data transm itted

U nfortunately, none of these lim itations are applicable to brow sers. B y their very
nature, brow sers interact w ith the outside netw ork, and for m ost users and uses, it is
infeasible to m onitor the destination or content of those netw ork interactions. M any w eb
interactions start at site A  but then connect autom atically to sites B , C , and D , often
w ithout the user‒s know ledge, m uch less perm ission. W orse, once data arrive at site A , the
user has no control over w hat A  does.

A  brow ser‒s effect is im m ediate and transitory: pressing a key or clicking a link sends a
signal, and there is seldom  a com plete log to show  w hat a brow ser com m unicated. In
short, brow sers are standard, straightforw ard pieces of softw are that expose users to
significantly greater security threats than m ost other kinds of softw are. N ot surprisingly,
attacking the brow ser is popular and effective. N ot only are brow sers a popular target, they
present m any vulnerabilities for attack, as show n in Figure 4-1, w hich show s the num ber
of vulnerabilities discovered in the m ajor brow sers (G oogle C hrom e, M ozilla Firefox,
M icrosoft Internet Explorer, O pera, and Safari), as reported by Secunia.

FIG U R E  4-1 N um ber of V ulnerabilities D iscovered in B row sers

W ith this list of potential vulnerabilities involving w eb sites and brow sers, it is no
w onder attacks on w eb users happen w ith alarm ing frequency. N otice, also, that w hen
m ajor vendors release patches to code, brow sers are often involved. In this chapter w e
look at security issues for end-users, usually involving brow sers or w eb sites and usually
directed m aliciously against the user.

4.1 B row ser A ttacks
A ssailants go after a brow ser to obtain sensitive inform ation, such as account num bers

or authentication passw ords; to entice the user, for exam ple, using pop-up ads; or to install
m alw are. There are three attack vectors against a brow ser:

‛ G o after the operating system  so it w ill im pede the brow ser‒s correct and
secure functioning.
‛ Tackle the brow ser or one of its com ponents, add-ons, or plug-ins so its



activity is altered.
‛ Intercept or m odify com m unication to or from  the brow ser.

W e address operating system  issues in C hapter 5 and netw ork com m unications in
C hapter 6. W e begin this section by looking at vulnerabilities of brow sers and w ays to
prevent such attacks.

B row ser A ttack Types
B ecause so m any people (som e of them  relatively naíve or gullible) use them , brow sers

are inviting to attackers. A  paper book is just w hat it appears; there is no hidden agent that
can change the text on a page depending on w ho is reading. Telephone, television, and
radio are pretty m uch the sam e: A  signal from  a central point to a user‒s device is usually
uncorrupted or, if it is changed, the change is often m ajor and easily detected, such as
static or a fuzzy im age. Thus, people naturally expect the sam e fidelity from  a brow ser,
even though brow sers are program m able devices and signals are exposed to subtle
m odification during com m unication.

In this section w e present several attacks passed through brow sers.

M an-in-the-B row ser

A  m an-in-the-brow ser attack is an exam ple of m alicious code that has infected a
brow ser. C ode inserted into the brow ser can read, copy, and redistribute anything the user
enters in a brow ser. The threat here is that the attacker w ill intercept and reuse credentials
to access financial accounts and other sensitive data.

M an-in-the-brow ser: Trojan horse that intercepts data passing through
the brow ser

In January 2008, security researchers led by Liam  O m urchu of Sym antec detected a
new  Trojan horse, w hich they called SilentB anker. This code linked to a victim ‒s brow ser
as an add-on or brow ser helper object; in som e versions it listed itself as a plug-in to
display video. A s a helper object, it set itself to intercept internal brow ser calls, including
those to receive data from  the keyboard, send data to a U R L, generate or im port a
cryptographic key, read a file (including display that file on the screen), or connect to a
site; this list includes pretty m uch everything a brow ser does.

SilentB anker started w ith a list of over 400 U R Ls of popular banks throughout the
w orld. W henever it saw  a user going to one of those sites, it redirected the user‒s
keystrokes through the Trojan horse and recorded custom er details that it forw arded to
rem ote com puters (presum ably controlled by the code‒s creators).

B anking and other financial transactions are ordinarily protected in transit by an
encrypted session, using a protocol nam ed SSL or H TTPS (w hich w e explain in C hapter
6), and identified by a lock icon on the brow ser‒s screen. This protocol m eans that the
user‒s com m unications are encrypted during transit. B ut rem em ber that cryptography,
although pow erful, can protect only w hat it can control. B ecause SilentB anker w as
em bedded w ithin the brow ser, it intruded into the com m unication process as show n in
Figure 4-2. W hen the user typed data, the operating system  passed the characters to the



brow ser. B ut before the brow ser could encrypt its data to transm it to the bank,
SilentB anker intervened, acting as part of the brow ser. N otice that this tim ing vulnerability
w ould not have been countered by any of the other security approaches banks use, such as
an im age that only the custom er w ill recognize or tw o-factor authentication. Furtherm ore,
the U R L in the address bar looked and w as authentic, because the brow ser actually did
m aintain a connection w ith the legitim ate bank site.

FIG U R E  4-2 SilentB anker O perates in the M iddle of the B row ser

SSL encryption is applied in the brow ser; data are vulnerable before
being encrypted.

A s if intercepting details such as nam e, account num ber, and authentication data w ere
not enough, SilentB anker also changed the effect of custom er actions. So, for exam ple, if a
custom er instructed the bank to transfer m oney to an account at bank A , SilentB anker
converted that request to m ake the transfer go to its ow n account at bank B , w hich the
custom er‒s bank duly accepted as if it had com e from  the custom er. W hen the bank
returned its confirm ation, SilentB anker changed the details before displaying them  on the
screen. Thus, the custom er found out about the sw itch only after the funds failed to show
up at bank A  as expected.

A  variant of SilentB anker intercepted other sensitive user data, using a display like the
details show n in Figure 4-3. U sers see m any data request boxes, and this one looks
authentic. The request for token value m ight strike som e users as odd, but m any users
w ould see the bank‒s U R L on the address bar and dutifully enter private data.



FIG U R E  4-3 A dditional D ata O btained by M an in the B row ser

A s you can see, m an-in-the-brow ser attacks can be devastating because they represent a
valid, authenticated user. The Trojan horse could slip neatly betw een the user and the
bank‒s w eb site, so all the bank‒s content still looked authentic. SilentB anker had little
im pact on users, but only because it w as discovered relatively quickly, and virus detectors
w ere able to eradicate it prom ptly. N evertheless, this piece of code dem onstrates how
pow erful such an attack can be.

K eystroke L ogger

W e introduce another attack approach that is sim ilar to a m an in the brow ser. A
keystroke logger (or key logger) is either hardw are or softw are that records all
keystrokes entered. The logger either retains these keystrokes for future use by the
attacker or sends them  to the attacker across a netw ork connection.

A s a hardw are device, a keystroke logger is a sm all object that plugs into a U SB  port,
resem bling a plug-in w ireless adapter or flash m em ory stick. O f course, to com prom ise a
com puter you have to have physical access to install (and later retrieve) the device. You
also need to conceal the device so the user w ill not notice the logger (for exam ple,
installing it on the back of a desktop m achine). In softw are, the logger is just a program
installed like any m alicious code. Such devices can capture passw ords, login identities,
and all other data typed on the keyboard. A lthough not lim ited to brow ser interactions, a
keystroke logger could certainly record all keyboard input to the brow ser.

Page-in-the-M iddle

A  page-in-the-m iddle attack is another type of brow ser attack in w hich a user is
redirected to another page. Sim ilar to the m an-in-the-brow ser attack, a page attack m ight
w ait until a user has gone to a particular w eb site and present a fictitious page for the user.
A s an exam ple, w hen the user clicks ―login‖ to go to the login page of any site, the attack
m ight redirect the user to the attacker‒s page, w here the attacker can also capture the
user‒s credentials.



The adm ittedly slight difference betw een these tw o brow ser attacks is that the m an-in-
the-brow ser action is an exam ple of an infected brow ser that m ay never alter the sites
visited by the user but w orks behind the scenes to capture inform ation. In a page-in-the-
m iddle action, the attacker redirects the user, presenting different w eb pages for the user to
see.

Program  D ow nload Substitution

C oupled w ith a page-in-the-m iddle attack is a dow nload substitution. In a dow nload
substitution, the attacker presents a page w ith a desirable and seem ingly innocuous
program  for the user to dow nload, for exam ple, a brow ser toolbar or a photo organizer
utility. W hat the user does not know  is that instead of or in addition to the intended
program , the attacker dow nloads and installs m alicious code.

A  user agreeing to install a program  has no w ay to know  w hat that
program  w ill actually do.

The advantage for the attacker of a program  dow nload substitution is that users have
been conditioned to be w ary of program  dow nloads, precisely for fear of dow nloading
m alicious code. In this attack, the user know s of and agrees to a dow nload, not realizing
w hat code is actually being installed. (Then again, users seldom  know  w hat really installs
after they click [Yes].) This attack also defeats users‒ access controls that w ould norm ally
block softw are dow nloads and installations, because the user intentionally accepts this
softw are.

U ser-in-the-M iddle

A  different form  of attack puts a hum an betw een tw o autom ated processes so that the
hum an unw ittingly helps spam m ers register autom atically for free em ail accounts.

A  C A PT C H A  is a puzzle that supposedly only a hum an can solve, so a server
application can distinguish betw een a hum an w ho m akes a request and an autom ated
program  generating the sam e request repeatedly. Think of w eb sites that request votes to
determ ine the popularity of television program s. To avoid being fooled by bogus votes
from  autom ated program  scripts, the voting sites som etim es ensure interaction w ith an
active hum an by using C A PTC H A s (an acronym  for C om pletely A utom ated Public
Turing test to tell C om puters and H um ans A part‍ som etim es finding w ords to m atch a
clever acronym  is harder than doing the project itself).

The puzzle is a string of num bers and letters displayed in a crooked shape against a
grainy background, perhaps w ith extraneous lines, like the im ages in Figure 4-4; the user
has to recognize the string and type it into an input box. D istortions are intended to defeat
optical character recognition softw are that m ight be able to extract the characters. (Figure
4-5 show s an am using spoof of C A PTC H A  puzzles.) The line is fine betw een w hat a
hum an can still interpret and w hat is too distorted for pattern recognizers to handle, as
described in Sidebar 4-1.



FIG U R E  4-4 C A PTC H A  Exam ple

FIG U R E  4-5 C A PTC H A  Spoof

Sidebar 4-1 C A PT C H A ? G otcha!
W e have seen how  C A PTC H A s w ere designed to take advantage of how
hum ans are m uch better at pattern recognition than are com puters. B ut
C A PTC H A s, too, have their vulnerabilities, and they can be defeated w ith the
kinds of security engineering techniques w e present in this book. A s w e have
seen in every chapter, a w ily attacker looks for a vulnerability to exploit and
then designs an attack to take advantage of it.
In the sam e w ay, Jeff Yan and A hm ad Salah El A hm ad [YA N 11] defeated

C A PTC H A s by focusing on invariants‍ things that do not change even w hen
the C A PTC H A s distort them . They investigated C A PTC H A s produced by m ajor
w eb services, including G oogle, M icrosoft, and Yahoo for their free em ail
services such as H otm ail. A  now -defunct service called C A PTC H A service.org
provided C A PTC H A s to com m ercial w eb sites for a fee. Each of the characters
in that service‒s C A PTC H A s had a different num ber of pixels, but the num ber of
pixels for a given character rem ained constant w hen the character w as distorted
‍ an invariant that allow ed Yan and El A hm ad to differentiate one character
from  another w ithout having to recognize the character. Yahoo‒s C A PTC H A s



used a fixed angle for im age transform ation. Yan and El A hm ad pointed out that
―Exploiting invariants is a classic cryptanalysis strategy. For exam ple,
differential cryptanalysis w orks by observing that a subset of pairs of plaintexts
has an invariant relationship preserved through num erous cipher rounds. O ur
w ork dem onstrates that exploiting invariants is also effective for studying
C A PTC H A  robustness.‖
Yan and A hm ad successfully used sim ple techniques to defeat the

C A PTC H A s, such as pixel counts, color-filling segm entation, and histogram
analysis. A nd they defeated tw o kinds of invariants: pixel level and string level.
A  pixel-level invariant can be exploited by processing the C A PTC H A  im ages at
the pixel level, based on w hat does not change (such as num ber of pixels or
angle of character). String-level invariants do not change across the entire length
of the string. For exam ple, M icrosoft in 2007 used a C A PTC H A  w ith a constant
length of text in the challenge string; this invariant enabled Yan and El A hm ad
to identify and segm ent connected characters. R eliance on dictionary w ords is
another string-level invariant; as w e saw  w ith dictionary-based passw ords, the
dictionary lim its the num ber of possible choices.
So how  can these vulnerabilities be elim inated? B y introducing som e degree

of random ness, such as an unpredictable num ber of characters in a string of text.
Yan and El A hm ad recom m end ―introduc[ing] m ore types of global shape
patterns and have them  occur in random  order, thus m aking it harder for
com puters to differentiate each type.‖ G oogle‒s C A PTC H A s allow  the
characters to run together; it m ay be possible to rem ove the w hite space betw een
characters, as long as readability does not suffer. Yan and El A hm ad point out
that this kind of security engineering analysis leads to m ore robust C A PTC H A s,
a process that m irrors w hat w e have already seen in other security techniques,
such as cryptography and softw are developm ent.

Sites offering free em ail accounts, such as Yahoo m ail and H otm ail, use C A PTC H A s in
their account creation phase to ensure that only individual hum ans obtain accounts. The
m ail services do not w ant their accounts to be used by spam  senders w ho use thousands of
new  account nam es that are not yet recognized by spam  filters; after using the account for
a flood of spam , the senders w ill abandon those account nam es and m ove on to another
bunch. Thus, spam m ers need a constant source of new  accounts, and they w ould like to
autom ate the process of obtaining new  ones.

Sidebar 4-2 C olom bian H ostages Freed by M an-in-the-M iddle Trick
C olom bian guerrillas captured presidential candidate Ingrid B etancourt in 2002,
along w ith other political prisoners. The guerillas, part of the FA R C  m ovem ent,
had considered B etancourt and three U .S. contractors to be their m ost valuable
prisoners. The captives w ere liberated in 2008 through a schem e involving tw o
infiltrations: one infiltration of the local group that held the hostages, and the
other of the central FA R C  com m and structure.
H aving infiltrated the guerillas‒ central com m and organization, C olom bian

defense officials tricked the local FA R C  com m ander, know n as C esar, into



believing the hostages w ere to be transferred to the suprem e com m ander of the
FA R C , A lfonso C ano. B ecause the infiltrators knew  that C esar w as
unacquainted w ith m ost others in the FA R C  organization, they exploited their
know ledge by sending him  phony m essages, purportedly from  C ano‒s staff,
advising him  of the plan to m ove the hostages. In the plan C esar w as told to
have the hostages, B etancourt, the A m ericans, and 11 other C olom bians, ready
for helicopters to pick them  up. The tw o plain w hite helicopters, loaded w ith
soldiers playing the parts of guerillas better than som e professional actors could,
flew  into the FA R C  cam p.
A gents on the helicopters bound the hostages‒ hands and loaded them  on

board; C esar and another captor also boarded the helicopter, but once airborne,
they w ere quickly overpow ered by the soldiers. B etancourt and the others really
believed they w ere being transferred to another FA R C  cam p, but the com m ander
told her they had com e to rescue her; only w hen she saw  her form er captor lying
bound on the floor did she really believe she w as finally free.
Infiltration of both the local cam p and the senior com m and structure of FA R C

let the C olom bian defense accom plish this com plex m an-in-the-m iddle attack.
D uring elaborate preparation, infiltrators on both ends intruded in and altered
the com m unication betw een C esar and C ano. The m an-in-the-m iddle ruse w as
tricky because the interlopers had to be able to represent C esar and C ano in real
tim e, w ith facts appropriate for the tw o FA R C  officials. W hen boxed in w ith not
enough know ledge, the interm ediaries dropped the telephone connection,
som ething believable given the state of the C olom bian telecom m unications
netw ork at the tim e.

Petm ail (http://petm ail.lothar.com ) is a proposed anti-spam  em ail system . In the
description the author hypothesizes the follow ing m an-in-the-m iddle attack against
C A PTC H A s from  free em ail account vendors. First, the spam  sender creates a site that
w ill attract visitors; the author suggests a site w ith pornographic photos. Second, the
spam m er requires people to solve a C A PTC H A  in order to enter the site and see the
photos. A t the m om ent a user requests access, the spam  originator autom atically generates
a request to create a new  em ail account (H otm ail, for exam ple). H otm ail presents a
C A PTC H A , w hich the spam m er then presents to the pornography requester. W hen the
requester enters the solution, the spam m er forw ards that solution back to H otm ail. If the
solution succeeds, the spam m er has a new  account and allow s the user to see the photos; if
the solution fails, the spam m er presents a new  C A PTC H A  challenge to the user. In this
w ay, the attacker in the m iddle splices together tw o interactions by inserting a sm all
am ount of the account creation thread into the m iddle of the photo access thread. The user
is unaw are of the interaction in the m iddle.

H ow  B row ser A ttacks Succeed: Failed Identification and A uthentication
The central failure of these in-the-m iddle attacks is faulty authentication. If A  cannot be

assured that the sender of a m essage is really B , A  cannot trust the authenticity of anything
in the m essage. In this section w e consider authentication in different contexts.

H um an A uthentication



A s w e first stated in C hapter 2, authentication is based on som ething you know , are, or
possess. People use these qualities all the tim e in developing face-to-face authentication.
Exam ples of hum an authentication techniques include a driver‒s license or identity card, a
letter of introduction from  a m utual acquaintance or trusted third party, a picture (for
recognition of a face), a shared secret, or a w ord. (The original use of ―passw ord‖ w as a
w ord said to a guard to allow  the speaker to pass a checkpoint.) B ecause w e hum ans
exercise judgm ent, w e develop a sense for w hen an authentication is adequate and w hen
som ething just doesn‒t seem  right. O f course, hum ans can also be fooled, as described in
Sidebar 4-2.

In C hapter 2 w e explored hum an-to-com puter authentication that used sophisticated
techniques such as biom etrics and so-called sm art identity cards. A lthough this field is
advancing rapidly, hum an usability needs to be considered in such approaches: Few
people w ill, let alone can, m em orize m any unique, long, unguessable passw ords. These
hum an factors can affect authentication in m any contexts because hum ans often have a
role in authentication, even of one com puter to another. B ut fully autom ated com puter-to-
com puter authentication has additional difficulties, as w e describe next.

C om puter A uthentication

W hen a user com m unicates online w ith a bank, the com m unication is really user-to-
brow ser and com puter-to-bank‒s com puter. A lthough the bank perform s authentication of
the user, the user has little sense of having authenticated the bank. W orse, the user‒s
brow ser and com puter in the m iddle actually interact w ith the bank‒s com puting system ,
but the user does not actually see or control that interaction. W hat is needed is a reliable
path from  the user‒s eyes and fingers to the bank, but that path passes through an opaque
brow ser and com puter.

C om puter authentication uses the sam e three prim itives as hum an authentication, w ith
obvious variations. There are relatively few  w ays to use som ething a com puter has or is
for authentication. If a com puter‒s address or a com ponent‒s serial num ber cannot be
spoofed, that is a reliable authenticator, but spoofing or im personation attacks can be
subtle. C om puters do not innately ―know ‖ anything, but they can rem em ber (store) m any
things and derive m any m ore. The problem , as you have seen w ith topics such as
cryptographic key exchange, is how  to develop a secret shared by only tw o com puters.

In addition to obtaining solid authentication data, you m ust also consider how
authentication is im plem ented. Essentially every output of a com puter is controlled by
softw are that m ight be m alicious. If a com puter responds to a prom pt w ith a user‒s
passw ord, softw are can direct that com puter to save the passw ord and later reuse or repeat
it to another process, as w as the case w ith the SilentB anker m an-in-the-brow ser attack. If
authentication involves com puting a cryptographic result, the encryption key has to be
placed som ew here during the com puting, and it m ight be susceptible to copying by
another m alicious process. O r on the other end, if softw are can interfere w ith the
authentication-checking code to m ake any value succeed, authentication is com prom ised.
Thus, vulnerabilities in authentication include not just the authentication data but also the
processes used to im plem ent authentication. H alperin et al. [H A L08a] present a chilling
description of this vulnerability in their analysis of radio control of im plantable m edical
devices such as pacem akers. W e explore those exposures in C hapter 13 w hen w e consider



security im plications of the ―Internet of things.‖

Your bank takes steps to authenticate you, but how  can you authenticate
your bank?

Even if w e put aside for a m om ent the problem  of initial authentication, w e also need to
consider the problem  of continuous authentication: A fter one com puter has authenticated
another and is ready to engage in som e kind of data exchange, each com puter has to
m onitor for a w iretapping or hijacking attack by w hich a new  com puter w ould enter into
the com m unication, falsely alleging to be the authenticated one, as depicted in Figure 4-6.

FIG U R E  4-6 W ithout C ontinuous A uthentication N either End C an Trust the O ther

Som etim es overlooked in the authentication discussion is that credibility is a tw o-sided
issue: The system  needs assurance that the user is authentic, but the user needs that sam e
assurance about the system . This second issue has led to a new  class of com puter fraud
called phishing, in w hich an unsuspecting user subm its sensitive inform ation to a
m alicious system  im personating a trustw orthy one. (W e explore phishing later in this
chapter.) C om m on targets of phishing attacks are banks and other financial institutions:
Fraudsters use the sensitive data they obtain from  custom ers to take custom ers‒ m oney
from  the real institutions. O ther phishing attacks are used to plant m alicious code on the
victim ‒s com puter.

Thus, authentication is vulnerable at several points:

‛ U sability and accuracy can conflict for identification and authentication: A
m ore usable system  m ay be less accurate. B ut users dem and usability, and at
least som e system  designers pay attention to these user dem ands.
‛ C om puter-to-com puter interaction allow s lim ited bases for authentication.
C om puter authentication is m ainly based on w hat the com puter know s, that is,
stored or com putable data. B ut stored data can be located by unauthorized
processes, and w hat one com puter can com pute so can another.



‛ M alicious softw are can underm ine authentication by eavesdropping on
(intercepting) the authentication data and allow ing it to be reused later. W ell-
placed attack code can also w ait until a user has com pleted authentication and
then interfere w ith the content of the authenticated session.
‛ Each side of a com puter interchange needs assurance of the authentic identity
of the opposing side. This is true for hum an-to-com puter interactions as w ell as
for com puter-to-hum an.

The specific situation of m an-in-the-m iddle attacks gives us som e interesting
counterm easures to apply for identification and authentication.

Successful Identification and A uthentication

A ppealing to everyday hum an activity gives som e useful counterm easures for attacks
against identification and authentication.

Shared Secret

B anks and credit card com panies struggle to find new  w ays to m ake sure the holder of a
credit card num ber is authentic. The first secret w as m other‒s m aiden nam e, w hich is
som ething a bank m ight have asked w hen som eone opened an account. H ow ever, w hen all
financial institutions started to use this sam e secret, it w as no longer as secret. N ext, credit
card com panies m oved to a secret verification num ber im printed on a credit card to prove
the person giving the card num ber also possessed the card. A gain, overuse is reducing the
usefulness of this authenticator. N ow , financial institutions are asking new  custom ers to
file the answ ers to questions presum ably only the right person w ill know . Street on w hich
you grew  up, first school attended, and m odel of first car are becom ing popular, perhaps
too popular. A s long as different places use different questions and the answ ers are not
easily derived, these m easures can confirm  authentication.

The basic concept is of a shared secret, som ething only the tw o entities on the end
should know . A  hum an m an-in-the-m iddle attack can be defeated if one party asks the
other a pointed question about a dinner they had together or details of a recent corporate
event, or som e other com m on topic. Sim ilarly, a shared secret for com puter system s can
help authenticate. Possible secrets could involve the tim e or date of last login, tim e of last
update, or size of a particular application file.

To be effective, a shared secret m ust be som ething no m alicious m iddle
agent can know .

O ne-Tim e Passw ord

A s its nam e im plies, a one-tim e passw ord is good for only one use. To use a one-tim e
passw ord schem e, the tw o end parties need to have a shared secret list of passw ords.
W hen one passw ord is used, both parties m ark the w ord off the list and use the next w ord
the next tim e.

The SecurID  token, introduced in C hapter 2, generates a new  random  num ber every 60
seconds. The receiving com puter has a program  that can com pute the random  num ber for
any given m om ent, so it can com pare the value entered against the expected value.



O ut-of-B and C om m unication

O ut-of-band com m unication m eans transferring one fact along a com m unication path
separate from  that of another fact. For exam ple, bank card PIN s are alw ays m ailed
separately from  the bank card so that if the envelope containing the card is stolen, the thief
cannot use the card w ithout the PIN . Sim ilarly, if a custom er calls a bank about having
forgotten a PIN , the bank does not sim ply provide a new  PIN  in that conversation over the
phone; the bank m ails a separate letter containing a new  PIN  to the account-holder‒s
address on file. In this w ay, if som eone w ere im personating the custom er, the PIN  w ould
not go to the im personator. Som e banks confirm  large Internet fund transfers by sending a
text m essage to the user‒s m obile phone. H ow ever, as Sidebar 4-3 indicates, m obile
phones are also subject to m an-in-the-m iddle attacks.

Sidebar 4-3 M an-in-the-M obile A ttack
The Zeus Trojan horse is one of the m ost prolific pieces of m alicious code. It is
configurable, easy for an attacker to use, and effective. Its ow ners continually
update and m odify it, to the extent that security firm  Sym antec has counted over
70,000 variations of the basic code. B ecause of the num ber of strains, m alicious
code detectors m ust update their definitions constantly. Zeus sells on the hacker
m arket for a few  hundred dollars. Targeting financial site interactions, it can pay
for itself w ith a single exploit.

Zeus has taken on the m obile phone m essaging m arket, too. A ccording to
security firm  S21Sec, Zeus now  has an application that can be unintentionally
dow nloaded to sm artphones; using SM S m essaging, Zeus com m unicates w ith its
com m and and control center. B ut because it is installed in the m obile, it can also
block or alter text m essages sent by a financial institution to a custom er‒s m obile
phone.

The U .S. D efense D epartm ent uses a secure telephone called a STU -III. A  custom er
places a call and, after establishing com m unication w ith the correct party on the other end,
both parties press a button for the phones to enter secure m ode; the phones then encrypt
the rest of the conversation. A s part of the setup for going into secure m ode, the tw o
phones together derive a random  num ber that they then display in a w indow  on the phone.
To protect against a m an-in-the-m iddle attack, callers are instructed to recite the num ber
so that both parties agree they have the sam e num ber on their phone‒s w indow . A
w iretapper in the m iddle m ight be able to intercept the initial call setup and call the
intended recipient on a second STU -III phone. Then, sitting w ith the earpiece of one STU -
III up against the m outhpiece of the other, the intruder could perform  a m an-in-the-m iddle
attack. H ow ever, these tw o phones w ould establish tw o different sessions and display
different random  num bers, so the end parties w ould know  their conversation w as being
intercepted because, for exam ple, one w ould hear the num ber 101 but see 234 on the
display.

A s these exam ples show , the use of som e outside inform ation, either a shared secret or
som ething com m unicated out of band, can foil a m an-in-the-m iddle attack.

C ontinuous A uthentication



In several places in this book w e argue the need for a continuous authentication
m echanism . A lthough not perfect in those regards, strong encryption does go a long w ay
tow ard a solution.

If tw o parties carry on an encrypted com m unication, an interloper w anting to enter into
the com m unication m ust break the encryption or cause it to be reset w ith a new  key
exchange betw een the interceptor and one end. (This latter technique is know n as a session
hijack, w hich w e study in C hapter 6.) B oth of these attacks are com plicated but not
im possible. H ow ever, this counterm easure is foiled if the attacker can intrude in the
com m unication pre-encryption or post-decryption. These problem s do not detract from  the
general strength of encryption to m aintain authentication betw een tw o parties. B ut be
aw are that encryption by itself is not a m agic fairy dust that counters all security failings
and that m isused cryptography can im part a false sense of security.

E ncryption can provide continuous authentication, but care m ust be
taken to set it up properly and guard the end points.

These m echanism s‍ signatures, shared secrets, one-tim e passw ords and out-of-band
com m unications‍ are all w ays of establishing a context that includes authentic parties and
excludes im posters.

4.2 W eb A ttacks Targeting U sers
W e next consider tw o classes of situations involving w eb content. The first kind

involves false content, m ost likely because the content w as m odified by som eone
unauthorized; w ith these the intent is to m islead the view er. The second, m ore dangerous,
kind seeks to harm  the view er.

False or M isleading C ontent
It is som etim es difficult to tell w hen an art w ork is authentic or a forgery; art experts

can debate for years w ho the real artist is, and even w hen there is consensus, attribution of
a da V inci or R em brandt painting is opinion, not certainty. A s Sidebar 4-4 relates;
authorship of Shakespeare‒s w orks m ay never be resolved. It m ay be easier to tell w hen a
painting is not by a fam ous painter: A  child‒s crayon draw ing w ill never be m istaken for
som ething by a celebrated artist, because, for exam ple, R em brandt did not use crayons or
he used light, shadow , and perspective m ore m aturely than a child.

Sidebar 4-4 W ho W rote Shakespeare‒s Plays?
M ost people w ould answ er ―Shakespeare‖ w hen asked w ho w rote any of the
plays attributed to the bard. B ut for over 150 years literary scholars have had
their doubts. In 1852, it w as suggested that Edw ard de Vere, Earl of O xford,
w rote at least som e of the w orks. For decades scholarly debate raged, citing the
few  facts know n of Shakespeare‒s education, travels, w ork schedule, and
experience.
In the 1980s a new  analytic technique w as developed: com puterized analysis

of text. D ifferent researchers studied qualities such as w ord choice, im ages used
in different plays, w ord pairs, sentence structure, and the like‍ any structural



elem ent that could show  sim ilarity or dissim ilarity. (See, for exam ple, [FA R 96]
and [K A R 01], as w ell as w w w.shakespeareoxfordfellow ship.org.) The debate
continues as researchers develop m ore and m ore qualities to correlate am ong
databases (the language of the plays and other w orks attributed to Shakespeare).
The controversy w ill probably never be settled.
B ut the technique has proved useful. In 1996, an author called A nonym ous

published the novel Prim ary C olors. M any people tried to determ ine w ho the
author w as. B ut D onald Foster, a professor at Vassar C ollege, aided by som e
sim ple com puter tools, attributed the novel to Joe K lein, w ho later adm itted to
being the author. Peter N eum ann [N EU 96] in the R isks forum , notes how  hard it
is lie convincingly, even having tried to alter your w riting style, given
―telephone records, credit card records, airplane reservation databases, library
records, snoopy neighbors, coincidental encounters, etc.‖‍ in short, given
aggregation.
The approach has uses outside the literary field. In 2002, the SA S Institute,

vendors of statistical analysis softw are, introduced data-m ining softw are to find
patterns in old em ail m essages and other m asses of text. B y now , data m ining is
a m ajor business sector often used to target m arketing to people m ost likely to
be custom ers. (See the discussion on data m ining in C hapter 7.) SA S suggests
pattern analysis m ight be useful in identifying and blocking false em ail. A nother
possible use is detecting lies, or perhaps just flagging potential inconsistencies.
It has also been used to help locate the author of m alicious code.

The case of com puter artifacts is sim ilar. A n incoherent m essage, a w eb page riddled
w ith gram m atical errors, or a peculiar political position can all alert you that som ething is
suspicious, but a w ell-crafted forgery m ay pass w ithout question. The falsehoods that
follow  include both obvious and subtle forgeries.

D efaced W eb Site

The sim plest attack, a w ebsite defacem ent, occurs w hen an attacker replaces or
m odifies the content of a legitim ate w eb site. For exam ple, in January 2010, B B C  reported
that the w eb site of the incom ing president of the European U nion w as defaced to present
a picture of B ritish com ic actor R ow an A tkinson (M r. B ean) instead of the president.

The nature of these attacks varies. O ften the attacker just w rites a m essage like ―You
have been had‖ over the w eb-page content to prove that the site has been hacked. In other
cases, the attacker posts a m essage opposing the m essage of the original w eb site, such as
an anim al rights group protesting m istreatm ent of anim als at the site of a dog-racing
group. O ther changes are m ore subtle. For exam ple, recent political attacks have subtly
replaced the content of a candidate‒s ow n site to im ply falsely that a candidate had said or
done som ething unpopular. O r using w ebsite m odification as a first step, the attacker can
redirect a link on the page to a m alicious location, for exam ple, to present a fake login box
and obtain the victim ‒s login ID  and passw ord. A ll these attacks attem pt to defeat the
integrity of the w eb page.

The objectives of w ebsite defacem ents also vary. Som etim es the goal is just to prove a
point or em barrass the victim . Som e attackers seek to m ake a political or ideological



statem ent, w hereas others seek only attention or respect. In som e cases the attacker is
show ing a point, proving that it w as possible to defeat integrity. Sites such as those of the
N ew  York Tim es, the U .S. D efense D epartm ent or FB I, and political parties w ere
frequently targeted this w ay. Sidebar 4-5 describes defacing an antivirus firm ‒s w eb site.

Sidebar 4-5 A ntivirus M aker‒s W eb Site H it
W ebsite m odifications are hardly new . B ut w hen a security firm ‒s w eb site is
attacked, people take notice. For several hours on 17 O ctober 2010, visitors to a
dow nload site of security research and antivirus product com pany K aspersky
w ere redirected to sites serving fake antivirus softw are.

A fter discovering the redirection, K aspersky took the affected server offline,
blam ing the incident on ―a faulty third-party application.‖ [ITPro, 19 O ctober
2010]

B ank robber W illy Sutton is reported to have said w hen asked w hy he robbed
banks, ―That‒s w here the m oney is.‖ W hat better w ay to hide m alicious code
than by co-opting the w eb site of a firm  w hose custom ers are ready to install
softw are, thinking they are protecting them selves against m alicious code?

A  defacem ent is com m on not only because of its visibility but also because of the ease
w ith w hich one can be done. W eb sites are designed so that their code is dow nloaded,
enabling an attacker to obtain the full hypertext docum ent and all program s directed to the
client in the loading process. A n attacker can even view  program m ers‒ com m ents left in as
they built or m aintained the code. The dow nload process essentially gives the attacker the
blueprints to the w eb site.

Fake W eb Site

A  sim ilar attack involves a fake w eb site. In Figure 4-7 w e show  a fake version of the
w eb site of B arclays B ank (England) at http://w w w .gb-bclayuk.com /. The real B arclays
site is at http://group.barclays.com /H om e. A s you can see, the forger had som e trouble
w ith the top im age, but if that w ere fixed, the rem ainder of the site w ould look convincing.


